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    PhoenixKitEmails

[image: Elixir]
[image: License: MIT]
Email tracking, analytics, and AWS SES integration for PhoenixKit. Drop-in email logging, delivery event tracking, engagement metrics, templating, rate limiting, and an admin dashboard.
Features
	Email logging — comprehensive logging of all outgoing emails with optional body/header storage
	AWS SES integration — SQS-based event polling for delivery, bounce, complaint, open, and click events
	Analytics & metrics — system stats, engagement rates, campaign performance, and provider comparison
	Email templates — create and manage reusable email templates with a LiveView editor
	Rate limiting — configurable protection against abuse and spam via Hammer
	Blocklist — manage blocked email addresses
	Queue management — view and manage outgoing email queue
	Archival — automatic cleanup, body compression, and S3 archival of old email data
	Webhook processing — process incoming delivery/bounce/complaint webhooks
	CSV export — export email logs via controller endpoint
	Email open/click tracking — pixel tracking and link rewriting for engagement metrics
	Admin dashboard — LiveView pages for logs, metrics, templates, queue, blocklist, and settings
	Auto-discovery — implements PhoenixKit.Module behaviour; PhoenixKit finds it at startup with zero config

Installation
Add phoenix_kit_emails to your dependencies in mix.exs:
def deps do
  [
    {:phoenix_kit_emails, "~> 0.2"}
  ]
end
Then fetch dependencies:
mix deps.get

Note: For development or if not yet published to Hex, you can use:
{:phoenix_kit_emails, github: "BeamLabEU/phoenix_kit_emails"}

PhoenixKit auto-discovers the module at startup — no additional configuration needed.
Quick Start
	Add the dependency to mix.exs
	Run mix deps.get
	Enable the module in admin settings (email_enabled: true)
	Configure your AWS SES configuration set name in settings
	Email logs and analytics are available at /admin/emails

Usage
System management
alias PhoenixKit.Modules.Emails

# Check if system is enabled
Emails.enabled?()

# Enable/disable the system
Emails.enable_system()
Emails.disable_system()

# Get current configuration
config = Emails.get_config()
Email logging
# Create a log entry
{:ok, log} = Emails.create_log(%{
  to: "user@example.com",
  from: "noreply@example.com",
  subject: "Welcome!",
  status: "sent"
})

# List logs with filters
logs = Emails.list_logs(%{status: "sent", page: 1})

# Get a specific log
log = Emails.get_log!(log_uuid)
Analytics
# Get system statistics
stats = Emails.get_system_stats(:last_30_days)
# => %{total_sent: 5000, delivered: 4850, bounce_rate: 2.5, open_rate: 23.4}

# Get campaign performance
campaign_stats = Emails.get_campaign_stats("newsletter_2024")
# => %{total_sent: 1000, delivery_rate: 98.5, open_rate: 25.2, click_rate: 4.8}

# Get engagement metrics
metrics = Emails.get_engagement_metrics(:last_7_days)

# Get provider performance comparison
performance = Emails.get_provider_performance(:last_30_days)
Webhook processing
# Process an incoming webhook from AWS SES
{:ok, event} = Emails.process_webhook_event(webhook_data)

# List events for a specific log
events = Emails.list_events_for_log(log_uuid)
Maintenance
# Clean up old logs (by retention days)
{deleted_count, _} = Emails.cleanup_old_logs(90)

# Compress old email bodies to save storage
Emails.compress_old_bodies(30)

# Archive old data to S3
Emails.archive_to_s3(180)
Settings
Settings are managed through the PhoenixKit Settings API and can be configured via the admin UI at /admin/settings/email-sending.
	Key	Type	Default	Description
	email_enabled	boolean	false	Enable/disable the email system
	email_save_body	boolean	false	Save full email body (vs preview only)
	email_save_headers	boolean	false	Save email headers
	email_ses_events	boolean	false	Manage AWS SES delivery events
	email_retention_days	integer	90	Days to keep email logs
	aws_ses_configuration_set	string	—	AWS SES configuration set name
	email_compress_body	integer	—	Compress body after N days
	email_archive_to_s3	boolean	false	Enable S3 archival
	email_s3_bucket	string	—	S3 bucket archives are written to
	email_s3_integration	string	—	Integrations UUID that signs uploads (unset = ExAws chain)
	email_sampling_rate	integer	—	Percentage of emails to fully log
	email_create_placeholder_logs	boolean	false	Create placeholder logs for orphaned events

Permissions
The module declares permissions via permission_metadata/0:
	"emails" — access to email admin dashboard and all sub-pages

Use Scope.has_module_access?/2 to check permissions in your application.
Architecture
lib/
  mix/tasks/
    phoenix_kit_emails.install.ex        # Install mix task
  phoenix_kit/modules/emails/
    emails.ex                            # Context + PhoenixKit.Module behaviour
    application_integration.ex           # Application-level integration
    archiver.ex                          # S3 archival logic
    archive_worker.ex                    # Hourly Oban cron that calls the archiver
    email_log_data.ex                    # Email log data struct
    event.ex                             # Delivery/bounce/complaint event schema
    interceptor.ex                       # Email interceptor for logging
    log.ex                               # Email log schema
    metrics.ex                           # Analytics and metrics queries
    paths.ex                             # Centralized URL path helpers
    provider.ex                          # Provider behaviour
    rate_limiter.ex                      # Rate limiting via Hammer
    sqs_polling_job.ex                   # Oban job for SQS polling
    sqs_polling_manager.ex               # SQS polling lifecycle management
    sqs_processor.ex                     # SQS message processing
    supervisor.ex                        # OTP Supervisor
    table_columns.ex                     # Admin table column definitions
    template.ex                          # Email template schema
    templates.ex                         # Template management context
    utils.ex                             # Shared utilities
    web/
      blocklist.ex                       # Blocklist admin LiveView
      details.ex                         # Email log detail LiveView
      emails.ex                          # Email logs admin LiveView
      email_tracking.ex                  # Open/click tracking
      export_controller.ex               # CSV export controller
      metrics.ex                         # Metrics dashboard LiveView
      queue.ex                           # Queue management LiveView
      routes.ex                          # Route definitions
      settings.ex                        # Settings admin LiveView
      template_editor.ex                 # Template editor LiveView
      templates.ex                       # Templates admin LiveView
      webhook_controller.ex              # Webhook endpoint controller
Database Tables
	Table	Description
	phoenix_kit_email_logs	Email log records (UUIDv7 PK)
	phoenix_kit_email_events	Delivery/bounce/complaint/open/click events
	phoenix_kit_email_templates	Reusable email templates

Development
mix deps.get       # Install dependencies
mix test           # Run tests
mix format         # Format code
mix credo --strict # Static analysis (strict mode)
mix dialyzer       # Type checking
mix docs           # Generate documentation
mix precommit      # Compile + format + credo + dialyzer
mix quality        # Format + credo + dialyzer

Troubleshooting
Emails not appearing in admin
	Verify email_enabled is true in settings
	Ensure the module is listed as a dependency in the parent app's mix.exs

SES events not processing
	Verify email_ses_events is enabled in settings
	Check that aws_ses_configuration_set is configured
	Ensure SQS queue permissions allow the application to poll
	Review Oban dashboard for failed SQS polling jobs

Metrics showing zero data
	Confirm emails are being logged (check /admin/emails)
	Verify the date range filter matches when emails were sent

License
MIT — see LICENSE for details.
Links
	GitHub
	PhoenixKit



  

    Changelog

0.4.2 - 2026-08-18
Fixed
	S3 archival now resolves credentials from an object_storage Integrations
connection, not only aws_ses. Archiver.s3_request_config/0 routed
through a credential getter that deliberately accepted only aws_ses (a
leak guard, not an oversight — see the code comment), which predates core's
object_storage connection type: pointing email_s3_integration at one
resolved to an empty credential map and archival silently signed with
nothing while the settings page reported it as configured. Also fixes the
object_storage connection picker on the Email Tracking settings page,
which listed aws_ses connections only, and a related region-key mismatch
(object_storage stores it under "region", aws_ses under
"aws_region"). object_storage connections with a custom endpoint now
archive against it instead of AWS — the fix that actually makes Cloudflare
R2, Backblaze B2, and Tigris work as archival targets, not only AWS S3.

0.4.1 - 2026-08-18
Fixed
	Boot reconcile no longer runs while Oban is in a testing mode (:manual or
:inline). Previously the boot Task unconditionally called
EventTrackerReconciler.reconcile/0, which writes via
Oban.cancel_all_jobs/1 from a process with no Ecto sandbox connection —
under a host's test suite this write could only fail, dumping a
DBConnection.OwnershipError into every test run. Nothing is lost by
skipping it there: in a testing mode Oban does not execute the chains the
reconcile would seed. (#36)

0.4.0 - 2026-08-14
Upgrading — read this first
This release adds two columns to phoenix_kit_email_logs (archived_at,
s3_key — Emails V2), and the schema in the code expects them. Migrate
before you restart, not after:
mix phoenix_kit.update --yes   # applies the module chain through Emails V2
# ...then restart the application
Restarting first leaves the running code selecting columns the database does
not have. Both statements are IF NOT EXISTS and the new columns are
nullable without a default, so a host that has already run them is
unaffected. The new partial index is empty on upgrade — every existing row
is genuinely unarchived.
S3 archival also needs a host-side Oban queue and Cron entry. The settings
toggle does nothing without them; the page says so rather than implying a
schedule that does not exist. Add both (and merge, do not replace, your
existing plugins: list):
config :your_app, Oban,
  queues: [
    email_archival: 1
    # ... your other queues
  ],
  plugins: [
    {Oban.Plugins.Cron,
     crontab: [
       {"0 * * * *", PhoenixKit.Modules.Emails.ArchiveWorker}
     ]}
  ]
See PhoenixKit.Modules.Emails.ArchiveWorker and
mix phoenix_kit_emails.install.
Added
	S3 archival is a real feature. Emails.archive_to_s3/1 used to select
the rows and return them with a comment that the upload "would be
implemented in a separate Archiver module". The Archiver had been there
all along and was called by nothing. It is wired up now:
	events are written beside the log, not on log.events — Log
derives JSON.Encoder with except: [..., :events], so every archive
written with include_events: true previously contained none;
	the object is labelled application/json / text/csv, not
application/gzip over an uncompressed body;
	credentials come from a chosen Integrations connection
(email_s3_integration); an unset one falls through to the ExAws
chain (environment, instance profile, task role);
	a blank bucket is unset, not a bucket named "";
	each batch is its own short unit (select → upload → stamp) instead of
holding a Repo.stream transaction open across S3 calls.


	ArchiveWorker — hourly Oban Cron, the first thing that ever calls
the archiver on its own. No-ops when the system, the feature, or the
bucket is absent. unique: [period: :infinity, states: :incomplete]
stops a slow run being joined by the next tick.

	Migrations V2 — nullable archived_at + s3_key on
phoenix_kit_email_logs, plus a partial index on stamped rows. Without
them the only record of a successful upload was the row's deletion, so a
run configured to keep its rows re-uploaded the same messages every pass.

	Settings UI — live S3 toggle, bucket field, and credentials picker
on the Email Tracking section. The "In development" badge is gone.

	Retention cleanup and archival share email_retention_days. While
archival is runnable (enabled and pointed at a bucket), cleanup skips
unstamped rows — archive, then delete. A half-configured toggle no
longer disables a working retention policy.


Changed
	daisyUI 5 fieldset sweep (#34). The six templates still on
<div class="fieldset"> + <label class="label"> are real
<fieldset> / <legend> now; visible controls have aria-label;
modal validation messages are bound with aria-describedby /
aria-invalid. Dead v4 classes (form-control, label-text,
input-group, btn-group) no longer silently unstyle those pages.

	A pinned up(version: 1) now emits V1's objects only. Owned columns
and indexes carry the version that introduced them.

	Archive object keys are a date hierarchy
(email-logs/2026/08/14/090703-ab12cd34.json) instead of an ISO-8601
timestamp with colons in the name.


Fixed
	The bucket field deleted what you typed into it. phx-blur sends
the value under "value", not the element's name; blank means clear, so
every blur wiped the setting. The connection picker was a silent no-op
for the same reason.

	Retention blur on the Email Tracking page resubmitted the stored
assign rather than the typed value (#34 follow-up).


Fixed (review follow-ups, #35)
	object_path/1 was never called. The helper and its test landed;
the upload path still interpolated DateTime.to_iso8601/1. Keys are
built through object_key/4 now.

	ArchiveWorker uniqueness expired after one hour. period: 3600
is checked against inserted_at, so a backlog still running at T+3601s
was no longer unique and the next cron tick uploaded the same unstamped
rows again. period: :infinity with states: :incomplete, matching
every other worker in this package.

	bucket: "" as an opt still counted as a bucket. Empty string is
truthy, so an explicit blank override skipped the settings fallback and
then passed if bucket do.


0.3.0 - 2026-08-13
Upgrading — read this first
This release adds a column to phoenix_kit_email_logs, and the schema in the
code expects it. Migrate before you restart, not after:
mix phoenix_kit.update --yes   # applies the module chain (Emails V01)
# ...then restart the application
Restarting first leaves the running code selecting a column the database does
not have, and every query against phoenix_kit_email_logs fails until the
update lands. Both steps are idempotent, so a host that has already run them is
unaffected.
Run mix phoenix_kit.doctor first. V01 adopts the module's six tables, which
means it is the first thing to replay their constraints on a long-lived
database, and doctor reports the two conditions that make that interesting: a
drifted phoenix_kit_email_events shape and orphaned email_log_uuid rows.
The migration bounds itself with SET LOCAL lock_timeout = '5s', so behind a
long-running reader it fails fast with a clear error instead of hanging the
deploy — retry during a quiet window. It also takes a brief write lock on
phoenix_kit_email_logs while building the new index; see
PhoenixKit.Modules.Emails.Migrations' "Locking" section if that table is
large.
Added
	Multi-account AWS SES delivery event tracking. SQS polling could only ever
reach one AWS account: the queue URL was a single setting, the credentials
cache had a single key, and the Oban chain is unique per worker. With two SES
connections configured, one account's events were never collected — and the
poller could be handed account A's queue with account B's keys.
One Oban chain still, with N accounts polled inside each cycle (the shape
BrevoPollingJob already used). Each account carries its own queue, DLQ,
topic, configuration set and region under an aws_tracking:<integration_uuid>
setting, its own credentials, and its own opt-out. The "Amazon SES & SQS"
settings section grows a row per account, each with its own "Setup
Infrastructure" button that creates the resources in that account.

	Per-account SES configuration sets. SES publishes delivery, bounce and
complaint events only through a configuration set that exists in the SENDING
account, so a single global name is silence for every account but one. The
name now travels with the account. While the sending account can only be
inferred (see below), the global name is still used for safety: a
configuration set that does not exist in the sending account is a failed
send, not just a lost event.

	phoenix_kit_email_logs.integration_uuid — which account sent a message,
not just which provider kind. Nullable, best-effort, and backed by the SES
event's own mail.sendingAccountId, which is now kept in the stored
event_data alongside sourceArn and configurationSet as verifiable
provenance.

	A module-owned migration chain (PhoenixKit.Modules.Emails.Migrations).
V01 adopts the six tables nothing outside this package uses, alongside core's
baseline, which still creates them — a deliberate transitional duplication.
See dev_docs/reports/2026-08-12-emails-table-adoption.md.


Changed
	The Email Sending settings page no longer has an "Amazon SES & SQS"
section. It was listed as a peer of "Delivery Event Tracking" while
actually being the detail of one of that table's rows: it repeated the
table's "is collection on" answer, and nothing on the page said which row it
belonged to. Every tracker row now expands to its own settings, and the SES
row expands to exactly what that section used to hold — credentials source,
per-account queues, Setup Infrastructure, Add account, the warnings. Nothing
was removed; it moved one level in.
Trackers name their own settings component through a new optional
EventTracker.settings_component/0 callback, so a provider that has none
(Brevo today) renders a note instead, and a future Mailgun needs no panel
code either way.

	The polling interval moved out of the tracker table into the expanded
row, next to the SQS worker tuning knobs (max messages per poll,
visibility timeout) that moved there with it. A value set once and then
never looked at no longer holds a permanent column. The "Performance Tips"
block is gone.

	The global aws_* pipeline settings are no longer shown or editable.
The read-only "Inherited settings (legacy)" accordion listed the SAME fields
the per-account rows carry (two of which — SNS topic ARN, queue ARN — are
read by nothing at all), inviting operators to reason about values only the
account rows can change. The code fallback is untouched: the poller and
the tracking interceptor still read aws_sqs_queue_url, aws_region and
friends for an install that has not moved to per-account tracking. Only the
UI is gone — the warning that sending is still running on legacy credentials
stays.


Fixed
	The "Add account" button in the SES settings rendered as "Accounts" in
every locale — mix gettext.extract --merge had fuzzy-matched it to the
table column of that name, and no test rendered the button.

Fixed (review follow-ups, #33)
	Three translations were glued to the wrong source string. They had been
merged onto a similar-looking msgid and left fuzzy, which gettext ignores, so
the UI showed another setting's wording or fell back to English. The worst
told the operator that a failed send-queue update was about saving email
headers. The catalogues now extract with zero fuzzy entries.

	Enabling polling is one transaction, not three steps. It used to write the
eligibility flag, then the polling flag, then insert the first job — a failure
in step two or three left the flag flipped with polling off, and the panel
reported the failure without saying what it had already changed. The
deliberate asymmetry with disabling (which leaves the eligibility flag on,
because that same flag gates the SNS webhook path, which polls nothing) is now
argued in the EventTracker docs instead of contradicting them.

	An install on the global queue no longer looks unconfigured. Removing the
legacy accordion removed the only place that queue was ever shown, so such an
install was told "no accounts configured" while the poller was reading it and
the tracker said Active. The panel now names the queue and says how to give
each account its own.

	The settings forms are styled at all now. form-control, label-text and
label-text-alt do not exist in daisyUI 5 — not merely outdated, they styled
nothing: field labels fell through to the one live .label rule, which dims
text to 60%, and hints rendered at body size. Both files now use
fieldset/fieldset-legend, the idiom core's own forms use.

	The status line that repeated its own row is gone. It read should_poll?/0,
which is exactly what the State column above it already splits into "Off" and
"Idle — no integration", each with a tooltip naming what to fix.

	The scrubber's linearity test no longer measures wall clock. It timed a
large run that gets preempted more often than a small one, so a busy machine
looked like quadratic scrubbing. It counts reductions now — charged for work
actually done, stable to ~0.1% across runs, blind to load. The ceiling is
unchanged and a quadratic implementation still costs ~16x.


Changed
	Dependency updates: phoenix_kit 2.3.0.

Known limitation
Core does not yet pass the sending integration's uuid to the tracking
interceptor, so for a send routed explicitly through a non-default connection of
the same provider kind, integration_uuid is inferred and can name the default
account instead. The column is an index, not a source of truth; the SES event's
mail.sendingAccountId is. Per-account configuration sets are deliberately
withheld in exactly that ambiguous case.
0.2.1 - 2026-08-11
Fixed
	Twenty-four Estonian and Russian entries carried the translation of "Poll
now" (#31) — among them "AWS Region", "Date", "Module" and "Legacy", so
unrelated parts of the UI all read "Alusta pollimist" / the Russian
equivalent. The files passed every usual check (no empty msgstr, no fuzzy
flags), which is why this survived: it is only visible when msgids are grouped
by identical msgstr.
The PO header was hit too. msgid "" had been given
msgstr "Alusta pollimist", which concatenates onto the metadata block — so
the Language: header parsed as garbage rather than as et.
Each entry is now translated for its own meaning, with the long strings
checked against the .heex that renders them: the Settings → Integrations
hint keeps its arrow and Email #%{uuid} keeps its interpolation. Product
names (AWS, SES, Amazon SES) stay untranslated.


Changed
	Dependency updates (phoenix_kit 2.2.0, phoenix 1.8.10, hackney 4.7.3).

0.2.0 - 2026-08-10
Changed
	⚠️ Requires phoenix_kit ~> 2.0. The core pin moved to ~> 2.0, so this
release no longer resolves against core 1.7.
Core 2.0.0 squashes the migration chain into a single V135 baseline and makes
V135 the chain's floor: mix ecto.migrate now refuses on a database below it
rather than migrating. Check mix phoenix_kit.status before upgrading. A
host below V135 must install phoenix_kit 1.7.236 — the migration bridge, the
last release carrying the full pre-squash chain — migrate until the reported
version is at least V135, and only then move to 2.0.
This package does not call migration internals, so the change is the pin
itself.


Added
	The webhook CSRF regression test now pins the before state too (PR #28).
A fixture router wires the webhook through a :browser pipeline with
protect_from_forgery — the exact shape the bug had — and asserts a cold POST
raises InvalidCSRFTokenError. The previous test asserted only that a cold
POST returns 200, which would also pass if the route had never gone through
:browser at all; it silently depended on Routes.generate/1 staying broken
to mean anything.

0.1.23 - 2026-08-07
Security
	Single-use auth tokens no longer reach the email log. PhoenixKit stores only a SHA-256 hash of every emailed token, so the raw token existed in exactly one place — the message sent to the user. Logging the body put it back in the database in plaintext, behind the emails permission that the Admin role holds by default. That turned the log into a credential store: request a password reset for any address on the public forgot-password page, then read the working link out of /admin/emails and use it, never touching the target's mailbox. The new SecretScrubber replaces the token with [REDACTED] on the way IN, before the row is written, so exports, S3 archival, backups and support dumps are all covered by the one control. It covers every auth URL core emails — reset, confirmation, email change, magic link, magic-link registration (path segment) and organisation invitation (?invitation=) — and leaves the link itself in place, so the row still shows what was sent and where it pointed. The send queue is deliberately excluded: Queue.serialize/1 args are the message in transit, and redacting there would mail the recipient a dead link. (#27)

Fixed
	The scrubber could silently fail open on a slash-heavy body. Its URL pattern reached the auth segment through two overlapping lazy quantifiers that both consume /-delimited path segments, giving a quadratic number of ways to split the path at every start position. Past roughly 20 KB of such text PCRE hit its internal backtracking limit — and String.replace/3 signals nothing on that, it returns the subject unchanged. A real token further down the same body was then written to the log in plaintext while the row looked scrubbed, which is worse than not scrubbing at all, because nothing downstream can tell the difference. The pattern now anchors on /<auth-segment>/ instead of on https?://… and has no quantifier that spans a path separator, so matching is linear: the 82 KB case went from 105 ms and leaking to 1.4 ms and redacted. Nothing is lost — every auth route core emails puts the token immediately after the segment, and the locale and host-app prefixes the old middle group was written for sit before the segment, not between. (#27)
	The path pattern is case-insensitive, matching the query pattern, which already was. A host app that mounts its routes with any uppercase in the path had the query form scrubbed and the path form leaked. (#27)

Internal
	Post-merge review of #27: dev_docs/pull_requests/2026/27-scrub-single-use-auth-tokens/CLAUDE_REVIEW.md. Cross-checked the segment whitelist against every :token route core registers and every URL its notifiers actually send — the whitelist is complete, and the three uncovered token routes (on-screen QR login, the post-verify redirect, signed asset URLs) are correctly out of scope. The route-enumeration test gained confirm-email, the one whitelist entry that is a prefix collision with another (confirm) and so only matched by backtracking; the alternation now lists it first. Rows written before this release still hold their tokens — not backfilled, and why not is recorded in the review.

0.1.22 - 2026-08-06
Fixed
	Requires phoenix_kit ~> 1.7.231 — the release that ships PhoenixKitWeb.Live.UrlState. 0.1.21 adopted that module for the blocklist screen but left the floor at ~> 1.7.217, which resolves any core from 1.7.217 upward. Resolving anything in 1.7.217–1.7.230 gives a core with no such module, and use of a missing module is a compile error — one that can only appear in a consumer's build, since this package's own lockfile has always been well above the floor, so nothing here ever failed. It bites an app whose mix.lock already pins an older core (Hex keeps the locked version, because the stale requirement accepts it) or one that pins core itself. The floor was corrected in #26, but 0.1.21 had already been published with the old requirement, so this release is what actually delivers the fix. (#26)

Internal
	Post-merge review of #26: dev_docs/pull_requests/2026/26-core-version-floor/CLAUDE_REVIEW.md. Verified the chosen floor against the Hex tarball rather than the changelog alone — url_state.ex is byte-identical in 1.7.231 and the locked 1.7.232, and 1.7.232 adds no modules this package references, so 1.7.231 is both sufficient and not needlessly high.
	The :phoenix_kit comment in mix.exs states one floor again. The #26 rationale had been appended below the older 1.7.217 paragraph, leaving two consecutive comments each opening "X is the floor" — the first of them wrong, in the one comment whose job is to stop someone lowering the pin. Superseded requirements are now labelled as history.

0.1.21 - 2026-08-05
Added
	The blocklist screen's state lives in the URL. Search, reason filter, status filter, sort column, sort direction and page are declared through PhoenixKitWeb.Live.UrlState and encoded into the query string (?q=&reason=&status=&sort=&dir=&page=), so a filtered list is a real address: shareable, bookmarkable, reproduced by a reload, and walked by the browser's Back button instead of being left. Values equal to their default are omitted, so an unfiltered list stays at the bare path. (#25)

Fixed
	An out-of-range ?page= no longer renders one button per skipped page. With page now arriving from the URL rather than only from the pagination buttons, it could point far past the end of the list — ?page=900 on a two-page list, up to the decoder's ceiling of 1,000,000. The template's max(1, @page - 2)..min(@total_pages, @page + 2) window then inverted into a descending range, emitting one <button> per skipped page: ~1M DOM nodes from a single crafted or stale link. The page is clamped to the available range before the query runs, and the window carries an explicit //1 step. (#25)
	The blocklist's sortable-column whitelist is declared once. The URL decoder and validate_sort_by/1 had separate copies of the same four atoms; a column added to one but not the other is accepted by the header click and then silently dropped by the URL, leaving the click with no visible effect and no error anywhere — the same failure the reason filter hit before merge. (#25)
	The blocklist no longer loads its list, count and statistics inside mount/3, where LiveView's two-phase mount ran every one of those queries twice per page load. The load moved to the URL-state callback, so one code path serves the first render, a shared link and a Back press alike. (#25)

Changed
	Pruned eight stale mix.lock entries (igniter, sourceror, rewrite, spitfire, owl, ex_ast, glob_ex, text_diff) left behind by an earlier dependency upgrade. mix precommit's deps.unlock --check-unused step was failing on them.

0.1.20 - 2026-07-31
Added
	Universal event-tracker lifecycle. Every provider's delivery-event poller now implements one EventTracker behaviour (eligible?/0 — is there a working event source at all — split from enabled?/0 — the operator's toggle), is listed in a compile-time EventTrackerRegistry, and has its self-scheduling Oban chain started and stopped by a single stateless EventTrackerReconciler enforcing "iff should_run?/1, exactly one chain exists". The invariant is enforced at the database by Oban's own unique, so simultaneous reconciles on several nodes collapse to one chain. Adding a provider is: implement the behaviour, add the module to the registry. (#24)
	EventTrackerReconcileWorker — a low-frequency Oban Cron entry in its own event_tracker_reconcile queue, and the correctness backbone of the above: it is the only trigger that can resurrect a chain that died or was never started (a SendProfile change emits no PubSub today). Boot and settings-toggle reconciles are latency polish on top. Requires new host config — see the installer output. (#24)
	Unified "Delivery Event Tracking" settings section, one row per registered tracker: integration count, tracking toggle, a four-state badge (Active / Idle — no integration / Off / Stalled) with a per-state hint, editable interval, last poll, queued-job count, Brevo's per-account polling opt-out, and Poll now / Restart actions. Replaces the polling controls that lived in the Amazon SES & SQS and Brevo Events sections; the latter is removed. (#24)
	Log.exists_by_any_message_id?/1 and Emails.email_log_exists?/1 — a cheap indexed existence check across message_id and aws_message_id, no preloads, no struct load.

Fixed
	Brevo polling on a shared account no longer floods the log. A Brevo account may be shared with other senders, so most polled events are for mail this app never sent; each one used to be dragged through the SES/SNS processor's not-found path and surfaced as a loud [SYNC ISSUE] ... unknown email error, repeating every cycle until midnight. Such events are now skipped at :debug after a single existence check, with one :info summary per fetched page so the path stays observable — a page that is suddenly all skips is the signal. (#24)
	SES no longer starts a poller with no queue URL. The queue-URL precondition that lived in the supervisor's own boot gate is folded into eligible?/0, so a deployment with SES credentials and the toggle on but no queue configured no longer starts a chain at boot, has it resurrected every reconcile tick, and logs "SQS queue URL not configured" forever while the panel reports it as running. That state now reads "Idle — no integration". (#24)
	The supervisor's two boot-gate predicates delegate to EventTracker.should_run?/1 instead of hand-copying the gate — the copies had already drifted in both directions (SES's omitted the sender-aware gate, Brevo's omitted the active-integration requirement).
	Post-merge review fixes: the panel's Last-poll column read "Never polled yet" for a healthy Brevo chain, because the generic timestamp came from Oban's completed job history and Oban.Plugins.Pruner deletes those after 60s — well under Brevo's 30s floor and 120s default. EventTracker gained an optional last_polled_at/0 callback, which BrevoPollingManager answers from the durable setting its job already writes every cycle.
	Post-merge review fixes: the panel's tracking toggle called the managers directly, and enable_polling/0 inserts a chain without consulting eligible?/0 — so turning SES on with no queue URL queued a chain for a tracker with nothing to poll ("Idle — no integration" beside a non-zero Queued count), and turning tracking off left its queued job behind. Both only self-corrected on the next reconcile tick, or never on a host that had not wired the Cron. The toggle now reconciles.
	Post-merge review fixes: "Poll now" flashed success for a tracker with no working event source, having queued a forced job that could only wake up, fail its own eligibility gate and do nothing — the failure mode the button exists to prevent. It now refuses and says why.
	Post-merge review fixes: the interval editor bound HTML step to the tracker's minimum, so the browser rejected every value that was not a multiple of it (Brevo: 30s, 60s, 90s and nothing between) while the server accepted them.

Changed
	New host Oban configuration is required for the reconcile backbone: a event_tracker_reconcile: 1 queue and a {"*/2 * * * *", PhoenixKit.Modules.Emails.EventTrackerReconcileWorker} crontab entry (plus brevo_polling: 1 if it was missing). Without them a tracker whose chain dies is never resurrected until the next app restart. mix phoenix_kit_emails.install prints the full snippet.
	The installer's printed plugins: list now includes Oban.Plugins.Pruner and Oban.Plugins.Lifeline, with an instruction to merge rather than replace an existing list. Lifeline is load-bearing here, not decorative: a poller job orphaned in :executing by a node that died mid-cycle is a permanent unique conflict for the reconciler, which can then never insert a successor — while the panel, counting that same row, keeps reporting the tracker as Active.
	email_create_placeholder_logs no longer applies to polled Brevo events. On a shared account, creating a log row per orphaned event means materialising other senders' traffic in this app's email log. SES, where every event is by definition our own mail, is unchanged.
	Dialyzer runs against a .dialyzer_ignore.exs carrying one narrowly-scoped entry for a pre-existing Gettext/Expo opaqueness false positive in the generated backend module.

0.1.19 - 2026-07-29
Added
	Outgoing send queue. Queue implements core's optional PhoenixKit.Email.Provider.maybe_enqueue/2 callback (floor raised to phoenix_kit ~> 1.7.217), so every outgoing message — including mail the host app sends through its own statically configured mailer — is offered to the :emails Oban queue and delivered by SendJob (max_attempts: 5) instead of on the request. Every decline is "send it inline now", never an error: a disabled system, email_queue_enabled off, no :emails queue in the host's Oban config (a package cannot add one, and Oban.insert/1 would happily store a job nobody drains), a per-message queue: false, authentication mail, attachments, an Oban.insert/1 error, and even a raise or a DBConnection exit all fall through to an inline send. Delivery is at-least-once, which is why authentication mail is excluded by default. (#22)
	System-status card in Settings → Email Sending → Email Tracking. Reports what the module is doing, not what it is configured to do: whether anything is being logged and why not (a from address that fails the Log schema's own format rule makes every insert fail, and the interceptor swallows that by design), which mailer or integration messages actually leave through, the queue's state and depth, and today's logged/sent/failed/queued counts. (#22)
	Two switches for the queue — "Queue Outgoing Emails" (email_queue_enabled) and "Queue Authentication Emails Too" (email_queue_auth_mail) — in the same settings section as the card. Post-merge review: the queue shipped default-on and reported read-only, with no way to turn it off short of editing the settings table.

Changed
	Behavioural default for existing installs: email_queue_enabled defaults to true, so a host that has (or later adds) an emails: N Oban queue starts routing eligible outgoing mail through Oban after this upgrade. Authentication mail and messages with attachments are still sent inline. Hosts with no :emails queue are unaffected — nothing is queued and mail is sent as before.
	Interceptor.intercept_before_send/2 leaves a message that already carries X-PhoenixKit-Log-Id alone, so the queue worker's re-send updates the existing log row rather than writing a second one and stranding the first at "queued".
	Log.email_format_regex/0 exposes the sender-format rule the changeset validates with, so the status card's warning cannot drift from the validation that causes the failure.
	Queued mail carries its recipients, subject and bodies in the Oban job's args until the row is pruned — independent of email_save_body and email_retention_days, which only govern this module's own tables. Configure Oban.Plugins.Pruner accordingly; documented on Queue.serialize/1.
	Callers that route a send through an explicitly chosen integration (Mailer.deliver_via_integration/3 with a non-default uuid) must pass queue: false: core hands the queue only the integration's :provider, never its uuid, so a queued re-send resolves the default transport. Documented in Queue's moduledoc and AGENTS.md until core carries the uuid.

Fixed
	Test sends are never queued (skip_queue: true on the template-editor preview and both Provider test-email paths). A queued test would flash "sent successfully" the moment Oban accepted the job — before any relay had seen it, and while a later failure went unreported. (#22)
	A raise inside a queued send (an adapter that throws instead of returning {:error, _}, a pool timeout) never reaches core's after-send hook, so the log row stayed at "queued"; after the fifth attempt Oban discarded the job and nothing ever closed the row out. SendJob now marks the row failed on the last attempt and reraises, leaving Oban's own recording, backoff and discard untouched.
	The card's "no :emails Oban queue" warning no longer contradicts the Queue row it sits above when the whole email system is disabled (it is gated on Queue.status/0 == :no_oban_queue, the one state that means "on, and cannot run").
	A default send integration saved without a name rendered a blank "Sending through" value instead of the card's own fallback label.
	Three dialyzer errors that made mix precommit fail on the merged branch: an unreachable log_uuid/1 fallback clause in Queue, a map() === nil guard in SendJob, and an is_binary/1 branch in Status that core's get_from_email/0 typing proves dead (rewritten to stay nil-safe at runtime).

0.1.18 - 2026-07-27
Fixed
	Brevo event polling no longer stays dead across app restarts when brevo_events_enabled is still on but no Oban job row survived (crash before schedule_next_poll/1, wiped jobs table, etc.). The supervisor now re-seeds the Brevo chain at boot the same way it already re-seeds SQS — via BrevoPollingManager.enable_polling/0 after Oban is ready. Zero active Brevo profiles is fine; the job no-ops each cycle and still records last_polled_at.

Changed
	Supervisor.system_status/0 also reports brevo_polling_status (alongside the existing SQS polling_status).
	Clarified BrevoPollingManager docs: poll_now/0 bypasses only the brevo_events_enabled toggle, not the sender-aware profile gate or Emails.enabled?/0.

0.1.17 - 2026-07-26
Changed
	Both polling chains (SQSPollingJob, BrevoPollingJob) now guarantee "exactly one queued future job" with Oban's own uniqueness instead of a manual delete-then-insert. The workers carry unique: [period: :infinity, states: [:scheduled]] (:executing deliberately excluded — Oban's conflict check has no self-exclusion, so a self-rescheduling job would match its own row and stall the chain every cycle), and the managers' immediate inserts use a per-call unique: [:available, :scheduled] + replace: [scheduled_at] override so enabling while a tick is already queued moves that job up rather than appending a second one. cancel_scheduled/0 is gone from both jobs, and disable_polling/0 no longer deletes anything — the queued job's own should_poll?/0 check ends the chain on its next tick. (#21)
	BrevoPollingManager.poll_now/0 now inserts args: %{"forced" => true}, which BrevoPollingJob.perform/1 honours by running one cycle regardless of the brevo_events_enabled toggle (still subject to Emails.enabled?/0 and the sender-aware gate). The distinct args also keep manual polls in their own uniqueness namespace, so they never move or cancel the regular chain's next scheduled tick. (#21)

Fixed
	SQSPollingManager.poll_now/0 was a silent no-op whenever SQS polling was disabled — the one case an operator is most likely to use it. It inserted a job with the regular chain's args, which SQSPollingJob.perform/1 then dropped on its should_poll?/0 gate, even though the manager logged "Polling is disabled, but executing manual poll". It now inserts a forced job (args: %{"forced" => true}) that bypasses the sqs_polling_enabled toggle for that single cycle, mirroring Brevo; Emails.enabled?/0, the SES-events switch, and the sender-aware profile gate are still enforced, and schedule_next_poll/1 still refuses to resurrect the chain. (#21)
	SQSPollingManager.poll_now/0 also reset the regular chain's cadence: sharing the regular chain's args made its unique/replace insert conflict with the already-scheduled next tick and move that job's scheduled_at to now. Manual polls are now independent of the chain. (#21)

0.1.16 - 2026-07-20
Changed
	BrevoPollingJob no longer re-fetches the fixed [yesterday, today] window from offset 0 every cycle. Each integration's progress is now a persisted %{date, offset} watermark (stored via PhoenixKit.Settings' JSON-by-prefix helpers), so a cycle queries a single day at its last-known offset instead of re-paying the re-fetch + dedup-lookup cost for every already-processed event, and a sender producing more events than one cycle's page cap covers can still reach its newest events over successive cycles instead of never catching up. A trailing one-day re-check (its own small page budget, independent of the forward walk's) guards against Brevo's ~30-60s indexing lag and undocumented startDate/endDate timezone. Watermarks for integrations no longer active (deleted or excluded from polling) are pruned each cycle. (#20)

Fixed
	The above watermark's offset for today specifically never advanced past a non-empty short page — every cycle re-fetched and re-processed the same tail of today's events for as long as today's total stayed under the page limit, which is the common case at normal volumes. Now advances by the number of events actually returned. (#20)

0.1.15 - 2026-07-19
Changed
	Bumped beamlab_ex_aws_sqs to ~> 5.0, declared as {:ex_aws_sqs, "~> 5.0", hex: :beamlab_ex_aws_sqs}, matching the same bump in phoenix_kit (>= 1.7.205). v5.0.0
renamed the compiled OTP app back to :ex_aws_sqs (only the Hex package name is
beamlab_ex_aws_sqs). No code changes — ExAws.SQS's public API is unchanged.

0.1.14 - 2026-07-19
Fixed
	Emails.aws_configured?/0 always returned true regardless of actual configuration: get_aws_access_key/0/get_aws_secret_key/0 return nil (not "") when unconfigured, but the check only compared against "" (nil != "" is true in Elixir). This silently affected sync_email_status/1, fetch_sqs_events_for_message/1, fetch_dlq_events_for_message/1, current_provider/0, and the "AWS Configured" badge on the Amazon SES & SQS settings section — all now correctly reflect whether AWS credentials are actually present. (#19)

Changed
	SQSPollingJob now gates polling on whether SES is actually the thing sending mail right now, mirroring BrevoPollingJob's sender-aware gate: polling requires either an enabled SendProfile pointed at an "aws_ses" integration, or Emails.aws_configured?/0 as an explicit override for deployments that predate the SendProfile system (legacy Settings/env-var credentials, or a bare aws_ses Integrations connection with nothing pointed at it). (#19)

0.1.13 - 2026-07-19
Fixed
	The /webhooks/ses route was piped through the host app's :browser pipeline, which (per the documented default) includes protect_from_forgery. AWS SNS delivers webhook notifications as a cold, session-less POST with no CSRF token, so every notification 403'd with Plug.CSRFProtection.InvalidCSRFTokenError before ever reaching WebhookController. The route now runs through its own minimal :phoenix_kit_emails_webhook pipeline (just plug :accepts, ["html"], no session/CSRF plugs), mirroring the equivalent fix in phoenix_kit_newsletters's one-click-unsubscribe route. (#17)

0.1.12 - 2026-07-19
Changed
	AWS SES credentials now resolve through PhoenixKit.Integrations (an encrypted aws_ses connection) instead of being stored as plaintext Settings rows. get_aws_access_key/0, get_aws_secret_key/0, and get_aws_region/0 prefer the selected Integrations connection and fall back to the legacy Settings/env-var path, so an unmigrated install keeps sending. migrate_legacy/0 moves an existing key/secret into a new connection once, idempotently, without deleting the legacy Settings rows (an operator confirms the new connection works before blanking them manually).
	The combined credential lookup is cached for 60s (PhoenixKit.Cache) so building a send-path AWS config no longer costs 3 Settings reads plus 3 decrypt round-trips per email; invalidate_aws_credentials_cache/0 is called wherever the selected connection changes.
	Settings moved off this module's own /admin/settings/emails tab and now contributes two sections ("Email Tracking", "Amazon SES & SQS") to core's unified /admin/settings/email-sending page via email_settings_sections/0. settings.ex/settings.html.heex are gone, replaced by web/settings_sections/.
	Requires phoenix_kit ~> 1.7.190 (the release that carries the email_settings_sections/0 seam).

Fixed
	SES bounce classification matched "Temporary" for soft bounces, but SES actually sends "Transient" — every soft bounce was silently recorded as a hard one. Both strings are now accepted.
	Hard (permanent) bounces are now added to the rate limiter's blocklist, so a bounced address stops receiving future sends instead of bouncing again on the next campaign.
	PhoenixKit.Modules.Emails.Provider implements PhoenixKit.Email.Provider but never declared @behaviour/@impl — a renamed or dropped callback in core would have compiled clean here and only failed at runtime. Declared, with @impl on all 14 callbacks.
	Boot-time migrate_legacy/0 no longer makes a live SES API call (GetSendQuota, up to 15s) to validate the migrated connection — the credentials were already sending mail before the migration ran, so there was nothing to verify that the first real send wouldn't; this was blocking app startup on network egress.
	mix hex.publish refused to build the package with hackney declared as override: true ("Can't build package with overridden dependency hackney, remove override: true"). The override dates back to when ex_aws_sqs pinned hackney ~> 1.9; since 0.1.11 swapped that for beamlab_ex_aws_sqs (which declares no hackney dependency at all), nothing in the tree needs hackney forced above its natural resolution — removed, mix.lock unchanged (still resolves 4.6.0).

Added
	First real test infrastructure for this package (test/support/data_case.ex, test_repo.ex, config/test.exs) — the credential-resolution and SQS bounce/blocklist paths now have DB-backed integration tests instead of being untestable.

0.1.11 - 2026-07-12
Security
	ex_aws_sqs replaced with beamlab_ex_aws_sqs, matching the switch already made in core (phoenix_kit 1.7.188/189). ex_aws_sqs (last released Jan 2023, since archived upstream) pins hackney ~> 1.9, which was blocking the hackney ~> 4.0 upgrade needed to clear a batch of hackney CVEs and made mix hex.audit fail on every precommit/release. The fork is a maintained drop-in with the same public API (ExAws.SQS) and no hackney dependency, but switches SQS from the legacy Query/XML protocol to AWS's JSON protocol, which changes response shapes (%{"Messages" => [...]} with string keys like "ReceiptHandle", instead of %{body: %{messages: [...]}} with atom keys). SQSPollingJob already matched both shapes defensively; Emails.poll_sqs_for_message/5 and poll_dlq_for_message/5 (used by the email-details "find delivery events" lookup) only matched the old shape and were updated to match both. mix hex.audit now reports zero advisories. Pulls in phoenix_kit ~> 1.7.189 and ex_aws 2.7.x as part of the same hackney 4.x resolution.

0.1.10 - 2026-07-12
Changed
	Emails admin UI: Settings/Dashboard now share phoenix_kit's core <.input>/<.checkbox> components instead of hand-rolled markup, section headers sized to match core's other Settings pages, and the breadcrumb reads "Settings / Emails" instead of "Emails Settings".
	AWS Region is now a static searchable dropdown (backed by the aws_regions package, now a direct dependency) instead of manual entry plus a "Load regions" AWS API call.

Fixed
	SES Configuration Set, SNS Topic ARN, and SQS Queue URL/ARN/DLQ settings were only visible in the AWS Configuration card after enabling "AWS SES Events Options", even though "Setup AWS Infrastructure" could already populate them without that toggle — they're now always visible/editable alongside the rest of AWS Configuration.
	The Dashboard's "System Status" card showed a hardcoded "Active" badge regardless of whether email delivery was actually configured.

Added
	Mailer adapter transparency: Utils.mailer_adapter_status/0 detects the real Swoosh adapter using the same built-in/delegated-mailer resolution logic as PhoenixKit.Mailer itself, and both Settings and the Dashboard now show what's actually configured — plus a copy-pasteable config.exs snippet when it's missing or isn't Amazon SES — instead of silently assuming AWS SES everywhere.

0.1.9 - 2026-07-08
Fixed
	Event.create_event/1 unconditionally inserted with mode: :savepoint (added in 0.1.8 to protect Log.mark_as_opened/2/mark_as_clicked/3's transactional callers). :savepoint mode is not a no-op outside a transaction — it requires one to nest a savepoint in, and raises DBConnection.TransactionError: transaction is not started otherwise. Every event created by the SQS processor's non-transactional paths (delivery, bounce, complaint, open, click) was hitting this, so the phoenix_kit_email_events audit trail silently stopped populating for messages processed via SQS. Fixed by only requesting :savepoint mode when repo().in_transaction?() is true.

Changed
	Dependency bumps (mix.lock): phoenix_kit 1.7.172 → 1.7.178, plus patch-level updates to phoenix, phoenix_live_view, db_connection, swoosh, mint, and others.

0.1.8 - 2026-06-24
Added
	Admin UI overhaul for the Emails module: page title/subtitle moved into the admin shell top bar; a daisyUI table toolbar across Emails/Templates/Queue/Blocklist (dropdown filters, a persistent inline search with inline clear, action buttons); clickable column-header sorting (server-side, URL-backed, field-whitelisted) on the contexts that support ordering; body-row click-to-open (Emails/Queue → Details, Templates → edit); a drag-and-drop column customizer on Emails; and a "Get update on this email" per-row status sync. (#13)
	Send Test now renders and sends the seeded test_email system template (falling back to a built-in body) and records template_name, the sending admin's user_uuid, and source_module: "emails", so the email Details page shows the template, user, and module. (#13)

Fixed
	Webhook security (SNS): the signing-certificate URL is locked to sns.<region>.amazonaws.com with a /SimpleNotificationService-*.pem path before any fetch (blocks forged-cert signature bypass and SSRF); SignatureVersion is honored (SHA-1 vs SHA-256); X-Forwarded-For is trusted only from configured proxies (new webhook_trusted_proxies setting, default empty); and confirm_subscription/1 actually issues the SubscribeURL GET. (#12)
	Event ingestion: open/click events no longer overwrite terminal statuses (bounced/complaint/rejected/failed); event creation is idempotent via DB unique constraints with graceful {:ok, :duplicate_event} mapping; open/click dedup on occurred_at preserves multiple distinct engagements while collapsing exact SQS redeliveries; opened_at/clicked_at are now recorded. (#12)
	SQS pipeline: placeholder logs are inserted directly, bypassing the sampling roll that previously returned {:ok, :skipped}, crashed callers, and re-cycled messages forever; the Oban poller is collapsed to exactly one self-healing chain (always self-schedules while enabled, backs off on misconfiguration instead of dying); Task.yield_many prevents a slow task from aborting a whole batch; sub-second polling intervals are rejected. (#12)
	The dedup insert in Event.create_event/1 runs with mode: :savepoint, so a unique-constraint violation inside Log.mark_as_opened/2/mark_as_clicked/3's transaction no longer aborts the transaction and silently rolls back the status update.
	Analytics: get_stats_for_period/2 now counts the complaint status (it previously matched a complained string that is never written, so the metric was always 0) and runs as one grouped query instead of seven aggregate round-trips. (#12)
	The Emails table column customizer validates column ids against the available-column set before persisting, so a crafted client event can no longer store an unknown column. (#13)
	List sorting applies a deterministic UUID (primary-key) tiebreaker, so rows with equal primary-sort values page consistently across the Emails, Templates, and Blocklist lists. (#13)

Changed
	Archiver body compression truly streams via Repo.stream in a transaction (was loading the full result set and only compressing the first batch); CSV exports route every cell through formula-injection + RFC 4180 escaping; list_logs no longer preloads [:user, :events] on the admin hot path; PubSub status updates refresh a single row instead of reloading the list. (#12)
	Adopt phoenix_kit 1.7.165 (provides the core migration backing the email-event dedup unique indexes).

0.1.7 - 2026-06-23
Added
	Live-update the Emails admin list on delivery-status changes via PubSub. Log.update_log/2 broadcasts a lightweight {:email_log_updated, …} event only when a log's status actually changes; the emails LiveView refreshes just the affected on-screen row (no 30-day stats recompute). Best-effort — a PubSub failure can never break the DB write. (#11)

Fixed
	Consolidate SQS polling onto a single Oban-based poller: remove the legacy 842-line SQSWorker GenServer. SQSPollingJob + SQSPollingManager are now the sole poller and runtime control surface (enable/disable without an app restart). (#11)
	Self-scheduling no longer stalls: the polling job's unique constraint excludes running jobs, so an executing job can enqueue its successor and a crash-orphaned job can't permanently block new inserts. (#11)
	SQS messages no longer re-cycle forever: delete_message/3 returns failures instead of swallowing them as :ok, reads both string and atom receipt-handle keys, and won't count an undeleted message as processed. (#11)
	The admin SQS-polling toggle now starts/stops the poller at runtime (routed through SQSPollingManager) instead of only persisting the flag and waiting for the next boot. (#11)
	Provider detection classifies a message as aws_ses when an SES configuration set is configured, even when the host app sends through its own Swoosh mailer. (#11)
	Post-merge review fixes: compile clean under --warnings-as-errors with Oban 2.23 (narrow the polling job's unique states to [:scheduled]), satisfy credo --strict for the new broadcast helper, and drop a stale retired earmark entry from the lockfile.

Changed
	Refresh dependency lockfile (notable bumps: oban → 2.23, phoenix_kit → 1.7.164, phoenix_live_view → 1.2, swoosh → 1.26, tesla → 1.20, bandit → 1.12, req).

0.1.6 - 2026-05-25
Added
	Route all 9 Emails admin LiveViews through the per-module PhoenixKit.Modules.Emails.Gettext backend, so this package's ru/et catalogues resolve at render time instead of falling back to English. Extends gettext coverage across the full template surface (IAM/SES setup walkthrough, template editor, blocklist, metrics, queue); default.pot grows to 447 msgids. (#9)
	Localise ~100 put_flash messages across the Emails LiveViews (settings toggles, errors, confirmations) with %{var} interpolation bindings and en/ru/et translations. (#10)

Fixed
	Correct gettext catalogue mis-fills from the bulk regeneration: 12 en entries where msgstr ≠ msgid, and 7 ru/et cross-locale mistranslations (e.g. the "Setup AWS Infrastructure" button rendering a stray "3." step prefix; Archive/Clone template tooltips reading "New Template"; Queued status showing "Queue").

Changed
	Require phoenix_kit ~> 1.7.106 (per-module Gettext backend API).
	Refresh dependency lockfile (notable bumps: phoenix_kit 1.7.108→1.7.120, ecto/ecto_sql 3.13→3.14, fresco 0.1→0.6 plus new etcher, tesla 1.17→1.18, hammer 7.3→7.4, bandit, plug, req).

0.1.5 - 2026-05-12
Added
	Wrap Emails settings and email tracking UI strings in gettext (47 new msgids in default.pot, en, ru, et catalogues). Covers tracking-options toggle labels, data retention block, privacy notice, current configuration table, tracking-benefits headers, IAM/SES setup walkthrough, and remaining placeholders.

Changed
	Widen Emails settings page to use the full container width on wide screens (drop the max-w-4xl mx-auto wrapper). Short numeric inputs keep their max-w-xs caps.
	Refresh dependency lockfile to latest compatible versions (notable bumps: finch 0.21→0.22, postgrex 0.22.1→0.22.2, swoosh 1.25.1→1.25.2, phoenix_kit 1.7.106→1.7.108, telemetry 1.4.1→1.4.2).

0.1.4 - 2026-05-08
Added
	Per-module Gettext backend (PhoenixKit.Modules.Emails.Gettext) with en/ru/et catalogues for all admin sidebar tab labels. Requires phoenix_kit release that ships the gettext_backend Tab API (BeamLabEU/phoenix_kit#522); on older releases tabs render raw English (graceful degradation).

Fixed
	Suppress EmailInterceptor Logger warnings when the configured Swoosh adapter is not AWS SES.

Changed
	Refresh dependency lockfile to latest compatible versions (notable bumps: bandit, db_connection, decimal, ecto, ex_doc).

0.1.3 - 2026-04-12
Fixed
	Add routing anti-pattern warning to AGENTS.md

All notable changes to this project will be documented in this file.
This project adheres to Semantic Versioning.
0.1.2 - 2026-04-02
Fixed
	Changed css_sources/0 return type from atom to binary to match PhoenixKit.Module behaviour callback spec.

Changed
	Rewrote README to match sibling project structure with full documentation.

0.1.1 - 2026-03-27
Fixed
	Removed @behaviour and @impl annotations from Provider to fix compilation warnings (behaviour defined in host app).
	Suppressed Hammer undefined module warning in WebhookController.

Changed
	Rewrote install task to automatically add Tailwind CSS @source directive to app.css (idempotent).
	Updated .gitignore with standard Elixir project entries.

0.1.0 - 2026-03-24
Added
	Initial extraction from PhoenixKit core into a standalone package.
	PhoenixKit.Email.Provider behaviour with 14 callbacks.
	AWS SES integration for email sending via SMTP and API.
	AWS SNS webhook processing for bounce, complaint, and delivery notifications.
	AWS SQS polling for asynchronous event ingestion.
	Email tracking and analytics (opens, clicks, deliveries, bounces, complaints).
	9 admin LiveViews: dashboard, logs, templates, campaigns, recipients, settings, domains, blocklist, tracking.
	Email template management with variable interpolation.
	CSV and JSON export for email logs and analytics.
	Swoosh interceptor for automatic email tracking.
	Rate limiting on webhook endpoints via Hammer.
	SNS signature verification for webhook security.
	CSV formula injection protection in exports.
	Install mix task (mix phoenix_kit_emails.install).



  

    MIT License

Copyright (c) 2026 BEAM Lab
Permission is hereby granted, free of charge, to any person obtaining a copy
of this software and associated documentation files (the "Software"), to deal
in the Software without restriction, including without limitation the rights
to use, copy, modify, merge, publish, distribute, sublicense, and/or sell
copies of the Software, and to permit persons to whom the Software is
furnished to do so, subject to the following conditions:
The above copyright notice and this permission notice shall be included in all
copies or substantial portions of the Software.
THE SOFTWARE IS PROVIDED "AS IS", WITHOUT WARRANTY OF ANY KIND, EXPRESS OR
IMPLIED, INCLUDING BUT NOT LIMITED TO THE WARRANTIES OF MERCHANTABILITY,
FITNESS FOR A PARTICULAR PURPOSE AND NONINFRINGEMENT. IN NO EVENT SHALL THE
AUTHORS OR COPYRIGHT HOLDERS BE LIABLE FOR ANY CLAIM, DAMAGES OR OTHER
LIABILITY, WHETHER IN AN ACTION OF CONTRACT, TORT OR OTHERWISE, ARISING FROM,
OUT OF OR IN CONNECTION WITH THE SOFTWARE OR THE USE OR OTHER DEALINGS IN THE
SOFTWARE.


  

    
PhoenixKit.Modules.Emails 
    



      
Email system for PhoenixKit - main API module.
This module provides the primary interface for email functionality,
including system configuration, log management, event management, and analytics.
Core Features
	Email Logging: Comprehensive logging of all outgoing emails
	Event Management: Manage delivery, bounce, complaint, open, and click events
	AWS SES Integration: Deep integration with AWS SES for event management
	Analytics: Detailed metrics and engagement analysis
	System Settings: Configurable options for system behavior
	Rate Limiting: Protection against abuse and spam
	Archival: Automatic cleanup and archival of old data

System Settings
All settings are stored in the PhoenixKit settings system with module "email_system":
	email_enabled - Enable/disable the entire system
	email_save_body - Save full email body (vs preview only)
	email_save_headers - Save email headers (vs empty map)
	email_ses_events - Manage AWS SES delivery events
	email_retention_days - Days to keep emails (default: 90)
	aws_ses_configuration_set - AWS SES configuration set name
	email_compress_body - Compress body after N days
	email_archive_to_s3 - Enable S3 archival
	email_s3_bucket - S3 bucket archives are written to
	email_s3_integration - Integrations connection that signs uploads (unset = ExAws chain)
	email_sampling_rate - Percentage of emails to fully log
	email_create_placeholder_logs - Create placeholder logs for orphaned events (default: false)

Core Functions
System Management
	enabled?/0 - Check if email system is enabled
	enable_system/0 - Enable email system
	disable_system/0 - Disable email system
	get_config/0 - Get current system configuration
	placeholder_logs_enabled?/0 - Check if placeholder log creation is enabled
	set_placeholder_logs/1 - Enable/disable placeholder log creation

Email Log Management
	list_logs/1 - Get emails with filters
	get_log!/1 - Get email log by ID
	create_log/1 - Create new email log
	update_log_status/2 - Update log status

Event Management
	create_event/1 - Create system event
	list_events_for_log/1 - Get events for specific log
	process_webhook_event/1 - Process incoming webhook

Analytics & Metrics
	get_system_stats/1 - Overall system statistics
	get_engagement_metrics/1 - Open/click rate analysis
	get_campaign_stats/1 - Campaign-specific metrics
	get_provider_performance/1 - Provider comparison

Maintenance
	cleanup_old_logs/1 - Remove old logs
	compress_old_bodies/1 - Compress storage
	archive_to_s3/1 - Archive to S3

Usage Examples
# Check if system is enabled
if PhoenixKit.Modules.Emails.enabled?() do
  # System is active
end

# Get system statistics
stats = PhoenixKit.Modules.Emails.get_system_stats(:last_30_days)
# => %{total_sent: 5000, delivered: 4850, bounce_rate: 2.5, open_rate: 23.4}

# Get campaign performance
campaign_stats = PhoenixKit.Modules.Emails.get_campaign_stats("newsletter_2024")
# => %{total_sent: 1000, delivery_rate: 98.5, open_rate: 25.2, click_rate: 4.8}

# Process webhook from AWS SES
{:ok, event} = PhoenixKit.Modules.Emails.process_webhook_event(webhook_data)

# Clean up old data
{deleted_count, _} = PhoenixKit.Modules.Emails.cleanup_old_logs(90)
Configuration Example
# In your application config
config :phoenix_kit,
  email_enabled: true,
  email_save_body: false,
  email_retention_days: 90,
  aws_ses_configuration_set: "my-app-system"

      


      
        Summary


  
    Functions
  


    
      
        archive_to_s3(days_old \\ nil, opts \\ [])

      


        Archives old emails to S3 if archival is enabled.



    


    
      
        aws_configured?()

      


        Checks if AWS credentials are configured, from any of the sources
get_aws_access_key/0/get_aws_secret_key/0 read (highest priority
first): the selected aws_ses Integrations connection
(emails_aws_integration_uuid), then the legacy aws_access_key_id/
aws_secret_access_key Settings, then environment variables.



    


    
      
        aws_ses_credentials(uuid)

      


        The decrypted credential map for ONE aws_ses Integrations connection,
memoized under {:credentials, uuid}.



    


    
      
        brevo_events_enabled?()

      


        Checks if Brevo event polling is enabled.



    


    
      
        cleanup_old_logs(days_old \\ nil)

      


        Removes emails older than the specified number of days.



    


    
      
        compress_old_bodies(days_old \\ nil)

      


        Compresses body_full field for old emails to save storage.



    


    
      
        count_logs(filters \\ %{})

      


        Counts emails with optional filtering (without loading all records).



    


    
      
        create_event(attrs \\ %{})

      


        Creates an email system event.



    


    
      
        create_log(attrs \\ %{})

      


        Creates an email log if system is enabled.



    


    
      
        current_provider()

      


        Returns the email provider actually in effect, detected from the host
app's mailer configuration (see PhoenixKit.Modules.Emails.Utils.mailer_adapter_status/0).



    


    
      
        delete_aws_tracking(integration_uuid)

      


        Deletes one account's stored AWS tracking settings, if any.



    


    
      
        delete_brevo_watermark(integration_uuid)

      


        Deletes one integration's stored Brevo watermark, if any. A no-op
(still {:ok, ...}-shaped via the underlying delete) if none exists.



    


    
      
        delete_log(log)

      


        Deletes an email log.



    


    
      
        disable_system()

      


        Disables the email system.



    


    
      
        email_log_exists?(message_id)

      


        Whether an email log exists for message_id, matched against either the
internal message_id or the provider aws_message_id column.



    


    
      
        email_status_topic()

      


        PubSub topic on which email log status changes are broadcast.



    


    
      
        enable_system()

      


        Enables the email system.



    


    
      
        enabled?()

      


        Checks if the email system is enabled.



    


    
      
        fetch_dlq_events_for_message(message_id, opts \\ [])

      


        Fetch SES events from DLQ queue for specific message ID.



    


    
      
        fetch_sqs_events_for_message(message_id, opts \\ [])

      


        Fetch SES events from main SQS queue for specific message ID.



    


    
      
        get_aws_access_key()

      


        Gets AWS access key.



    


    
      
        get_aws_region()

      


        Gets the AWS region for SES and SQS services.



    


    
      
        get_aws_secret_key()

      


        Gets AWS secret key.



    


    
      
        get_aws_tracking(integration_uuid)

      


        The per-account SES/SQS tracking pipeline for one aws_ses integration —
the multi-account replacement for the single global aws_sqs_queue_url /
aws_ses_configuration_set / … settings, stored as one JSON setting per
account under the aws_tracking:<integration_uuid> key (the same
prefix-keyed shape get_brevo_watermark/1 uses for its cursor).



    


    
      
        get_brevo_last_polled_at()

      


        Gets the timestamp of the last completed Brevo polling cycle, if any.
Observability only — dedup/idempotency is enforced at the DB level by
Event's unique indexes, this is not used as a fetch cursor.



    


    
      
        get_brevo_polling_excluded_integrations()

      


        Integration uuids the operator has explicitly opted OUT of Brevo event
polling — an empty list (the default) means every active Brevo
integration gets polled. BrevoPollingJob reads this fresh every
cycle (no cache invalidation needed).



    


    
      
        get_brevo_polling_interval()

      


        Gets the Brevo polling interval in milliseconds.



    


    
      
        get_brevo_watermark(integration_uuid)

      


        The stored Brevo poll watermark for one integration — how far
BrevoPollingJob has progressed through that integration's event
stream, as %{date: Date.t(), offset: non_neg_integer()}. nil if
this integration has never been polled under the watermark scheme yet
(cold start).



    


    
      
        get_campaign_stats(campaign_id)

      


        Gets statistics for a specific campaign.



    


    
      
        get_config()

      


        Gets the current email system configuration.



    


    
      
        get_daily_delivery_trends(period \\ :last_7_days)

      


        Gets daily delivery trend data for chart visualization.



    


    
      
        get_engagement_metrics(period \\ :last_30_days)

      


        Gets engagement metrics with trend analysis.



    


    
      
        get_geo_stats(event_type, period \\ :last_30_days)

      


        Gets geographic distribution of engagement events.



    


    
      
        get_log(id)

      


        Gets a single email log by ID. Returns nil if not found or system is disabled.



    


    
      
        get_log!(id)

      


        Gets a single email log by ID.



    


    
      
        get_log_by_message_id(message_id)

      


        Gets an email log by message ID.



    


    
      
        get_provider_performance(period \\ :last_7_days)

      


        Gets provider-specific performance metrics.



    


    
      
        get_retention_days()

      


        Gets the configured retention period for emails in days.



    


    
      
        get_s3_bucket()

      


        Gets the S3 bucket archives are written to, or nil when unset.



    


    
      
        get_s3_integration()

      


        Gets the uuid of the Integrations connection whose credentials sign archive
uploads, or nil to leave ExAws to its own resolution chain.



    


    
      
        get_sampling_rate()

      


        Gets the sampling rate for email logging (percentage).



    


    
      
        get_ses_configuration_set()

      


        Gets the AWS SES configuration set name.



    


    
      
        get_sns_topic_arn()

      


        Gets the AWS SNS Topic ARN for email events.



    


    
      
        get_sqs_config()

      


        Gets comprehensive SQS configuration.



    


    
      
        get_sqs_dlq_url()

      


        Gets the AWS SQS Dead Letter Queue URL.



    


    
      
        get_sqs_max_messages()

      


        Gets the maximum number of SQS messages to receive per polling cycle.



    


    
      
        get_sqs_polling_excluded_integrations()

      


        Integration uuids the operator has explicitly opted OUT of SQS event
polling — an empty list (the default) means every active aws_ses
integration gets polled. SQSPollingJob reads this fresh every cycle (no
cache invalidation needed). Same comma-separated storage format as
get_brevo_polling_excluded_integrations/0.



    


    
      
        get_sqs_polling_interval()

      


        Gets the SQS polling interval in milliseconds.



    


    
      
        get_sqs_queue_arn()

      


        Gets the AWS SQS Queue ARN for email events.



    


    
      
        get_sqs_queue_url()

      


        Gets the AWS SQS Queue URL for email events.



    


    
      
        get_sqs_visibility_timeout()

      


        Gets the SQS message visibility timeout in seconds.



    


    
      
        get_system_stats(period \\ :last_30_days)

      


        Gets overall system statistics for a time period.



    


    
      
        get_template_stats(period \\ :last_30_days)

      


        Gets template-specific performance metrics.



    


    
      
        get_top_links(period \\ :last_30_days, limit \\ 10)

      


        Gets the most clicked links for a time period.



    


    
      
        invalidate_aws_credentials_cache()

      


        Invalidates the cached AWS SES credential resolution (aws_ses_credentials/0).



    


    
      
        list_aws_tracking_integration_uuids()

      


        Every integration uuid that currently has stored AWS tracking settings —
used by SQSPollingJob to prune settings for integrations that no longer
exist, so those rows don't accumulate forever.



    


    
      
        list_brevo_watermark_integration_uuids()

      


        Every integration uuid that currently has a stored Brevo watermark —
used by BrevoPollingJob to prune watermarks for integrations that
are no longer active (deleted, or opted out of polling), so those
settings rows don't accumulate forever.



    


    
      
        list_events_for_log(email_log_uuid)

      


        Lists events for a specific email log.



    


    
      
        list_logs(filters \\ %{})

      


        Lists emails with optional filters.



    


    
      
        placeholder_logs_enabled?()

      


        Checks if placeholder log creation is enabled.



    


    
      
        process_webhook_event(webhook_data)

      


        Processes an incoming webhook event (typically from AWS SES).



    


    
      
        s3_archival_credentials(uuid)

      


        The decrypted credential map for ONE S3-archival Integrations connection,
memoized under {:s3_archival_credentials, uuid} (same cache table and
invalidation as aws_ses_credentials/1, distinct key so the two never
collide).



    


    
      
        save_body_enabled?()

      


        Checks if full email body saving is enabled.



    


    
      
        save_headers_enabled?()

      


        Checks if email headers saving is enabled.



    


    
      
        selected_aws_integration_uuid()

      


        The single aws_ses Integrations connection selected via the
emails_aws_integration_uuid setting, or nil.



    


    
      
        ses_events_enabled?()

      


        Checks if AWS SES event management is enabled.



    


    
      
        set_aws_region(region)

      


        Sets the AWS region for SES and SQS services.



    


    
      
        set_aws_tracking(integration_uuid, attrs)

      


        Persists one account's SES/SQS tracking pipeline. Accepts string- or
atom-keyed attrs; unknown keys are dropped and blank values are stored as
nil, so the stored JSON is always exactly the
["queue_url", "dlq_url", "queue_arn", "sns_topic_arn", "configuration_set", "region"] shape get_aws_tracking/1 reads back.



    


    
      
        set_brevo_events_enabled(enabled)

      


        Enables or disables Brevo event polling.



    


    
      
        set_brevo_last_polled_at(timestamp)

      


        Records the timestamp of the last completed Brevo polling cycle.



    


    
      
        set_brevo_polling_excluded_integrations(uuids)

      


        Sets the list of Brevo integration uuids excluded from polling.



    


    
      
        set_brevo_polling_interval(interval_ms)

      


        Sets the Brevo polling interval in milliseconds (minimum 30 000 — Brevo's
rate limits are looser than SQS's long-poll cadence, so this floor is
higher than SQS's 1 000ms).



    


    
      
        set_brevo_watermark(integration_uuid, date, offset)

      


        Persists one integration's Brevo poll watermark.



    


    
      
        set_compress_after_days(days)

      


        Sets the number of days after which to compress email bodies.



    


    
      
        set_placeholder_logs(enabled)

      


        Enables or disables placeholder log creation.



    


    
      
        set_retention_days(days)

      


        Sets the retention period for emails.



    


    
      
        set_s3_archival(enabled)

      


        Enables or disables S3 archival for old email data.



    


    
      
        set_s3_bucket(bucket)

      


        Sets the S3 bucket archives are written to. A blank string clears it.



    


    
      
        set_s3_integration(uuid)

      


        Sets the Integrations connection used for archive uploads. "" clears it,
which falls back to the environment, an instance profile, or a task role.



    


    
      
        set_sampling_rate(percentage)

      


        Sets the sampling rate for email logging.



    


    
      
        set_save_body(enabled)

      


        Enables or disables full email body saving.



    


    
      
        set_save_headers(enabled)

      


        Enables or disables email headers saving.



    


    
      
        set_ses_configuration_set(config_set_name)

      


        Sets the AWS SES configuration set name.



    


    
      
        set_ses_events(enabled)

      


        Enables or disables AWS SES event management.



    


    
      
        set_sns_topic_arn(topic_arn)

      


        Sets the AWS SNS Topic ARN for email events.



    


    
      
        set_sqs_dlq_url(dlq_url)

      


        Sets the AWS SQS Dead Letter Queue URL.



    


    
      
        set_sqs_max_messages(max_messages)

      


        Sets the maximum number of SQS messages to receive per polling cycle.



    


    
      
        set_sqs_polling(enabled)

      


        Enables or disables SQS polling.



    


    
      
        set_sqs_polling_excluded_integrations(uuids)

      


        Sets the list of aws_ses integration uuids excluded from SQS polling.



    


    
      
        set_sqs_polling_interval(interval_ms)

      


        Sets the SQS polling interval in milliseconds.



    


    
      
        set_sqs_queue_arn(queue_arn)

      


        Sets the AWS SQS Queue ARN for email events.



    


    
      
        set_sqs_queue_url(queue_url)

      


        Sets the AWS SQS Queue URL for email events.



    


    
      
        set_sqs_visibility_timeout(timeout_seconds)

      


        Sets the SQS message visibility timeout in seconds.



    


    
      
        sqs_polling_enabled?()

      


        Checks if SQS polling is enabled.



    


    
      
        sync_email_status(message_id)

      


        Manually sync email status by fetching events from SQS queues.



    


    
      
        update_log_status(log, status)

      


        Updates the status of an email log.



    





      


      
        Functions


        


    

    

  
    
      
    
    
      archive_to_s3(days_old \\ nil, opts \\ [])



        
          
        

    

  


  

Archives old emails to S3 if archival is enabled.
Delegates to PhoenixKit.Modules.Emails.Archiver.archive_to_s3/2, which is
where the upload actually happens. Until this delegation existed the function
selected the rows and returned them untouched, so archival reported success
having written nothing to S3.
opts are the archiver's: :bucket, :prefix, :batch_size, :format,
:include_events, :delete_after_archive.
Examples
iex> PhoenixKit.Modules.Emails.archive_to_s3()
{:ok, 100}

iex> PhoenixKit.Modules.Emails.archive_to_s3(180, delete_after_archive: true)
{:ok, 42}

  



  
    
      
    
    
      aws_configured?()



        
          
        

    

  


  

Checks if AWS credentials are configured, from any of the sources
get_aws_access_key/0/get_aws_secret_key/0 read (highest priority
first): the selected aws_ses Integrations connection
(emails_aws_integration_uuid), then the legacy aws_access_key_id/
aws_secret_access_key Settings, then environment variables.

  



  
    
      
    
    
      aws_ses_credentials(uuid)



        
          
        

    

  


  

      

          @spec aws_ses_credentials(String.t()) :: map()


      


The decrypted credential map for ONE aws_ses Integrations connection,
memoized under {:credentials, uuid}.
Keyed by uuid rather than a single :credentials slot because the SQS
poller now walks several accounts per cycle: a single-slot cache handed
whichever account was resolved first to every subsequent lookup, which
with two accounts means polling one account's queue with the other's
keys. Cleared by invalidate_aws_credentials_cache/0, which every write
site that can change a resolution already calls.
Examples
iex> PhoenixKit.Modules.Emails.aws_ses_credentials("some-uuid")
%{"access_key" => "AKIA...", "secret_key" => "...", "aws_region" => "eu-north-1"}

  



  
    
      
    
    
      brevo_events_enabled?()



        
          
        

    

  


  

Checks if Brevo event polling is enabled.
Unlike SQS (which separates "event tracking" from "polling mechanism"
into two flags), Brevo has only the one mechanism — this single flag
gates both.
Examples
iex> PhoenixKit.Modules.Emails.brevo_events_enabled?()
false

  



    

  
    
      
    
    
      cleanup_old_logs(days_old \\ nil)



        
          
        

    

  


  

Removes emails older than the specified number of days.
Uses the system retention setting if no days specified.
Examples
iex> PhoenixKit.Modules.Emails.cleanup_old_logs()
{150, nil}  # Deleted 150 records

iex> PhoenixKit.Modules.Emails.cleanup_old_logs(180)
{75, nil}   # Deleted 75 records older than 180 days

  



    

  
    
      
    
    
      compress_old_bodies(days_old \\ nil)



        
          
        

    

  


  

Compresses body_full field for old emails to save storage.
Examples
iex> PhoenixKit.Modules.Emails.compress_old_bodies()
{25, nil}  # Compressed 25 records

iex> PhoenixKit.Modules.Emails.compress_old_bodies(60)
{40, nil}  # Compressed 40 records older than 60 days

  



    

  
    
      
    
    
      count_logs(filters \\ %{})



        
          
        

    

  


  

Counts emails with optional filtering (without loading all records).
Parameters
	filters - Map of filters to apply (optional)

Examples
iex> PhoenixKit.Modules.Emails.count_logs(%{status: "bounced"})
42

  



    

  
    
      
    
    
      create_event(attrs \\ %{})



        
          
        

    

  


  

Creates an email system event.
Examples
iex> PhoenixKit.Modules.Emails.create_event(%{
  email_log_uuid: log.uuid,
  event_type: "open"
})
{:ok, %Event{}}

  



    

  
    
      
    
    
      create_log(attrs \\ %{})



        
          
        

    

  


  

Creates an email log if system is enabled.
Examples
iex> PhoenixKit.Modules.Emails.create_log(%{
  message_id: "abc123",
  to: "user@example.com",
  from: "app@example.com"
})
{:ok, %Log{}}

  



  
    
      
    
    
      current_provider()



        
          
        

    

  


  

      

          @spec current_provider() :: String.t()


      


Returns the email provider actually in effect, detected from the host
app's mailer configuration (see PhoenixKit.Modules.Emails.Utils.mailer_adapter_status/0).
Falls back to "aws_ses" when the adapter can't be statically detected
(e.g. a delegated mailer configured at runtime) but AWS credentials are
present — the same heuristic Interceptor.detect_provider/2 already uses
for delegation-mode hosts — otherwise "unknown".
Examples
iex> PhoenixKit.Modules.Emails.current_provider()
"aws_ses"

  



  
    
      
    
    
      delete_aws_tracking(integration_uuid)



        
          
        

    

  


  

      

          @spec delete_aws_tracking(String.t()) :: {:ok, term()} | {:error, term()}


      


Deletes one account's stored AWS tracking settings, if any.
Examples
iex> PhoenixKit.Modules.Emails.delete_aws_tracking("some-uuid")
{:ok, %Setting{}}

  



  
    
      
    
    
      delete_brevo_watermark(integration_uuid)



        
          
        

    

  


  

Deletes one integration's stored Brevo watermark, if any. A no-op
(still {:ok, ...}-shaped via the underlying delete) if none exists.
Examples
iex> PhoenixKit.Modules.Emails.delete_brevo_watermark("some-uuid")
{:ok, %Setting{}}

  



  
    
      
    
    
      delete_log(log)



        
          
        

    

  


  

Deletes an email log.
Examples
iex> log = PhoenixKit.Modules.Emails.get_log!(1)
iex> PhoenixKit.Modules.Emails.delete_log(log)
{:ok, %Log{}}

  



  
    
      
    
    
      disable_system()



        
          
        

    

  


  

Disables the email system.
Sets the "email_enabled" setting to false.
Examples
iex> PhoenixKit.Modules.Emails.disable_system()
{:ok, %Setting{}}

  



  
    
      
    
    
      email_log_exists?(message_id)



        
          
        

    

  


  

Whether an email log exists for message_id, matched against either the
internal message_id or the provider aws_message_id column.
A cheap existence check (no struct load); false when the system is
disabled or the id is not a binary. Used by the Brevo poller to skip
events for mail this app never sent — the account may be shared with
other senders.

  



  
    
      
    
    
      email_status_topic()



        
          
        

    

  


  

PubSub topic on which email log status changes are broadcast.
Subscribed to by admin LiveViews (e.g. the emails list) and broadcast from
PhoenixKit.Modules.Emails.Log.update_log/2 whenever a log's status changes.
Single source of truth for both the broadcaster and the subscribers.

  



  
    
      
    
    
      enable_system()



        
          
        

    

  


  

Enables the email system.
Sets the "email_enabled" setting to true.
Examples
iex> PhoenixKit.Modules.Emails.enable_system()
{:ok, %Setting{}}

  



  
    
      
    
    
      enabled?()



        
          
        

    

  


  

Checks if the email system is enabled.
Returns true if the "email_enabled" setting is true.
Examples
iex> PhoenixKit.Modules.Emails.enabled?()
true

  



    

  
    
      
    
    
      fetch_dlq_events_for_message(message_id, opts \\ [])



        
          
        

    

  


  

Fetch SES events from DLQ queue for specific message ID.
Parameters
	message_id - The AWS SES message ID to search for

Returns
List of SES events matching the message ID from DLQ.
Account-aware: see search_targets/1. A message whose log carries an
integration_uuid is looked for in THAT account's queue; otherwise every
configured account is searched.

  



    

  
    
      
    
    
      fetch_sqs_events_for_message(message_id, opts \\ [])



        
          
        

    

  


  

Fetch SES events from main SQS queue for specific message ID.
Parameters
	message_id - The AWS SES message ID to search for

Returns
List of SES events matching the message ID.
Account-aware: see search_targets/1. A message whose log carries an
integration_uuid is looked for in THAT account's queue; otherwise every
configured account is searched.

  



  
    
      
    
    
      get_aws_access_key()



        
          
        

    

  


  

Gets AWS access key.
Priority: selected Integrations connection → Settings Database →
Environment Variables (see aws_ses_credentials/0).
Examples
iex> PhoenixKit.Modules.Emails.get_aws_access_key()
"AKIA..."

  



  
    
      
    
    
      get_aws_region()



        
          
        

    

  


  

Gets the AWS region for SES and SQS services.
Priority: selected Integrations connection → Settings Database →
Environment Variables (see aws_ses_credentials/0).
Examples
iex> PhoenixKit.Modules.Emails.get_aws_region()
"eu-north-1"

  



  
    
      
    
    
      get_aws_secret_key()



        
          
        

    

  


  

Gets AWS secret key.
Priority: selected Integrations connection → Settings Database →
Environment Variables (see aws_ses_credentials/0).
Examples
iex> PhoenixKit.Modules.Emails.get_aws_secret_key()
"secret..."

  



  
    
      
    
    
      get_aws_tracking(integration_uuid)



        
          
        

    

  


  

      

          @spec get_aws_tracking(String.t()) :: map() | nil


      


The per-account SES/SQS tracking pipeline for one aws_ses integration —
the multi-account replacement for the single global aws_sqs_queue_url /
aws_ses_configuration_set / … settings, stored as one JSON setting per
account under the aws_tracking:<integration_uuid> key (the same
prefix-keyed shape get_brevo_watermark/1 uses for its cursor).
Returns a map with every key in ["queue_url", "dlq_url", "queue_arn", "sns_topic_arn", "configuration_set", "region"] (missing
or blank entries come back as nil), or nil when this account has no
tracking settings at all — which is what the legacy single-queue fallback
in SQSPollingJob keys off, so an existing env-configured deployment
keeps polling exactly as before.
Examples
iex> PhoenixKit.Modules.Emails.get_aws_tracking("some-uuid")
%{queue_url: "https://sqs.eu-north-1.amazonaws.com/1/q", region: "eu-north-1", ...}

  



  
    
      
    
    
      get_brevo_last_polled_at()



        
          
        

    

  


  

Gets the timestamp of the last completed Brevo polling cycle, if any.
Observability only — dedup/idempotency is enforced at the DB level by
Event's unique indexes, this is not used as a fetch cursor.
Examples
iex> PhoenixKit.Modules.Emails.get_brevo_last_polled_at()
"2026-07-19T12:00:00Z"

  



  
    
      
    
    
      get_brevo_polling_excluded_integrations()



        
          
        

    

  


  

Integration uuids the operator has explicitly opted OUT of Brevo event
polling — an empty list (the default) means every active Brevo
integration gets polled. BrevoPollingJob reads this fresh every
cycle (no cache invalidation needed).
Examples
iex> PhoenixKit.Modules.Emails.get_brevo_polling_excluded_integrations()
[]

  



  
    
      
    
    
      get_brevo_polling_interval()



        
          
        

    

  


  

Gets the Brevo polling interval in milliseconds.
Examples
iex> PhoenixKit.Modules.Emails.get_brevo_polling_interval()
120_000

  



  
    
      
    
    
      get_brevo_watermark(integration_uuid)



        
          
        

    

  


  

The stored Brevo poll watermark for one integration — how far
BrevoPollingJob has progressed through that integration's event
stream, as %{date: Date.t(), offset: non_neg_integer()}. nil if
this integration has never been polled under the watermark scheme yet
(cold start).
Examples
iex> PhoenixKit.Modules.Emails.get_brevo_watermark("some-uuid")
%{date: ~D[2026-07-19], offset: 2500}

  



  
    
      
    
    
      get_campaign_stats(campaign_id)



        
          
        

    

  


  

Gets statistics for a specific campaign.
Examples
iex> PhoenixKit.Modules.Emails.get_campaign_stats("newsletter_2024")
%{
  total_sent: 1000,
  delivery_rate: 98.5,
  open_rate: 25.2,
  click_rate: 4.8
}

  



  
    
      
    
    
      get_config()



        
          
        

    

  


  

Gets the current email system configuration.
Returns a map with all current settings.
Examples
iex> PhoenixKit.Modules.Emails.get_config()
%{
  enabled: true,
  save_body: false,
  ses_events: true,
  retention_days: 90,
  sampling_rate: 100,
  ses_configuration_set: "my-system",
  sns_topic_arn: "arn:aws:sns:eu-north-1:123456789012:phoenixkit-email-events",
  sqs_queue_url: "https://sqs.eu-north-1.amazonaws.com/123456789012/phoenixkit-email-queue",
  sqs_polling_enabled: false,
  aws_region: "eu-north-1"
}

  



    

  
    
      
    
    
      get_daily_delivery_trends(period \\ :last_7_days)



        
          
        

    

  


  

Gets daily delivery trend data for chart visualization.
Examples
iex> PhoenixKit.Modules.Emails.get_daily_delivery_trends(:last_7_days)
%{
  labels: ["2024-09-01", "2024-09-02", ...],
  delivered: [120, 190, 300, ...],
  bounced: [5, 10, 15, ...]
}

  



    

  
    
      
    
    
      get_engagement_metrics(period \\ :last_30_days)



        
          
        

    

  


  

Gets engagement metrics with trend analysis.
Examples
iex> PhoenixKit.Modules.Emails.get_engagement_metrics(:last_7_days)
%{
  avg_open_rate: 24.5,
  avg_click_rate: 4.2,
  bounce_rate: 2.8,
  engagement_trend: :increasing
}

  



    

  
    
      
    
    
      get_geo_stats(event_type, period \\ :last_30_days)



        
          
        

    

  


  

Gets geographic distribution of engagement events.
Examples
iex> PhoenixKit.Modules.Emails.get_geo_stats("open", :last_30_days)
%{"US" => 500, "CA" => 200, "UK" => 150}

  



  
    
      
    
    
      get_log(id)



        
          
        

    

  


  

Gets a single email log by ID. Returns nil if not found or system is disabled.
Examples
iex> PhoenixKit.Modules.Emails.get_log("018f1234-5678-7890-abcd-ef1234567890")
%Log{}

iex> PhoenixKit.Modules.Emails.get_log("nonexistent")
nil

  



  
    
      
    
    
      get_log!(id)



        
          
        

    

  


  

Gets a single email log by ID.
Raises Ecto.NoResultsError if the log does not exist or system is disabled.
Examples
iex> PhoenixKit.Modules.Emails.get_log!("018f1234-5678-7890-abcd-ef1234567890")
%Log{}

  



  
    
      
    
    
      get_log_by_message_id(message_id)



        
          
        

    

  


  

Gets an email log by message ID.
Examples
iex> PhoenixKit.Modules.Emails.get_log_by_message_id("msg-abc123")
{:ok, %Log{}}

iex> PhoenixKit.Modules.Emails.get_log_by_message_id("nonexistent")
{:error, :not_found}

  



    

  
    
      
    
    
      get_provider_performance(period \\ :last_7_days)



        
          
        

    

  


  

Gets provider-specific performance metrics.
Examples
iex> PhoenixKit.Modules.Emails.get_provider_performance(:last_7_days)
%{
  "aws_ses" => %{delivery_rate: 98.5, bounce_rate: 1.5},
  "smtp" => %{delivery_rate: 95.0, bounce_rate: 5.0}
}

  



  
    
      
    
    
      get_retention_days()



        
          
        

    

  


  

Gets the configured retention period for emails in days.
Examples
iex> PhoenixKit.Modules.Emails.get_retention_days()
90

  



  
    
      
    
    
      get_s3_bucket()



        
          
        

    

  


  

Gets the S3 bucket archives are written to, or nil when unset.

  



  
    
      
    
    
      get_s3_integration()



        
          
        

    

  


  

Gets the uuid of the Integrations connection whose credentials sign archive
uploads, or nil to leave ExAws to its own resolution chain.

  



  
    
      
    
    
      get_sampling_rate()



        
          
        

    

  


  

Gets the sampling rate for email logging (percentage).
Examples
iex> PhoenixKit.Modules.Emails.get_sampling_rate()
100  # Log 100% of emails

  



  
    
      
    
    
      get_ses_configuration_set()



        
          
        

    

  


  

Gets the AWS SES configuration set name.
Examples
iex> PhoenixKit.Modules.Emails.get_ses_configuration_set()
"my-app-system"

  



  
    
      
    
    
      get_sns_topic_arn()



        
          
        

    

  


  

Gets the AWS SNS Topic ARN for email events.
Examples
iex> PhoenixKit.Modules.Emails.get_sns_topic_arn()
"arn:aws:sns:eu-north-1:123456789012:phoenixkit-email-events"

  



  
    
      
    
    
      get_sqs_config()



        
          
        

    

  


  

Gets comprehensive SQS configuration.
Examples
iex> PhoenixKit.Modules.Emails.get_sqs_config()
%{
  sns_topic_arn: "arn:aws:sns:...",
  queue_url: "https://sqs.eu-north-1.amazonaws.com/...",
  polling_enabled: true,
  polling_interval_ms: 5000,
  max_messages_per_poll: 10
}

  



  
    
      
    
    
      get_sqs_dlq_url()



        
          
        

    

  


  

Gets the AWS SQS Dead Letter Queue URL.
Examples
iex> PhoenixKit.Modules.Emails.get_sqs_dlq_url()
"https://sqs.eu-north-1.amazonaws.com/123456789012/phoenixkit-email-dlq"

  



  
    
      
    
    
      get_sqs_max_messages()



        
          
        

    

  


  

Gets the maximum number of SQS messages to receive per polling cycle.
Examples
iex> PhoenixKit.Modules.Emails.get_sqs_max_messages()
10

  



  
    
      
    
    
      get_sqs_polling_excluded_integrations()



        
          
        

    

  


  

      

          @spec get_sqs_polling_excluded_integrations() :: [String.t()]


      


Integration uuids the operator has explicitly opted OUT of SQS event
polling — an empty list (the default) means every active aws_ses
integration gets polled. SQSPollingJob reads this fresh every cycle (no
cache invalidation needed). Same comma-separated storage format as
get_brevo_polling_excluded_integrations/0.
Examples
iex> PhoenixKit.Modules.Emails.get_sqs_polling_excluded_integrations()
[]

  



  
    
      
    
    
      get_sqs_polling_interval()



        
          
        

    

  


  

Gets the SQS polling interval in milliseconds.
Examples
iex> PhoenixKit.Modules.Emails.get_sqs_polling_interval()
5000  # 5 seconds

  



  
    
      
    
    
      get_sqs_queue_arn()



        
          
        

    

  


  

Gets the AWS SQS Queue ARN for email events.
Examples
iex> PhoenixKit.Modules.Emails.get_sqs_queue_arn()
"arn:aws:sqs:eu-north-1:123456789012:phoenixkit-email-queue"

  



  
    
      
    
    
      get_sqs_queue_url()



        
          
        

    

  


  

Gets the AWS SQS Queue URL for email events.
Examples
iex> PhoenixKit.Modules.Emails.get_sqs_queue_url()
"https://sqs.eu-north-1.amazonaws.com/123456789012/phoenixkit-email-queue"

  



  
    
      
    
    
      get_sqs_visibility_timeout()



        
          
        

    

  


  

Gets the SQS message visibility timeout in seconds.
Examples
iex> PhoenixKit.Modules.Emails.get_sqs_visibility_timeout()
300  # 5 minutes

  



    

  
    
      
    
    
      get_system_stats(period \\ :last_30_days)



        
          
        

    

  


  

Gets overall system statistics for a time period.
Examples
iex> PhoenixKit.Modules.Emails.get_system_stats(:last_30_days)
%{
  total_sent: 5000,
  delivered: 4850,
  bounced: 150,
  opened: 1200,
  clicked: 240,
  delivery_rate: 97.0,
  bounce_rate: 3.0,
  open_rate: 24.7,
  click_rate: 20.0
}

  



    

  
    
      
    
    
      get_template_stats(period \\ :last_30_days)



        
          
        

    

  


  

Gets template-specific performance metrics.
Examples
iex> PhoenixKit.Modules.Emails.get_template_stats(:last_30_days)
%{
  "welcome_email" => %{sent: 100, delivered: 95, opened: 45, clicked: 12},
  "password_reset" => %{sent: 50, delivered: 48, opened: 30, clicked: 8}
}

  



    

    

  
    
      
    
    
      get_top_links(period \\ :last_30_days, limit \\ 10)



        
          
        

    

  


  

Gets the most clicked links for a time period.
Examples
iex> PhoenixKit.Modules.Emails.get_top_links(:last_30_days, 10)
[%{url: "https://example.com/product", clicks: 150}, ...]

  



  
    
      
    
    
      invalidate_aws_credentials_cache()



        
          
        

    

  


  

      

          @spec invalidate_aws_credentials_cache() :: :ok


      


Invalidates the cached AWS SES credential resolution (aws_ses_credentials/0).
Call after anything that changes which credentials get_aws_access_key/0,
get_aws_secret_key/0, or get_aws_region/0 should resolve to — selecting
a different aws_ses Integrations connection, clearing the selection back
to legacy Settings, or updating the selected connection's own credentials.
Without this, a switch would still take effect, just not sooner than the
cache's 60000ms TTL.

  



  
    
      
    
    
      list_aws_tracking_integration_uuids()



        
          
        

    

  


  

      

          @spec list_aws_tracking_integration_uuids() :: [String.t()]


      


Every integration uuid that currently has stored AWS tracking settings —
used by SQSPollingJob to prune settings for integrations that no longer
exist, so those rows don't accumulate forever.
Examples
iex> PhoenixKit.Modules.Emails.list_aws_tracking_integration_uuids()
["some-uuid"]

  



  
    
      
    
    
      list_brevo_watermark_integration_uuids()



        
          
        

    

  


  

Every integration uuid that currently has a stored Brevo watermark —
used by BrevoPollingJob to prune watermarks for integrations that
are no longer active (deleted, or opted out of polling), so those
settings rows don't accumulate forever.
Examples
iex> PhoenixKit.Modules.Emails.list_brevo_watermark_integration_uuids()
["some-uuid"]

  



  
    
      
    
    
      list_events_for_log(email_log_uuid)



        
          
        

    

  


  

Lists events for a specific email log.
Examples
iex> PhoenixKit.Modules.Emails.list_events_for_log("550e8400-e29b-41d4-a716-446655440000")
[%Event{}, ...]

  



    

  
    
      
    
    
      list_logs(filters \\ %{})



        
          
        

    

  


  

Lists emails with optional filters.
Options
	:status - Filter by status (sent, delivered, bounced, etc.)
	:campaign_id - Filter by campaign
	:template_name - Filter by template
	:provider - Filter by email provider
	:from_date - Emails sent after this date
	:to_date - Emails sent before this date
	:recipient - Filter by recipient email
	:limit - Limit results (default: 50)
	:offset - Offset for pagination

Examples
iex> PhoenixKit.Modules.Emails.list_logs(%{status: "bounced", limit: 10})
[%Log{}, ...]

  



  
    
      
    
    
      placeholder_logs_enabled?()



        
          
        

    

  


  

Checks if placeholder log creation is enabled.
When enabled, the system creates placeholder logs for events received from AWS SES
that don't have an existing email log. This can help recover from synchronization issues
but may mask underlying problems.
Default: false (recommended for production to expose synchronization issues)
Examples
iex> PhoenixKit.Modules.Emails.placeholder_logs_enabled?()
false

  



  
    
      
    
    
      process_webhook_event(webhook_data)



        
          
        

    

  


  

Processes an incoming webhook event (typically from AWS SES).
Examples
iex> webhook_data = %{
  "eventType" => "bounce",
  "mail" => %{"messageId" => "abc123"}
}
iex> PhoenixKit.Modules.Emails.process_webhook_event(webhook_data)
{:ok, %Event{}}

  



  
    
      
    
    
      s3_archival_credentials(uuid)



        
          
        

    

  


  

      

          @spec s3_archival_credentials(String.t()) :: map()


      


The decrypted credential map for ONE S3-archival Integrations connection,
memoized under {:s3_archival_credentials, uuid} (same cache table and
invalidation as aws_ses_credentials/1, distinct key so the two never
collide).
Deliberately a separate function rather than widening aws_ses_credentials/1
itself: that one backs the SEND path (selected_aws_integration_uuid/0,
the mailer's access/secret/region getters, per-account SQS polling) and
must stay aws_ses-only — an object_storage connection has no business
signing outgoing mail. This one backs Archiver.s3_request_config/0
instead, which needs credentials for uploading to S3, not for sending
through it, so it accepts either provider shape: aws_ses (the connection
an install may already have pointed archival at, before object_storage
existed) or object_storage (the type built for this — see
PhoenixKit.Integrations.Providers.object_storage/0 in core).

  



  
    
      
    
    
      save_body_enabled?()



        
          
        

    

  


  

Checks if full email body saving is enabled.
Returns true if the "email_save_body" setting is true.
Examples
iex> PhoenixKit.Modules.Emails.save_body_enabled?()
false

  



  
    
      
    
    
      save_headers_enabled?()



        
          
        

    

  


  

Checks if email headers saving is enabled.
Returns true if the "email_save_headers" setting is true.
Examples
iex> PhoenixKit.Modules.Emails.save_headers_enabled?()
false

  



  
    
      
    
    
      selected_aws_integration_uuid()



        
          
        

    

  


  

      

          @spec selected_aws_integration_uuid() :: String.t() | nil


      


The single aws_ses Integrations connection selected via the
emails_aws_integration_uuid setting, or nil.
This is the LEGACY, one-account selection: it names the connection the
global aws_* settings (queue URL, configuration set, …) have always
described, and it is still what the send-path get_aws_* getters resolve
through. Multi-account callers should go through
PhoenixKit.Modules.Emails.AwsIntegrations.active_integration_uuids/0
instead; this getter exists so they can recognise which one account the
legacy globals may still be attributed to.
Examples
iex> PhoenixKit.Modules.Emails.selected_aws_integration_uuid()
"019f562e-0000-7000-8000-000000000000"

  



  
    
      
    
    
      ses_events_enabled?()



        
          
        

    

  


  

Checks if AWS SES event management is enabled.
Examples
iex> PhoenixKit.Modules.Emails.ses_events_enabled?()
true

  



  
    
      
    
    
      set_aws_region(region)



        
          
        

    

  


  

Sets the AWS region for SES and SQS services.
Examples
iex> PhoenixKit.Modules.Emails.set_aws_region("eu-north-1")
{:ok, %Setting{}}

  



  
    
      
    
    
      set_aws_tracking(integration_uuid, attrs)



        
          
        

    

  


  

      

          @spec set_aws_tracking(String.t(), map()) :: {:ok, term()} | {:error, term()}


      


Persists one account's SES/SQS tracking pipeline. Accepts string- or
atom-keyed attrs; unknown keys are dropped and blank values are stored as
nil, so the stored JSON is always exactly the
["queue_url", "dlq_url", "queue_arn", "sns_topic_arn", "configuration_set", "region"] shape get_aws_tracking/1 reads back.
Callers that change this must also reconcile the SES tracker (a queue URL
appearing/disappearing changes SQSPollingManager.eligible?/0) — see
PhoenixKit.Modules.Emails.EventTrackerReconciler.reconcile_tracker/1.
Examples
iex> PhoenixKit.Modules.Emails.set_aws_tracking("some-uuid", %{"queue_url" => "https://..."})
{:ok, %Setting{}}

  



  
    
      
    
    
      set_brevo_events_enabled(enabled)



        
          
        

    

  


  

Enables or disables Brevo event polling.
Examples
iex> PhoenixKit.Modules.Emails.set_brevo_events_enabled(true)
{:ok, %Setting{}}

  



  
    
      
    
    
      set_brevo_last_polled_at(timestamp)



        
          
        

    

  


  

Records the timestamp of the last completed Brevo polling cycle.
Examples
iex> PhoenixKit.Modules.Emails.set_brevo_last_polled_at(DateTime.utc_now())
{:ok, %Setting{}}

  



  
    
      
    
    
      set_brevo_polling_excluded_integrations(uuids)



        
          
        

    

  


  

Sets the list of Brevo integration uuids excluded from polling.
Examples
iex> PhoenixKit.Modules.Emails.set_brevo_polling_excluded_integrations(["uuid-1"])
{:ok, %Setting{}}

  



  
    
      
    
    
      set_brevo_polling_interval(interval_ms)



        
          
        

    

  


  

Sets the Brevo polling interval in milliseconds (minimum 30 000 — Brevo's
rate limits are looser than SQS's long-poll cadence, so this floor is
higher than SQS's 1 000ms).
Examples
iex> PhoenixKit.Modules.Emails.set_brevo_polling_interval(60_000)
{:ok, %Setting{}}

  



  
    
      
    
    
      set_brevo_watermark(integration_uuid, date, offset)



        
          
        

    

  


  

Persists one integration's Brevo poll watermark.
Examples
iex> PhoenixKit.Modules.Emails.set_brevo_watermark("some-uuid", ~D[2026-07-19], 2500)
{:ok, %Setting{}}

  



  
    
      
    
    
      set_compress_after_days(days)



        
          
        

    

  


  

Sets the number of days after which to compress email bodies.
Examples
iex> PhoenixKit.Modules.Emails.set_compress_after_days(30)
{:ok, %Setting{}}

  



  
    
      
    
    
      set_placeholder_logs(enabled)



        
          
        

    

  


  

Enables or disables placeholder log creation.
Parameters
	enabled - true to enable placeholder logs, false to disable

Examples
iex> PhoenixKit.Modules.Emails.set_placeholder_logs(false)
{:ok, %Setting{}}

  



  
    
      
    
    
      set_retention_days(days)



        
          
        

    

  


  

Sets the retention period for emails.
Examples
iex> PhoenixKit.Modules.Emails.set_retention_days(180)
{:ok, %Setting{}}

  



  
    
      
    
    
      set_s3_archival(enabled)



        
          
        

    

  


  

Enables or disables S3 archival for old email data.
Examples
iex> PhoenixKit.Modules.Emails.set_s3_archival(true)
{:ok, %Setting{}}

  



  
    
      
    
    
      set_s3_bucket(bucket)



        
          
        

    

  


  

Sets the S3 bucket archives are written to. A blank string clears it.
The bucket had a reader and no writer, so archival could never be pointed
anywhere: enabling it always failed with :no_bucket_configured.
Clearing DELETES the row rather than storing "" — the settings changeset
rejects an empty value outright ("must provide either value or value_json"),
so a blank write would otherwise fail instead of unsetting.

  



  
    
      
    
    
      set_s3_integration(uuid)



        
          
        

    

  


  

Sets the Integrations connection used for archive uploads. "" clears it,
which falls back to the environment, an instance profile, or a task role.

  



  
    
      
    
    
      set_sampling_rate(percentage)



        
          
        

    

  


  

Sets the sampling rate for email logging.
Examples
iex> PhoenixKit.Modules.Emails.set_sampling_rate(80)  # Log 80% of emails
{:ok, %Setting{}}

  



  
    
      
    
    
      set_save_body(enabled)



        
          
        

    

  


  

Enables or disables full email body saving.
Examples
iex> PhoenixKit.Modules.Emails.set_save_body(true)
{:ok, %Setting{}}

  



  
    
      
    
    
      set_save_headers(enabled)



        
          
        

    

  


  

Enables or disables email headers saving.
Examples
iex> PhoenixKit.Modules.Emails.set_save_headers(true)
{:ok, %Setting{}}

  



  
    
      
    
    
      set_ses_configuration_set(config_set_name)



        
          
        

    

  


  

Sets the AWS SES configuration set name.
Examples
iex> PhoenixKit.Modules.Emails.set_ses_configuration_set("my-system-set")
{:ok, %Setting{}}

  



  
    
      
    
    
      set_ses_events(enabled)



        
          
        

    

  


  

Enables or disables AWS SES event management.
Examples
iex> PhoenixKit.Modules.Emails.set_ses_events(true)
{:ok, %Setting{}}

  



  
    
      
    
    
      set_sns_topic_arn(topic_arn)



        
          
        

    

  


  

Sets the AWS SNS Topic ARN for email events.
Examples
iex> PhoenixKit.Modules.Emails.set_sns_topic_arn("arn:aws:sns:eu-north-1:123456789012:phoenixkit-email-events")
{:ok, %Setting{}}

  



  
    
      
    
    
      set_sqs_dlq_url(dlq_url)



        
          
        

    

  


  

Sets the AWS SQS Dead Letter Queue URL.
Examples
iex> PhoenixKit.Modules.Emails.set_sqs_dlq_url("https://sqs.eu-north-1.amazonaws.com/123456789012/phoenixkit-email-dlq")
{:ok, %Setting{}}

  



  
    
      
    
    
      set_sqs_max_messages(max_messages)



        
          
        

    

  


  

Sets the maximum number of SQS messages to receive per polling cycle.
Examples
iex> PhoenixKit.Modules.Emails.set_sqs_max_messages(20)
{:ok, %Setting{}}

  



  
    
      
    
    
      set_sqs_polling(enabled)



        
          
        

    

  


  

Enables or disables SQS polling.
Examples
iex> PhoenixKit.Modules.Emails.set_sqs_polling(true)
{:ok, %Setting{}}

  



  
    
      
    
    
      set_sqs_polling_excluded_integrations(uuids)



        
          
        

    

  


  

      

          @spec set_sqs_polling_excluded_integrations([String.t()]) ::
  {:ok, term()} | {:error, term()}


      


Sets the list of aws_ses integration uuids excluded from SQS polling.
Examples
iex> PhoenixKit.Modules.Emails.set_sqs_polling_excluded_integrations(["uuid-1"])
{:ok, %Setting{}}

  



  
    
      
    
    
      set_sqs_polling_interval(interval_ms)



        
          
        

    

  


  

Sets the SQS polling interval in milliseconds.
Examples
iex> PhoenixKit.Modules.Emails.set_sqs_polling_interval(3000)  # 3 seconds
{:ok, %Setting{}}

  



  
    
      
    
    
      set_sqs_queue_arn(queue_arn)



        
          
        

    

  


  

Sets the AWS SQS Queue ARN for email events.
Examples
iex> PhoenixKit.Modules.Emails.set_sqs_queue_arn("arn:aws:sqs:eu-north-1:123456789012:phoenixkit-email-queue")
{:ok, %Setting{}}

  



  
    
      
    
    
      set_sqs_queue_url(queue_url)



        
          
        

    

  


  

Sets the AWS SQS Queue URL for email events.
Examples
iex> PhoenixKit.Modules.Emails.set_sqs_queue_url("https://sqs.eu-north-1.amazonaws.com/123456789012/phoenixkit-email-queue")
{:ok, %Setting{}}

  



  
    
      
    
    
      set_sqs_visibility_timeout(timeout_seconds)



        
          
        

    

  


  

Sets the SQS message visibility timeout in seconds.
Examples
iex> PhoenixKit.Modules.Emails.set_sqs_visibility_timeout(600)  # 10 minutes
{:ok, %Setting{}}

  



  
    
      
    
    
      sqs_polling_enabled?()



        
          
        

    

  


  

Checks if SQS polling is enabled.
Examples
iex> PhoenixKit.Modules.Emails.sqs_polling_enabled?()
true

  



  
    
      
    
    
      sync_email_status(message_id)



        
          
        

    

  


  

Manually sync email status by fetching events from SQS queues.
This function searches for events in both the main SQS queue and DLQ
that match the given message_id and processes them to update email status.
Parameters
	message_id - The AWS SES message ID or internal PhoenixKit message ID to sync

Returns
	{:ok, result} - Successful sync with processing results
	{:error, reason} - Error during sync process

Examples
iex> PhoenixKit.Modules.Emails.sync_email_status("0110019971abc123-...")
{:ok, %{events_processed: 3, log_updated: true}}

iex> PhoenixKit.Modules.Emails.sync_email_status("pk_abc123...")
{:ok, %{events_processed: 1, log_updated: true}}

  



  
    
      
    
    
      update_log_status(log, status)



        
          
        

    

  


  

Updates the status of an email log.
Examples
iex> PhoenixKit.Modules.Emails.update_log_status(log, "delivered")
{:ok, %Log{}}

  


        

      


  

    
PhoenixKit.Modules.Emails.ApplicationIntegration 
    



      
Registers unified email provider on startup.

      


      
        Summary


  
    Functions
  


    
      
        register()

      


    





      


      
        Functions


        


  
    
      
    
    
      register()



        
          
        

    

  


  


  


        

      


  

    
PhoenixKit.Modules.Emails.ArchiveWorker 
    



      
The scheduled half of S3 archival.
Archiver.archive_to_s3/2 has always been callable by hand; nothing ever
called it. A feature whose only trigger is an operator remembering to open a
console is not a retention policy, so this worker is what makes "archive to
S3" mean something on its own.
What a tick does
Nothing at all unless the emails system is enabled AND email_archive_to_s3
is on AND a bucket is set. Each of those is a deliberate no-op rather than an
error: a disabled feature firing errors every cron tick trains operators to
ignore the log.
When it does run, it archives everything older than email_retention_days
that has not already been shipped, keeping the rows in place. Deletion is
left to the retention cleanup, which — while archival is on — refuses to
delete a row this job has not stamped yet (see
PhoenixKit.Modules.Emails.Log.cleanup_old_logs/2). The two jobs therefore
hand work to each other in one direction only: archive, then delete. There is
no ordering requirement between them and no window in which an unarchived row
can be dropped.
Frequency
Hourly is the intended cadence. The work is proportional to what has aged
past the cutoff since the last tick, which on a steady stream is a small
batch, and the unique below means a slow run is never overlapped by the
next tick rather than being run twice against the same rows.
Oban queue + cron configuration
config :your_app, Oban,
  queues: [
    email_archival: 1,
    # ... your other queues
  ],
  plugins: [
    {Oban.Plugins.Cron,
     crontab: [
       {"0 * * * *", PhoenixKit.Modules.Emails.ArchiveWorker}
     ]}
  ]
Without that entry the feature is exactly as inert as it was before this
worker existed — the settings page says so rather than implying a schedule
that does not exist.

      




  

    
PhoenixKit.Modules.Emails.Archiver 
    



      
Archive and compress old email tracking data for optimal storage.
Provides comprehensive data lifecycle management for email tracking:
	Body Compression - Compress full email bodies after configurable time
	S3 Archival - Move old logs to S3 cold storage  
	Sampling Optimization - Apply sampling to reduce storage load
	Cleanup Integration - Work with cleanup tasks for complete lifecycle
	Performance Optimization - Batch operations for large datasets

Storage Optimization Strategy
	Recent Data (0-7 days): Full storage with all fields
	Medium Data (7-30 days): Compress body_full, keep metadata
	Old Data (30-90 days): Archive to S3, keep local summary
	Ancient Data (90+ days): Delete after S3 confirmation

Settings Integration
All archival settings stored in phoenix_kit_settings:
	email_compress_body - Days before compressing bodies (default: 30)
	email_archive_to_s3 - Enable S3 archival (default: false)
	email_s3_bucket - S3 bucket name
	email_sampling_rate - Percentage to fully log (default: 100)
	email_retention_days - Total retention before deletion (default: 90)

Usage Examples
# Compress bodies older than 30 days
{compressed_count, size_saved} = PhoenixKit.Modules.Emails.Archiver.compress_old_bodies(30)

# Archive to S3 with automatic cleanup
{:ok, archived_count} = PhoenixKit.Modules.Emails.Archiver.archive_to_s3(90, 
  bucket: "my-email-archive",
  prefix: "email-logs/2025/"
)

# Apply sampling to reduce future storage
sampled_email = PhoenixKit.Modules.Emails.Archiver.apply_sampling_rate(email)

# Get storage statistics
stats = PhoenixKit.Modules.Emails.Archiver.get_storage_stats()
# => %{total_logs: 50000, compressed: 15000, archived: 10000, size_mb: 2341}
S3 Integration
Supports multiple S3-compatible storage providers:
	Amazon S3
	DigitalOcean Spaces  
	Google Cloud Storage
	MinIO
	Any S3-compatible service

Compression Algorithm
Uses gzip compression for email bodies with fallback strategies:
	Gzip - Primary compression for text content
	Preview Only - Keep only first 500 chars for very old data
	Metadata Only - Keep only delivery status and timestamps

Batch Processing
All operations are designed for efficiency:
	Process in configurable batch sizes (default: 1000)
	Progress tracking for long operations
	Automatic retry on transient failures
	Memory-efficient streaming for large datasets


      


      
        Summary


  
    Functions
  


    
      
        apply_sampling_rate(email_attrs, opts \\ [])

      


        Apply sampling rate to email for storage optimization.



    


    
      
        archive_to_s3(days_old, opts \\ [])

      


        Archive old emails to S3 storage.



    


    
      
        compress_old_bodies(days_old \\ nil, opts \\ [])

      


        Compress email bodies older than specified days.



    


    
      
        get_storage_breakdown()

      


        Get detailed storage breakdown by time periods.



    


    
      
        get_storage_stats()

      


        Get comprehensive storage statistics.



    





      


      
        Functions


        


    

  
    
      
    
    
      apply_sampling_rate(email_attrs, opts \\ [])



        
          
        

    

  


  

Apply sampling rate to email for storage optimization.
Returns modified email with reduced storage footprint for non-critical emails.
Sampling Strategy
	Always Full: Error emails, bounces, complaints  
	Always Full: Transactional emails (password resets, etc.)
	Sampling Applied: Marketing emails, newsletters
	Metadata Only: Bulk emails when over limit

Examples
# Apply system sampling rate
email = Archiver.apply_sampling_rate(original_email)

# Force specific sampling
email = Archiver.apply_sampling_rate(original_email, force_rate: 50)

  



    

  
    
      
    
    
      archive_to_s3(days_old, opts \\ [])



        
          
        

    

  


  

Archive old emails to S3 storage.
Returns {:ok, archived_count} on success or {:error, reason} on failure.
Options
	:bucket - S3 bucket name (required)
	:prefix - S3 object key prefix
	:batch_size - Process in batches (default: 500) 
	:format - Archive format: :json (default) or :csv
	:delete_after_archive - Delete from DB after successful archive
	:include_events - Include email events in archive

Examples
# Basic S3 archival
{:ok, count} = Archiver.archive_to_s3(90,
  bucket: "email-archive",
  prefix: "logs/2025/"
)

# Archive with events and cleanup
{:ok, count} = Archiver.archive_to_s3(90,
  bucket: "email-archive", 
  include_events: true,
  delete_after_archive: true
)

  



    

    

  
    
      
    
    
      compress_old_bodies(days_old \\ nil, opts \\ [])



        
          
        

    

  


  

Compress email bodies older than specified days.
Returns {compressed_count, size_saved_bytes}.
Options
	:batch_size - Process in batches (default: 1000)
	:dry_run - Show what would be compressed without doing it
	:preserve_errors - Don't compress emails with errors/bounces

Examples
# Compress bodies older than 30 days
{count, saved} = Archiver.compress_old_bodies(30)
# => {1523, 45231040}

# Dry run to see impact
{count, estimated_saved} = Archiver.compress_old_bodies(30, dry_run: true)

  



  
    
      
    
    
      get_storage_breakdown()



        
          
        

    

  


  

Get detailed storage breakdown by time periods.
Examples
iex> Archiver.get_storage_breakdown()
%{
  last_7_days: %{logs: 5000, size_mb: 145, compressed: false},
  last_30_days: %{logs: 15000, size_mb: 420, compressed: 8000},
  last_90_days: %{logs: 35000, size_mb: 980, compressed: 25000},
  older: %{logs: 70000, size_mb: 1200, archived: 45000}
}

  



  
    
      
    
    
      get_storage_stats()



        
          
        

    

  


  

Get comprehensive storage statistics.
Examples
iex> Archiver.get_storage_stats()
%{
  total_logs: 125000,
  total_events: 450000,
  compressed_bodies: 45000,
  archived_logs: 15000,
  storage_size_mb: 2341,
  oldest_log: ~U[2024-01-15 10:30:00Z],
  compression_ratio: 0.65,
  s3_archived_size_mb: 890
}

  


        

      


  

    
PhoenixKit.Modules.Emails.AwsIntegrations 
    



      
Shared "which AWS SES account(s) are actually active" resolution, used by
everything that needs to reach AWS on behalf of the currently-configured
sender(s): SQSPollingJob (the background poll), the per-account tracking
settings in the "Amazon SES & SQS" section, and the "Delivery Event
Tracking" panel's per-account opt-out list.
"Active" means an enabled PhoenixKit.Email.SendProfile pointed at an
"aws_ses" integration — the same sender-aware definition
BrevoIntegrations uses for Brevo, and the multi-account counterpart of
the single emails_aws_integration_uuid setting the legacy path still
reads (see PhoenixKit.Modules.Emails.get_aws_access_key/0).
Deliberately a mirror of BrevoIntegrations rather than a shared generic:
the credential SHAPE differs (Brevo has one api_key, SES needs
access/secret/region as a triple), and the two providers' notions of
"reachable" have already drifted once. Keeping them parallel-but-separate
is what lets each grow its own gate without a conditional in the middle.

      


      
        Summary


  
    Functions
  


    
      
        active_integration_uuids()

      


        Every distinct integration_uuid referenced by an enabled aws_ses
SendProfile. Multiple profiles can share one integration/AWS account —
deduplicated so callers don't poll the same queue twice per cycle.



    


    
      
        active_integrations_with_names()

      


        {integration_uuid, name} pairs for every account
active_integration_uuids/0 would poll — for the settings UI's
per-account list, which needs a human-readable name alongside the uuid it
writes to the tracking/exclusion settings.



    


    
      
        resolve_credentials(integration_uuid)

      


        Resolves the decrypted AWS credentials for one aws_ses integration as
%{access_key: ..., secret_key: ..., region: ...}.



    





      


      
        Functions


        


  
    
      
    
    
      active_integration_uuids()



        
          
        

    

  


  

      

          @spec active_integration_uuids() :: [String.t()]


      


Every distinct integration_uuid referenced by an enabled aws_ses
SendProfile. Multiple profiles can share one integration/AWS account —
deduplicated so callers don't poll the same queue twice per cycle.
Examples
iex> PhoenixKit.Modules.Emails.AwsIntegrations.active_integration_uuids()
["019fb9ec-0000-7000-8000-000000000000"]

  



  
    
      
    
    
      active_integrations_with_names()



        
          
        

    

  


  

      

          @spec active_integrations_with_names() :: [{String.t(), String.t()}]


      


{integration_uuid, name} pairs for every account
active_integration_uuids/0 would poll — for the settings UI's
per-account list, which needs a human-readable name alongside the uuid it
writes to the tracking/exclusion settings.
Examples
iex> PhoenixKit.Modules.Emails.AwsIntegrations.active_integrations_with_names()
[{"019fb9ec-0000-7000-8000-000000000000", "AWS SES .eu"}]

  



  
    
      
    
    
      resolve_credentials(integration_uuid)



        
          
        

    

  


  

      

          @spec resolve_credentials(String.t()) ::
  {:ok,
   %{access_key: String.t(), secret_key: String.t(), region: String.t() | nil}}
  | {:error, :missing_credentials}


      


Resolves the decrypted AWS credentials for one aws_ses integration as
%{access_key: ..., secret_key: ..., region: ...}.
region is nil when the connection was saved without one — deliberately
NOT defaulted to "us-east-1". That default was built on a wrong premise:
ex_aws_sqs puts the QueueUrl in the request BODY and derives the host from
the CONFIGURED region, so a guessed region does not merely mislabel the
request, it sends it to the wrong endpoint and every receive fails. Callers
decide what to do with nil: the poller reads the region off the queue URL,
which always knows; the one-click infrastructure setup refuses, because
creating a topic, a queue, a DLQ and a configuration set in a guessed region
is a mess someone has to clean up by hand in a console.
A MISSING key or secret is a hard {:error, :missing_credentials} — signing
with a blank key would fail per-request, once per poll cycle, with an opaque
AWS error instead of one clear log line here.
Examples
iex> PhoenixKit.Modules.Emails.AwsIntegrations.resolve_credentials("uuid")
{:ok, %{access_key: "AKIA...", secret_key: "...", region: "eu-north-1"}}

  


        

      


  

    
PhoenixKit.Modules.Emails.BrevoClient 
    



      
Thin wrapper around the Brevo transactional-email events API
(GET /v3/smtp/statistics/events).
Isolated from BrevoPollingJob so tests can stub the HTTP layer with
Req.Test instead of hitting the real network: pass
req_options: [plug: {Req.Test, MyStubName}].

      


      
        Summary


  
    Functions
  


    
      
        fetch_events(api_key, params, req_options \\ [])

      


        Fetches one page of events for the given date window.



    





      


      
        Functions


        


    

  
    
      
    
    
      fetch_events(api_key, params, req_options \\ [])



        
          
        

    

  


  

      

          @spec fetch_events(String.t(), keyword(), keyword()) ::
  {:ok, [map()]} | {:error, term()}


      


Fetches one page of events for the given date window.
params is merged into the query string as-is — callers pass Brevo's
real query keys (startDate, endDate, limit, offset, sort, ...).
Returns
	{:ok, [event_map]} — the events array from a 200 response ([]
when the response has no events key, e.g. an empty page)
	{:error, :invalid_credentials} — 401
	{:error, {:http_status, status}} — any other non-200 status
	{:error, reason} — transport-level failure


  


        

      


  

    
PhoenixKit.Modules.Emails.BrevoEventNormalizer 
    



      
Normalizes a single event from Brevo's GET /v3/smtp/statistics/events
response into the same event-data shape SQSProcessor.process_email_event/1
already accepts for AWS SES — see that function's @doc for the exact
contract. SQSProcessor itself is untouched: every process_*_event/1
function stays SES-shaped, this module's only job is translating Brevo's
vocabulary into it.
A raw Brevo event looks like:
%{
  "date" => "2017-03-12T12:30:00Z",
  "email" => "john.smith@example.com",
  "event" => "delivered",
  "messageId" => "<201798300811.5787683@example.domain.com>",
  "reason" => "...",       # bounces/blocked/invalid/error only
  "link" => "...",         # clicks only
  "ip" => "..."            # opened/clicks only
}
date is already full ISO 8601 with a Z offset — SQSProcessor's own
parse_timestamp/1 (DateTime.from_iso8601/1) accepts it unmodified, no
reformatting needed.

      


      
        Summary


  
    Functions
  


    
      
        normalize(brevo_event)

      


        Normalizes a raw Brevo event.



    





      


      
        Functions


        


  
    
      
    
    
      normalize(brevo_event)



        
          
        

    

  


  

      

          @spec normalize(map()) :: {:ok, map()} | :ignore | {:error, term()}


      


Normalizes a raw Brevo event.
Returns
	{:ok, event_data} — ready for SQSProcessor.process_email_event/1
	:ignore — a Brevo "requests" event (the send-request acknowledgement;
we already log our own "send" event at send time, so this carries
nothing new)
	{:error, reason} — missing required fields, or an event type Brevo
added since this mapping was written


  


        

      


  

    
PhoenixKit.Modules.Emails.BrevoIntegrations 
    



      
Shared "which Brevo account(s) are actually active" resolution, used by
everything that needs to reach the Brevo events API on behalf of the
currently-configured sender(s): BrevoPollingJob (the background
poll), BrevoOnDemandSync (the "sync now" button), and the "Brevo
Events" settings section's per-account opt-out list.
"Active" means an enabled PhoenixKit.Email.SendProfile pointed at
a "brevo_api" integration — the same sender-aware definition
BrevoPollingJob's moduledoc documents.

      


      
        Summary


  
    Functions
  


    
      
        active_integration_uuids()

      


        Every distinct integration_uuid referenced by an enabled brevo_api
SendProfile. Multiple profiles can share one integration/API key —
deduplicated so callers don't fetch the same account twice.



    


    
      
        active_integrations_with_names()

      


        {integration_uuid, name} pairs for every account
active_integration_uuids/0 would poll — for the settings UI's
per-account opt-out list, which needs a human-readable name alongside
the uuid it writes to the exclusion setting.



    


    
      
        resolve_api_key(integration_uuid)

      


        Resolves the decrypted api_key for a Brevo integration.



    





      


      
        Functions


        


  
    
      
    
    
      active_integration_uuids()



        
          
        

    

  


  

      

          @spec active_integration_uuids() :: [String.t()]


      


Every distinct integration_uuid referenced by an enabled brevo_api
SendProfile. Multiple profiles can share one integration/API key —
deduplicated so callers don't fetch the same account twice.

  



  
    
      
    
    
      active_integrations_with_names()



        
          
        

    

  


  

      

          @spec active_integrations_with_names() :: [{String.t(), String.t()}]


      


{integration_uuid, name} pairs for every account
active_integration_uuids/0 would poll — for the settings UI's
per-account opt-out list, which needs a human-readable name alongside
the uuid it writes to the exclusion setting.

  



  
    
      
    
    
      resolve_api_key(integration_uuid)



        
          
        

    

  


  

      

          @spec resolve_api_key(String.t()) :: {:ok, String.t()} | {:error, term()}


      


Resolves the decrypted api_key for a Brevo integration.

  


        

      


  

    
PhoenixKit.Modules.Emails.BrevoOnDemandSync 
    



      
On-demand, targeted Brevo event fetch for a single email log — the
Brevo-aware branch of the "sync status now" button (Details page and
the emails list row menu both call it). Unlike BrevoPollingJob's
broad polling cycle, this queries Brevo's events API filtered to
exactly one messageId — the cheapest, most precise request the API
supports.
A manual, explicit user request: bypasses brevo_events_enabled (the
background poller can be off entirely and this still works) and the
per-integration opt-out list (excluding an account from the
background poll doesn't mean "never fetch its data even when asked
directly"). Does NOT bypass Emails.enabled?/0 — the whole email
system being off is a stronger signal than either of those.
There's no per-log integration reference to resolve credentials from
(a Log doesn't record which SendProfile/integration sent it), so
this tries every currently active Brevo integration — same set
BrevoPollingJob polls — and aggregates whatever comes back. In the
common single-account case that's one request; messageId is
selective enough that a wrong account simply returns no events, not
wrong data.

      


      
        Summary


  
    Functions
  


    
      
        sync(log)

      


        Fetches and processes events for a single Brevo-sent log right now.



    





      


      
        Functions


        


  
    
      
    
    
      sync(log)



        
          
        

    

  


  

      

          @spec sync(PhoenixKit.Modules.Emails.Log.t()) ::
  {:ok, %{events_processed: non_neg_integer()}} | {:error, String.t()}


      


Fetches and processes events for a single Brevo-sent log right now.
Returns
	{:ok, %{events_processed: n}} — n may be 0 ("no new events")
	{:error, reason} — a user-facing string, never includes credentials


  


        

      


  

    
PhoenixKit.Modules.Emails.BrevoPollingJob 
    



      
Oban worker for polling the Brevo transactional-email events API.
Mirrors SQSPollingJob's self-scheduling chain (see that module's
@moduledoc for the general shape/rationale — the self-reschedule
dedup, unique window, and misconfig back-off all apply identically
here) with two differences dictated by Brevo's API instead of SQS's:
	Sender-aware gate: SQS polls unconditionally once enabled; Brevo
only fetches events while at least one enabled
PhoenixKit.Email.SendProfile actually points at a "brevo_api"
integration — an idle Brevo integration with no active profile has
nothing to correlate events against, so polling it is pure waste
(and, unlike SQS's long-poll, would burn Brevo API quota on a timer).
should_poll?/0 — the gate schedule_next_poll/1 re-checks every
cycle — folds this in: with zero active profiles the chain lets
itself die instead of re-scheduling. That used to be a crutch ("keep
spinning so a profile added later doesn't need a manual re-trigger"),
which is no longer needed: EventTrackerReconciler's periodic
reconcile Cron (task #56) now resurrects a dead-but-should_run?
chain within its own tick interval regardless, and should_poll?/0
matching EventTracker.should_run?/1's definition exactly (this
tracker's eligible?/0, i.e. an active profile exists, and
enabled?/0) is what makes the reconciler's own "a chain dies on its
own when it shouldn't run" assumption actually true for Brevo, not
just SES.
	No message ack step: SQS deletes each message after processing to
avoid redelivery. Brevo's events endpoint is a plain paginated report
with no consumption side-effect — this job tracks its own read
position instead (see "Watermark cursor" below). Re-processing an
already-seen event is still safe and cheap regardless:
Event.create_event/1's partial unique indexes (see
Event.changeset/2) make it a no-op, not a duplicate row — the
watermark exists for performance and completeness on top of that
existing guarantee, not to provide it.

Watermark cursor
Brevo's startDate/endDate query params only accept whole calendar
dates (YYYY-MM-DD) — there is no "give me events after this exact
timestamp/offset" primitive. An early version of this job re-fetched
the fixed [yesterday, today] window from offset: 0 every cycle,
which has two problems at volume: every already-processed event pays
the full re-fetch + dedup-lookup cost again, and a sender producing
more than @max_pages_per_integration * page_limit() events in that
window (25,000 by default) can never reach its newest events — the
page cap is always hit before the tail of an ever-re-fetched window is
reached.
Each integration's progress is now tracked as a persisted
%{date: Date.t(), offset: integer} watermark
(Emails.get_brevo_watermark/1 / set_brevo_watermark/3, stored via
PhoenixKit.Settings' JSON-by-prefix helpers — no dedicated table).
Every request queries a single day (startDate == endDate == watermark.date), never a growing window — this is the key property
that makes offset mean the same thing across cycles. (A naive
"just remember the offset" fix without this breaks at every day
boundary: if startDate is recomputed as yesterday() each cycle the
way the old code did, the window silently slides forward by one day
every day, and a stale offset from window [D-1, D] gets replayed
against the unrelated window [D, D+1] the next cycle — same
numeric offset, different result set entirely.)
A day only advances (offset resets to 0, date moves to the next
day) once a short page (fewer than page_limit() events) is seen for
it and it's strictly before today. Today's date never auto-closes
from a short page alone — more events (opens/clicks/bounces on
earlier sends) can land on it any time before midnight, and closing
it early would permanently skip them (nothing ever re-visits a closed
day by design — see the trailing re-check below for the one
exception). The watermark is persisted after every page (not once
at the end of a cycle), so a crash mid-cycle replays at most one page
of already-processed (dedup-absorbed) events, not the whole cycle.
Trailing safety re-check
Whenever the watermark's date equals today — meaning the forward
walk has already closed yesterday and moved on, and (unlike a still-
lagging backlog) will never fetch yesterday again on its own — this
job additionally re-scans yesterday relative to right now
(Date.add(today, -1)) from offset: 0 before advancing the
watermark: a fixed one-day lookback with no cursor of its own (it
never persists a position; there's nothing to remember, it always
starts over at 0). This guards two distinct risks that both surface
as "an event that belongs to a day the watermark has already closed
and will never revisit":
	Indexing lag. Brevo's event log has been observed to lag
real time by roughly 30–60 seconds. An event that occurs at
23:59:50 can be indexed on Brevo's side a moment after midnight
— by which point the watermark may have already closed
yesterday with a short page that didn't yet include it.
	startDate/endDate timezone ambiguity. Brevo's API
documentation states the returned date field is UTC, but does
not document which timezone startDate/endDate are
interpreted in — plausibly the receiving Brevo account's
configured timezone rather than UTC. If so, this job's
UTC-computed today() and Brevo's own day boundary can disagree
by up to (but never more than) one calendar day — at any given
instant, at most two calendar dates are "current" anywhere on
Earth, so a one-day lookback is a sufficient, not merely
heuristic, margin here. Chosen deliberately: extend the
re-checked window rather than guess at a specific timezone
(nothing in Brevo's docs settles it either way).

A one-day lookback is a margin against both risks above as observed —
sub-minute indexing lag, and at most a one-day timezone offset — not a
general guarantee against arbitrarily late indexing. An event indexed
more than 24h after it occurred would land on a day this re-check no
longer reaches (that day has since closed too, and closed days are
never revisited by design — see above). This is an accepted trade-off
given the lag actually observed, not a gap this job tries to close.
The re-check itself is capped at its own fixed
@trailing_recheck_page_budget (2 pages), independent of the forward
walk's budget — see "Per-cycle event cap" for why, and for the
resulting trade-off: on a day whose total event count exceeds what
that budget can page through (starting over at offset 0 every cycle —
it keeps no cursor of its own), a late-indexed event sorted past that
point won't be reached by the re-check either, on this or any later
cycle. Widening this budget (or giving the re-check a remembered
starting offset instead of always restarting at 0) would close that
gap at the cost of the "own small budget" property this section
exists to have — not done here; see the "Per-cycle event cap" section
for the reasoning that led to a small fixed budget over an unbounded
one.
The watermark.date == today gate isn't a cost-cutting shortcut —
skipping it in every other state is required for correctness of a
different kind: cold start's forward walk also begins at
{Date.add(today, -1), 0} (see below), and a still-lagging backlog's
forward walk will reach yesterday itself in due course either way —
re-scanning it here too would be the exact same request twice in one
cycle, not extra safety. Once the gate condition is true it stays
true, and gets re-checked, every cycle for as long as the forward
walk sits on today (i.e. once a day, renewed daily as "today" itself
advances) — not a one-time check right after the boundary, so there's
no grace-window length to tune. It runs first when it runs at all,
ahead of the forward watermark walk (see "Per-cycle event cap") — but
on its own small fixed budget, not a share of the forward walk's, so
it can never starve the forward walk regardless of how large
yesterday turned out to be.
Stale watermark cleanup
A watermark is keyed by integration uuid and outlives the integration
itself unless cleaned up — perform/1 prunes any stored watermark
whose integration uuid is no longer in the current cycle's active set
(active_brevo_integrations/0 — deleted, or explicitly excluded via
Emails.brevo_polling_excluded_integrations/0) before running the
cycle. Excluding an integration and later re-including it starts it
over from cold-start rather than resuming a possibly very stale
position — the same trade-off a first-time poll already makes, not a
new one.
Multi-integration
More than one Brevo Integrations connection can exist (e.g. two
distinct Brevo accounts, each with its own SendProfile). Each cycle
polls every distinct integration referenced by an enabled Brevo
profile — not once per profile, since profiles may share an
integration and its API key. If any integration in the cycle turns
out to be misconfigured (missing/invalid credentials), the whole
cycle's next poll backs off to @misconfig_backoff_ms rather than the
configured interval — same rationale as SQSPollingJob, and a
deliberate choice, not an oversight: a per-integration backoff would
need per-integration scheduling state this self-scheduling chain
doesn't have, and a broken integration is expected to be rare/
transient enough that briefly slowing the whole cycle is an acceptable
trade for the simplicity of one shared interval.
Per-cycle event cap
Each integration is capped at @max_pages_per_integration (10) pages
of @default_page_limit (2500, overridable — see page_limit/0)
events per cycle — at most 25,000 events per integration per poll. A
sender busy enough to exceed that in one polling_interval_ms window
will lag (the cap logs a warning and picks up the remainder next
cycle, from the correct watermark position rather than from the
start) rather than the poll cycle growing unbounded. A backlog
spanning several low-volume days can close out more than one of them
in a single cycle — the cap is on total pages fetched, not on how
many distinct days get walked.
This budget is not shared with the trailing safety re-check —
that has its own separate, much smaller
@trailing_recheck_page_budget (2 pages). It used to draw from this
same cap, which meant a single very high-volume yesterday could
exhaust the entire cap on the re-check alone (it restarts from
offset 0 every cycle, re-reading pages it already re-confirmed last
cycle) and leave nothing for the forward walk to advance today with
— stale today data every cycle for as long as that backlog lasted,
not just a one-off. Giving the re-check its own small budget instead
means it can only ever cost a couple of pages, at the trade-off
described in "Trailing safety re-check" above (it may not reach the
tail of an unusually large day).
Oban queue configuration
Requires a :brevo_polling Oban queue in the host app's config,
same as :sqs_polling already does:
config :your_app, Oban,
  queues: [
    brevo_polling: 1  # concurrency MUST stay 1 — the self-scheduling
                       # chain assumes only one cycle runs at a time;
                       # see SQSPollingJob's queue config docs for why
  ]

      


      
        Summary


  
    Functions
  


    
      
        worker_name()

      


        Returns the Oban worker column value for this job. Single source of
truth for callers that query Oban.Job by worker name (e.g.
BrevoPollingManager).



    





      


      
        Functions


        


  
    
      
    
    
      worker_name()



        
          
        

    

  


  

      

          @spec worker_name() :: String.t()


      


Returns the Oban worker column value for this job. Single source of
truth for callers that query Oban.Job by worker name (e.g.
BrevoPollingManager).

  


        

      


  

    
PhoenixKit.Modules.Emails.BrevoPollingManager 
    



      
Manager module for Brevo event polling via Oban jobs.
Mirrors SQSPollingManager — see that module's @moduledoc for the
general architecture (Oban jobs instead of a GenServer, so settings
changes take effect without a restart). enable_polling/0 and
disable_polling/0 back the admin UI toggle; poll_now/0 forces one
cycle even when brevo_events_enabled is off (useful to verify a
freshly-configured Brevo profile without turning the background chain
on). Forced runs still respect Emails.enabled?/0 and the sender-aware
profile gate — zero active Brevo profiles yields a no-op cycle, same as
a scheduled tick would.

      


      
        Summary


  
    Functions
  


    
      
        disable_polling()

      


        Disables Brevo event polling by updating the configuration.



    


    
      
        enable_polling()

      


        Enables Brevo event polling by setting the configuration and starting
the first job.



    


    
      
        poll_now()

      


        Triggers an immediate polling job, regardless of the normal schedule
or the brevo_events_enabled toggle — a forced: true job (see
BrevoPollingJob.perform/1) still fetches once even while polling is
disabled, rather than silently no-op'ing while claiming success. Still
respects Emails.enabled?/0 (system disabled) and the sender-aware
profile gate: a forced poll with zero active Brevo profiles correctly
fetches nothing, same as a scheduled cycle would.



    


    
      
        set_polling_interval(interval_ms)

      


        Sets the polling interval in milliseconds (minimum 30 000ms).



    


    
      
        status()

      


        Returns the current status of Brevo event polling.



    





      


      
        Functions


        


  
    
      
    
    
      disable_polling()



        
          
        

    

  


  

Disables Brevo event polling by updating the configuration.
No explicit job cancellation: BrevoPollingJob.perform/1 checks
should_poll?/0 (unless forced) before self-scheduling its next cycle
— see that module. At most one already-queued job fires once more,
sees polling disabled, does nothing, and does not re-schedule; the
chain dies on its own within one cycle.

  



  
    
      
    
    
      enable_polling()



        
          
        

    

  


  

Enables Brevo event polling by setting the configuration and starting
the first job.

  



  
    
      
    
    
      poll_now()



        
          
        

    

  


  

Triggers an immediate polling job, regardless of the normal schedule
or the brevo_events_enabled toggle — a forced: true job (see
BrevoPollingJob.perform/1) still fetches once even while polling is
disabled, rather than silently no-op'ing while claiming success. Still
respects Emails.enabled?/0 (system disabled) and the sender-aware
profile gate: a forced poll with zero active Brevo profiles correctly
fetches nothing, same as a scheduled cycle would.

  



  
    
      
    
    
      set_polling_interval(interval_ms)



        
          
        

    

  


  

Sets the polling interval in milliseconds (minimum 30 000ms).

  



  
    
      
    
    
      status()



        
          
        

    

  


  

Returns the current status of Brevo event polling.
active_brevo_profiles is the sender-aware gate's own count (see
BrevoPollingJob's moduledoc): the number of enabled send profiles
pointed at a "brevo_api" integration. When it's 0, the polling chain
is alive (as long as enabled is true) but every cycle no-ops.
total_brevo_accounts/polling_brevo_accounts are the distinct
integration view the per-account opt-out list needs — several
profiles can share one integration, so this can differ from
active_brevo_profiles. polling_brevo_accounts excludes whatever's
in Emails.get_brevo_polling_excluded_integrations/0; when it's 0
while total_brevo_accounts is not, every active account has been
explicitly excluded.

  


        

      


  

    
PhoenixKit.Modules.Emails.EmailBlocklist 
    



      
Email blocklist schema for storing blocked email addresses.
Used by the rate limiter to track emails that should be blocked
due to bounces, complaints, or other issues.

      


      
        Summary


  
    Functions
  


    
      
        changeset(blocklist, attrs)

      


    





      


      
        Functions


        


  
    
      
    
    
      changeset(blocklist, attrs)



        
          
        

    

  


  


  


        

      


  

    
PhoenixKit.Modules.Emails.EmailLogData 
    



      
Struct representing extracted email data for logging.
Constructed in Interceptor.extract_email_data/2 and passed to
Emails.create_log/1 for persistence.
Fields
	message_id - Unique message identifier
	to - Primary recipient email address
	from - Sender email address
	subject - Email subject line
	headers - Extracted email headers
	body_preview - Truncated body preview
	body_full - Full email body (when email_save_body is enabled)
	attachments_count - Number of attachments
	size_bytes - Estimated email size in bytes
	template_name - Template identifier if applicable
	campaign_id - Campaign identifier if applicable
	user_uuid - Associated user UUID
	provider - Email delivery provider name
	integration_uuid - Integrations connection the send resolved to (best effort)
	configuration_set - AWS SES configuration set name
	message_tags - Map of message tags


      


      
        Summary


  
    Types
  


    
      
        t()

      


    





      


      
        Types


        


  
    
      
    
    
      t()



        
          
        

    

  


  

      

          @type t() :: %PhoenixKit.Modules.Emails.EmailLogData{
  attachments_count: integer() | nil,
  body_full: String.t() | nil,
  body_preview: String.t() | nil,
  campaign_id: String.t() | nil,
  configuration_set: String.t() | nil,
  from: String.t(),
  headers: map() | nil,
  integration_uuid: String.t() | nil,
  locale: String.t() | nil,
  message_id: String.t(),
  message_tags: map() | nil,
  provider: String.t() | nil,
  size_bytes: integer() | nil,
  subject: String.t(),
  template_name: String.t() | nil,
  to: String.t(),
  user_uuid: String.t() | nil
}


      



  


        

      


  

    
PhoenixKit.Modules.Emails.Event 
    



      
Email event schema for managing delivery events in PhoenixKit.
This schema records events that occur after email sending, such as delivery,
bounce, complaint, open, and click events. These events are typically received
from email providers like AWS SES through webhooks.
Schema Fields
	email_log_uuid: Foreign key to the associated email log
	event_type: Type of event (send, delivery, bounce, complaint, open, click)
	event_data: JSONB map containing event-specific data from the provider
	occurred_at: Timestamp when the event occurred
	ip_address: IP address of the recipient (for open/click events)
	user_agent: User agent string (for open/click events)
	geo_location: JSONB map with geographic data (country, region, city)
	link_url: URL that was clicked (for click events)
	bounce_type: Type of bounce (hard, soft, for bounce events)
	complaint_type: Type of complaint (abuse, auth-failure, fraud, etc.)

Event Types
	send: Email was successfully sent to the provider
	delivery: Email was successfully delivered to recipient's inbox
	bounce: Email bounced (permanent or temporary failure)
	complaint: Recipient marked email as spam
	open: Recipient opened the email (AWS SES tracking)
	click: Recipient clicked a link in the email

Associations
	email_log: Belongs to the EmailLog that this event is associated with

Usage Examples
# Create a delivery event
{:ok, event} = PhoenixKit.Modules.Emails.Event.create_event(%{
  email_log_uuid: log.uuid,
  event_type: "delivery",
  event_data: %{
    timestamp: "2024-01-15T10:30:00.000Z",
    smtp_response: "250 OK"
  }
})

# Create an open event with managing data
{:ok, event} = PhoenixKit.Modules.Emails.Event.create_event(%{
  email_log_uuid: log.uuid,
  event_type: "open",
  ip_address: "192.168.1.1",
  user_agent: "Mozilla/5.0...",
  geo_location: %{country: "US", region: "CA", city: "San Francisco"}
})

# Get all events for an email
events = PhoenixKit.Modules.Emails.Event.for_email_log(email_log_uuid)

      


      
        Summary


  
    Functions
  


    
      
        change_event(email_event, attrs \\ %{})

      


        Returns an %Ecto.Changeset{} for managing email event changes.



    


    
      
        changeset(email_event, attrs)

      


        Creates a changeset for email event creation and updates.



    


    
      
        create_bounce_event(email_log_uuid, bounce_type, reason \\ nil)

      


        Creates a bounce event with bounce details.



    


    
      
        create_click_event(email_log_uuid, link_url, ip_address \\ nil, user_agent \\ nil, geo_data \\ %{})

      


        Creates a click event with link and managing data.



    


    
      
        create_complaint_event(email_log_uuid, complaint_type \\ "abuse", feedback_id \\ nil)

      


        Creates a complaint event with complaint details.



    


    
      
        create_event(attrs \\ %{})

      


        Creates an email event.



    


    
      
        create_from_ses_webhook(email_log, webhook_data)

      


        Creates a delivery event from AWS SES webhook data.



    


    
      
        create_open_event(email_log_uuid, ip_address \\ nil, user_agent \\ nil, geo_data \\ %{})

      


        Creates an open event with managing data.



    


    
      
        create_queued_event(email_log_uuid)

      


        Creates a queued event when email is queued for sending.



    


    
      
        create_send_event(email_log_uuid, provider \\ nil)

      


        Creates a send event when email is successfully sent to provider.



    


    
      
        delete_event(email_event)

      


        Deletes an email event.



    


    
      
        event_exists?(email_log_uuid, event_type)

      


        Checks if an event already exists for a specific email log and type.



    


    
      
        event_exists_at?(email_log_uuid, event_type, occurred_at)

      


        Returns true if an event of the given type AND occurred_at already exists for
the email log.



    


    
      
        for_email_log(email_log_uuid)

      


        Gets all events for a specific email log.



    


    
      
        for_email_log_by_type(email_log_uuid, event_type)

      


        Gets events of a specific type for an email log.



    


    
      
        for_period_by_type(start_date, end_date, event_type)

      


        Gets events of a specific type within a time range.



    


    
      
        get_event(id)

      


        Gets a single email event by ID or UUID.



    


    
      
        get_event!(id)

      


        Same as get_event/1, but raises Ecto.NoResultsError if not found.



    


    
      
        get_event_stats(start_date, end_date)

      


        Gets event statistics for a time period.



    


    
      
        get_geo_distribution(event_type, start_date, end_date)

      


        Gets geographic distribution of events.



    


    
      
        get_latest_event_by_type(email_log_uuid, event_type)

      


        Gets the most recent event of a specific type for an email log.



    


    
      
        get_top_clicked_links(start_date, end_date, limit \\ 10)

      


        Gets the most clicked links for a time period.



    


    
      
        has_event_type?(email_log_uuid, event_type)

      


        Checks if an event of a specific type exists for an email log.



    


    
      
        update_event(email_event, attrs)

      


        Updates an email event.



    





      


      
        Functions


        


    

  
    
      
    
    
      change_event(email_event, attrs \\ %{})



        
          
        

    

  


  

Returns an %Ecto.Changeset{} for managing email event changes.
Examples
iex> PhoenixKit.Modules.Emails.Event.change_event(event)
%Ecto.Changeset{data: %PhoenixKit.Modules.Emails.Event{}}

  



  
    
      
    
    
      changeset(email_event, attrs)



        
          
        

    

  


  

Creates a changeset for email event creation and updates.
Validates required fields and ensures data consistency.
Automatically sets occurred_at on new records if not provided.

  



    

  
    
      
    
    
      create_bounce_event(email_log_uuid, bounce_type, reason \\ nil)



        
          
        

    

  


  

Creates a bounce event with bounce details.
Examples
iex> PhoenixKit.Modules.Emails.Event.create_bounce_event(email_log_uuid, "hard", "No such user")
{:ok, %PhoenixKit.Modules.Emails.Event{}}

  



    

    

    

  
    
      
    
    
      create_click_event(email_log_uuid, link_url, ip_address \\ nil, user_agent \\ nil, geo_data \\ %{})



        
          
        

    

  


  

Creates a click event with link and managing data.
Examples
iex> PhoenixKit.Modules.Emails.Event.create_click_event(email_log_uuid, "https://example.com/link", "192.168.1.1")
{:ok, %PhoenixKit.Modules.Emails.Event{}}

  



    

    

  
    
      
    
    
      create_complaint_event(email_log_uuid, complaint_type \\ "abuse", feedback_id \\ nil)



        
          
        

    

  


  

Creates a complaint event with complaint details.
Examples
iex> PhoenixKit.Modules.Emails.Event.create_complaint_event(email_log_uuid, "abuse")
{:ok, %PhoenixKit.Modules.Emails.Event{}}

  



    

  
    
      
    
    
      create_event(attrs \\ %{})



        
          
        

    

  


  

Creates an email event.
Examples
iex> PhoenixKit.Modules.Emails.Event.create_event(%{
  email_log_uuid: log.uuid,
  event_type: "delivery"
})
{:ok, %PhoenixKit.Modules.Emails.Event{}}

iex> PhoenixKit.Modules.Emails.Event.create_event(%{event_type: "invalid"})
{:error, %Ecto.Changeset{}}

  



  
    
      
    
    
      create_from_ses_webhook(email_log, webhook_data)



        
          
        

    

  


  

Creates a delivery event from AWS SES webhook data.
Examples
iex> data = %{
  "eventType" => "delivery",
  "mail" => %{"messageId" => "abc123"},
  "delivery" => %{"timestamp" => "2024-01-15T10:30:00.000Z"}
}
iex> PhoenixKit.Modules.Emails.Event.create_from_ses_webhook(log, data)
{:ok, %PhoenixKit.Modules.Emails.Event{}}

  



    

    

    

  
    
      
    
    
      create_open_event(email_log_uuid, ip_address \\ nil, user_agent \\ nil, geo_data \\ %{})



        
          
        

    

  


  

Creates an open event with managing data.
Examples
iex> PhoenixKit.Modules.Emails.Event.create_open_event(email_log_uuid, "192.168.1.1", "Mozilla/5.0...")
{:ok, %PhoenixKit.Modules.Emails.Event{}}

  



  
    
      
    
    
      create_queued_event(email_log_uuid)



        
          
        

    

  


  

Creates a queued event when email is queued for sending.
Examples
iex> PhoenixKit.Modules.Emails.Event.create_queued_event(email_log_uuid)
{:ok, %PhoenixKit.Modules.Emails.Event{}}

  



    

  
    
      
    
    
      create_send_event(email_log_uuid, provider \\ nil)



        
          
        

    

  


  

Creates a send event when email is successfully sent to provider.
Examples
iex> PhoenixKit.Modules.Emails.Event.create_send_event(email_log_uuid)
{:ok, %PhoenixKit.Modules.Emails.Event{}}

  



  
    
      
    
    
      delete_event(email_event)



        
          
        

    

  


  

Deletes an email event.
Examples
iex> PhoenixKit.Modules.Emails.Event.delete_event(event)
{:ok, %PhoenixKit.Modules.Emails.Event{}}

  



  
    
      
    
    
      event_exists?(email_log_uuid, event_type)



        
          
        

    

  


  

Checks if an event already exists for a specific email log and type.
Returns true if an event of the given type already exists for the email log,
false otherwise. This is used to prevent duplicate event creation.
Examples
iex> PhoenixKit.Modules.Emails.Event.event_exists?(email_log_uuid, "delivery")
true

iex> PhoenixKit.Modules.Emails.Event.event_exists?(email_log_uuid, "open")
false

  



  
    
      
    
    
      event_exists_at?(email_log_uuid, event_type, occurred_at)



        
          
        

    

  


  

Returns true if an event of the given type AND occurred_at already exists for
the email log.
Used to dedup multi-occurrence events (open/click), where the same engagement
can legitimately recur at different times — so we key on the timestamp and only
treat an at-least-once SQS redelivery of the SAME (type, occurred_at) as a
duplicate. The DB unique index on (email_log_uuid, event_type, occurred_at)
enforces this atomically; this is the cheap racy pre-check.

  



  
    
      
    
    
      for_email_log(email_log_uuid)



        
          
        

    

  


  

Gets all events for a specific email log.
Returns events ordered by occurred_at (most recent first).
Examples
iex> PhoenixKit.Modules.Emails.Event.for_email_log(email_log_uuid)
[%PhoenixKit.Modules.Emails.Event{}, ...]

  



  
    
      
    
    
      for_email_log_by_type(email_log_uuid, event_type)



        
          
        

    

  


  

Gets events of a specific type for an email log.
Examples
iex> PhoenixKit.Modules.Emails.Event.for_email_log_by_type(email_log_uuid, "open")
[%PhoenixKit.Modules.Emails.Event{}, ...]

  



  
    
      
    
    
      for_period_by_type(start_date, end_date, event_type)



        
          
        

    

  


  

Gets events of a specific type within a time range.
Examples
iex> PhoenixKit.Modules.Emails.Event.for_period_by_type(start_date, end_date, "click")
[%PhoenixKit.Modules.Emails.Event{}, ...]

  



  
    
      
    
    
      get_event(id)



        
          
        

    

  


  

Gets a single email event by ID or UUID.
Accepts integer ID, UUID string, or string-formatted integer.
Examples
iex> PhoenixKit.Modules.Emails.Event.get_event(123)
%PhoenixKit.Modules.Emails.Event{}

iex> PhoenixKit.Modules.Emails.Event.get_event("550e8400-e29b-41d4-a716-446655440000")
%PhoenixKit.Modules.Emails.Event{}

iex> PhoenixKit.Modules.Emails.Event.get_event(999)
nil

  



  
    
      
    
    
      get_event!(id)



        
          
        

    

  


  

Same as get_event/1, but raises Ecto.NoResultsError if not found.
Examples
iex> PhoenixKit.Modules.Emails.Event.get_event!(123)
%PhoenixKit.Modules.Emails.Event{}

iex> PhoenixKit.Modules.Emails.Event.get_event!(999)
** (Ecto.NoResultsError)

  



  
    
      
    
    
      get_event_stats(start_date, end_date)



        
          
        

    

  


  

Gets event statistics for a time period.
Examples
iex> PhoenixKit.Modules.Emails.Event.get_event_stats(start_date, end_date)
%{delivery: 1450, bounce: 30, open: 800, click: 200, complaint: 5}

  



  
    
      
    
    
      get_geo_distribution(event_type, start_date, end_date)



        
          
        

    

  


  

Gets geographic distribution of events.
Examples
iex> PhoenixKit.Modules.Emails.Event.get_geo_distribution("open", start_date, end_date)
%{"US" => 500, "CA" => 200, "UK" => 150}

  



  
    
      
    
    
      get_latest_event_by_type(email_log_uuid, event_type)



        
          
        

    

  


  

Gets the most recent event of a specific type for an email log.
Examples
iex> PhoenixKit.Modules.Emails.Event.get_latest_event_by_type(email_log_uuid, "open")
%PhoenixKit.Modules.Emails.Event{}

  



    

  
    
      
    
    
      get_top_clicked_links(start_date, end_date, limit \\ 10)



        
          
        

    

  


  

Gets the most clicked links for a time period.
Examples
iex> PhoenixKit.Modules.Emails.Event.get_top_clicked_links(start_date, end_date, 10)
[%{url: "https://example.com/product", clicks: 150}, ...]

  



  
    
      
    
    
      has_event_type?(email_log_uuid, event_type)



        
          
        

    

  


  

Checks if an event of a specific type exists for an email log.
Examples
iex> PhoenixKit.Modules.Emails.Event.has_event_type?(email_log_uuid, "open")
true

  



  
    
      
    
    
      update_event(email_event, attrs)



        
          
        

    

  


  

Updates an email event.
Examples
iex> PhoenixKit.Modules.Emails.Event.update_event(event, %{event_data: %{updated: true}})
{:ok, %PhoenixKit.Modules.Emails.Event{}}

  


        

      


  

    
PhoenixKit.Modules.Emails.EventTracker behaviour
    



      
Behaviour every provider delivery-event tracker implements (SES, Brevo,
future Mailgun/…). See
dev_docs/specs/2026-07-26-email-event-tracking-universalization-spec.md
§4.1 for the full design rationale.
The lifecycle invariant every registered tracker must satisfy:
iff should_run?/1 (== eligible?/1 and enabled?/1), exactly one
self-scheduling Oban chain is queued for worker/1; otherwise none.

EventTrackerReconciler is what actually enforces this — a tracker
only needs to answer the callbacks below honestly.
eligible?/1 vs enabled?/1 — not the same gate
eligible?/1 folds every feature/source gate: "does a working event
source exist for this provider at all". enabled?/1 is only the
operator's polling on/off switch. Conflating them was the SES poller's
original bug (SQSPollingJob.should_poll?/0 gates on three things —
Emails.enabled?(), email_ses_events, AND sqs_polling_enabled — not
two): email_ses_events is a feature flag ("is SES event tracking a
thing here at all"), which belongs in eligible?/1, not folded into
the polling toggle. Getting this split right is what lets the admin
panel (P2) distinguish "Idle — no integration" (eligible? false) from
"Off" (enabled? false) as genuinely different states.
The one sanctioned exception: SES turning email_ses_events ON
The split above says an eligibility flag must not move with the
operator's toggle. SQSPollingManager.enable_polling/0 moves one
anyway: it writes email_ses_events to true alongside
sqs_polling_enabled. That is a deliberate exception, not a leak of
the old conflation, and it is one-directional.
The reason is a dead end an operator could not see out of. Both flags
are needed before SES events arrive, but they live in two different
settings sections; an install where email_ses_events had been
switched off answered a freshly flipped Tracking toggle with "Idle —
no integration" and no hint that the missing piece was a checkbox on
another page. Enabling states an intent about the install ("SES
event tracking is a thing here"), which the eligibility flag is
exactly the right place to record — so enabling asserts it rather
than demanding the operator find it.
disable_polling/0 does NOT clear the flag, and must not start. Three
reasons: "stop polling for now" is a statement about the operator, not
about the install, so the eligibility answer is unchanged; the same
flag gates the SNS webhook path (Emails.Web.WebhookController),
which does not poll anything and would go silent for no stated reason;
and clearing it would erase the difference between an install that
never tracked SES and one that paused. The flag keeps its own toggle
on the Email Tracking page (Web.EmailTracking, not the settings
section of the same name) for an operator who does mean
"no SES events at all".
The narrow shape of the exception is what keeps state/1 honest: an
eligibility flag may be asserted by an operator action that logically
implies it, never retracted by one that does not.

      


      
        Summary


  
    Types
  


    
      
        state()

      


        The admin panel's four-word state vocabulary (spec §5).



    


    
      
        t()

      


        A tracker module implementing this behaviour.



    





  
    Callbacks
  


    
      
        accounts()

      


        Per-integration opt-out list for the admin panel's Accounts column:
{uuid, name, polled?} for every currently-active account. Optional
— only define this if the provider has a genuine multi-account opt-out
concept (Brevo does; SES doesn't). A tracker that skips it gets nil
(see accounts/1), which the panel reads as "not applicable" and
renders as a plain placeholder in the Accounts cell rather than a
checkbox list.



    


    
      
        eligible?()

      


        Is there a working event source this tracker can poll right now? Folds
every feature/source gate (integration presence, feature flags) —
everything EXCEPT the operator's polling on/off switch.



    


    
      
        enabled?()

      


        The operator's polling master toggle only (not eligibility).



    


    
      
        integration_count()

      


        Admin panel's Integration-column count ("2 active integrations").
Optional — trackers without a working default (there isn't one:
every tracker has some meaningful count) may still skip it; a
tracker that doesn't define this gets 1/0 from eligible?/0
instead (see integration_count/1). Defining it explicitly is
strongly recommended whenever "how many" means something more precise
than a bare yes/no (Brevo's multi-account case).



    


    
      
        interval_ms()

      


        Cadence (ms) the next self-schedule should use — the tracker's own configured interval.



    


    
      
        label()

      


        Human-readable name for the admin panel ("Amazon SES", "Brevo").



    


    
      
        last_polled_at()

      


        This tracker's own durable "last completed cycle" timestamp, when it
keeps one. Optional — a tracker that skips it falls back to the
generic Oban-history derivation (see last_polled_at/1), which is
correct but only as long as the completed job still exists. Define
this whenever the tracker's polling interval can outlive
Oban.Plugins.Pruner's max_age (Brevo's floor alone is 30s against
a 60s default), or the panel's Last-poll column reads "Never polled
yet" for a perfectly healthy chain.



    


    
      
        min_interval_ms()

      


        The floor set_polling_interval/1 (the informal Manager API — see
EventTrackerRegistry) enforces for this tracker, e.g. SES's 1_000
vs Brevo's 30_000 (a lower bound driven by the provider's own API,
not a policy choice this behaviour makes). Not optional — every
tracker's interval editor needs some real floor to show as the
input's client-side min; a wrong/missing one either lets an operator
type a value the server will reject anyway, or falsely floors a
provider that could safely poll faster (dual-review P2 fix 2/5).



    


    
      
        poll_cycle(context)

      


        Run one poll cycle synchronously, outside of Oban's own scheduling —
for callers that want an immediate, in-process cycle (e.g. a future
admin panel "Poll now" action) rather than queueing a job. Delegates to
the existing *PollingJob.perform/1 logic; the self-scheduling job/
worker itself is unchanged by this behaviour.



    


    
      
        provider_kind()

      


        The discriminator — matches SendProfile.provider_kind ("aws_ses", "brevo_api", …).



    


    
      
        settings_component()

      


        The Phoenix.LiveComponent rendering this tracker's own provider-specific
settings, shown inside its expanded row in the "Delivery event tracking"
panel. Optional — a tracker that skips it (or returns nil) gets a
plain "no separate settings" note instead (see settings_component/1).



    


    
      
        toggle_account_polling(uuid)

      


        Flips one integration's polling opt-out (see accounts/0). Optional
— a tracker that skips it (because it skipped accounts/0 too) gets a
safe no-op (see toggle_account_polling/2) instead of an
UndefinedFunctionError from a stale/forged panel action.



    


    
      
        worker()

      


        The Oban worker module backing this tracker's self-scheduling chain.



    





  
    Functions
  


    
      
        accounts(tracker)

      


        accounts/0 if the tracker defines it, otherwise nil ("not
applicable" — no per-integration opt-out concept for this provider).



    


    
      
        integration_count(tracker)

      


        integration_count/0 if the tracker defines it, otherwise a safe
default derived from eligible?/0 (1 when eligible, 0 when not) —
the single guarded call site the admin panel uses, so a tracker that
skips the optional callback can never crash the panel (spec #56 P2
review: this used to be called unconditionally from the panel itself).



    


    
      
        last_polled_at(tracker)

      


        Timestamp this tracker's chain last finished a cycle: the tracker's own
last_polled_at/0 when it defines that optional callback, otherwise
derived generically from Oban's own job history (the last completed
job for worker/0), which needs zero extra plumbing per tracker. A
no-op cycle (nothing to fetch) still completes normally either way, so
this reads as "the chain is alive and ticking", matching what the
per-provider *_last_polled_at settings already intended.



    


    
      
        pending_jobs_count(tracker)

      


        Oban job count for this tracker's worker/0, across exactly
available|scheduled|executing — the "is a chain alive" health check
(spec §5's "Queued" column and state/1's :stalled detection both
use this; never queued-only, see state/1's moduledoc).



    


    
      
        settings_component(tracker)

      


        settings_component/0 if the tracker defines it, otherwise nil — the
single guarded call site the panel uses, so a provider with no settings
of its own (and a Mailgun implementation that never heard of this
callback) renders the "no separate settings" note rather than crashing
the panel with an UndefinedFunctionError.



    


    
      
        should_run?(tracker)

      


        eligible?() and enabled?() — the single condition the reconciler
enforces "exactly one chain" against. Not a callback (every tracker
gets this for free from the two it does implement) — takes the tracker
MODULE, not an instance, since trackers are stateless behaviours.



    


    
      
        state(tracker)

      


        Derives the admin panel's State column — exactly one of :active,
:idle_no_integration, :off, :stalled (spec §5).



    


    
      
        toggle_account_polling(tracker, uuid)

      


        toggle_account_polling/1 if the tracker defines it, otherwise a
no-op success — guards against a stale or forged panel action
targeting a tracker with no opt-out concept (e.g. SES) ever reaching
an undefined function and crashing the LiveView.



    





      


      
        Types


        


  
    
      
    
    
      state()



        
          
        

    

  


  

      

          @type state() :: :active | :idle_no_integration | :off | :stalled


      


The admin panel's four-word state vocabulary (spec §5).

  



  
    
      
    
    
      t()



        
          
        

    

  


  

      

          @type t() :: module()


      


A tracker module implementing this behaviour.

  


        

      

      
        Callbacks


        


  
    
      
    
    
      accounts()


        (optional)


        
          
        

    

  


  

      

          @callback accounts() :: [{uuid :: String.t(), name :: String.t(), polled? :: boolean()}]


      


Per-integration opt-out list for the admin panel's Accounts column:
{uuid, name, polled?} for every currently-active account. Optional
— only define this if the provider has a genuine multi-account opt-out
concept (Brevo does; SES doesn't). A tracker that skips it gets nil
(see accounts/1), which the panel reads as "not applicable" and
renders as a plain placeholder in the Accounts cell rather than a
checkbox list.

  



  
    
      
    
    
      eligible?()



        
          
        

    

  


  

      

          @callback eligible?() :: boolean()


      


Is there a working event source this tracker can poll right now? Folds
every feature/source gate (integration presence, feature flags) —
everything EXCEPT the operator's polling on/off switch.

  



  
    
      
    
    
      enabled?()



        
          
        

    

  


  

      

          @callback enabled?() :: boolean()


      


The operator's polling master toggle only (not eligibility).

  



  
    
      
    
    
      integration_count()


        (optional)


        
          
        

    

  


  

      

          @callback integration_count() :: non_neg_integer()


      


Admin panel's Integration-column count ("2 active integrations").
Optional — trackers without a working default (there isn't one:
every tracker has some meaningful count) may still skip it; a
tracker that doesn't define this gets 1/0 from eligible?/0
instead (see integration_count/1). Defining it explicitly is
strongly recommended whenever "how many" means something more precise
than a bare yes/no (Brevo's multi-account case).

  



  
    
      
    
    
      interval_ms()



        
          
        

    

  


  

      

          @callback interval_ms() :: pos_integer()


      


Cadence (ms) the next self-schedule should use — the tracker's own configured interval.

  



  
    
      
    
    
      label()



        
          
        

    

  


  

      

          @callback label() :: String.t()


      


Human-readable name for the admin panel ("Amazon SES", "Brevo").

  



  
    
      
    
    
      last_polled_at()


        (optional)


        
          
        

    

  


  

      

          @callback last_polled_at() :: DateTime.t() | nil


      


This tracker's own durable "last completed cycle" timestamp, when it
keeps one. Optional — a tracker that skips it falls back to the
generic Oban-history derivation (see last_polled_at/1), which is
correct but only as long as the completed job still exists. Define
this whenever the tracker's polling interval can outlive
Oban.Plugins.Pruner's max_age (Brevo's floor alone is 30s against
a 60s default), or the panel's Last-poll column reads "Never polled
yet" for a perfectly healthy chain.

  



  
    
      
    
    
      min_interval_ms()



        
          
        

    

  


  

      

          @callback min_interval_ms() :: pos_integer()


      


The floor set_polling_interval/1 (the informal Manager API — see
EventTrackerRegistry) enforces for this tracker, e.g. SES's 1_000
vs Brevo's 30_000 (a lower bound driven by the provider's own API,
not a policy choice this behaviour makes). Not optional — every
tracker's interval editor needs some real floor to show as the
input's client-side min; a wrong/missing one either lets an operator
type a value the server will reject anyway, or falsely floors a
provider that could safely poll faster (dual-review P2 fix 2/5).

  



  
    
      
    
    
      poll_cycle(context)



        
          
        

    

  


  

      

          @callback poll_cycle(context :: map()) :: :ok | {:error, term()}


      


Run one poll cycle synchronously, outside of Oban's own scheduling —
for callers that want an immediate, in-process cycle (e.g. a future
admin panel "Poll now" action) rather than queueing a job. Delegates to
the existing *PollingJob.perform/1 logic; the self-scheduling job/
worker itself is unchanged by this behaviour.

  



  
    
      
    
    
      provider_kind()



        
          
        

    

  


  

      

          @callback provider_kind() :: String.t()


      


The discriminator — matches SendProfile.provider_kind ("aws_ses", "brevo_api", …).

  



  
    
      
    
    
      settings_component()


        (optional)


        
          
        

    

  


  

      

          @callback settings_component() :: module() | nil


      


The Phoenix.LiveComponent rendering this tracker's own provider-specific
settings, shown inside its expanded row in the "Delivery event tracking"
panel. Optional — a tracker that skips it (or returns nil) gets a
plain "no separate settings" note instead (see settings_component/1).
Only the module is returned, never {module, assigns}: the panel has no
provider-specific data to hand down, and the component is required to load
its own state in update/2 — a caller-supplied assigns map would be a
second source of truth for the same settings, and the panel would have to
know what every provider needs in order to build it.

  



  
    
      
    
    
      toggle_account_polling(uuid)


        (optional)


        
          
        

    

  


  

      

          @callback toggle_account_polling(uuid :: String.t()) :: {:ok, term()} | {:error, term()}


      


Flips one integration's polling opt-out (see accounts/0). Optional
— a tracker that skips it (because it skipped accounts/0 too) gets a
safe no-op (see toggle_account_polling/2) instead of an
UndefinedFunctionError from a stale/forged panel action.

  



  
    
      
    
    
      worker()



        
          
        

    

  


  

      

          @callback worker() :: module()


      


The Oban worker module backing this tracker's self-scheduling chain.

  


        

      

      
        Functions


        


  
    
      
    
    
      accounts(tracker)



        
          
        

    

  


  

      

          @spec accounts(t()) :: [{String.t(), String.t(), boolean()}] | nil


      


accounts/0 if the tracker defines it, otherwise nil ("not
applicable" — no per-integration opt-out concept for this provider).

  



  
    
      
    
    
      integration_count(tracker)



        
          
        

    

  


  

      

          @spec integration_count(t()) :: non_neg_integer()


      


integration_count/0 if the tracker defines it, otherwise a safe
default derived from eligible?/0 (1 when eligible, 0 when not) —
the single guarded call site the admin panel uses, so a tracker that
skips the optional callback can never crash the panel (spec #56 P2
review: this used to be called unconditionally from the panel itself).

  



  
    
      
    
    
      last_polled_at(tracker)



        
          
        

    

  


  

      

          @spec last_polled_at(t()) :: DateTime.t() | nil


      


Timestamp this tracker's chain last finished a cycle: the tracker's own
last_polled_at/0 when it defines that optional callback, otherwise
derived generically from Oban's own job history (the last completed
job for worker/0), which needs zero extra plumbing per tracker. A
no-op cycle (nothing to fetch) still completes normally either way, so
this reads as "the chain is alive and ticking", matching what the
per-provider *_last_polled_at settings already intended.
The Oban-history fallback is bounded by the Pruner
Oban.Plugins.Pruner deletes completed rows older than its
max_age (60s by default), so the fallback can only ever see a
cycle that finished inside that window — a tracker polling less
often than the Pruner keeps history reads as nil ("Never polled
yet") even while perfectly healthy. That is exactly why
last_polled_at/0 exists as a callback: SES's default 5s cadence
is comfortably inside any sane prune window, Brevo's 30s floor
(and realistically much longer) is not, so BrevoPollingManager
defines it against the durable brevo_last_polled_at setting its
job already writes every cycle.

  



  
    
      
    
    
      pending_jobs_count(tracker)



        
          
        

    

  


  

      

          @spec pending_jobs_count(t()) :: non_neg_integer()


      


Oban job count for this tracker's worker/0, across exactly
available|scheduled|executing — the "is a chain alive" health check
(spec §5's "Queued" column and state/1's :stalled detection both
use this; never queued-only, see state/1's moduledoc).

  



  
    
      
    
    
      settings_component(tracker)



        
          
        

    

  


  

      

          @spec settings_component(t()) :: module() | nil


      


settings_component/0 if the tracker defines it, otherwise nil — the
single guarded call site the panel uses, so a provider with no settings
of its own (and a Mailgun implementation that never heard of this
callback) renders the "no separate settings" note rather than crashing
the panel with an UndefinedFunctionError.

  



  
    
      
    
    
      should_run?(tracker)



        
          
        

    

  


  

      

          @spec should_run?(t()) :: boolean()


      


eligible?() and enabled?() — the single condition the reconciler
enforces "exactly one chain" against. Not a callback (every tracker
gets this for free from the two it does implement) — takes the tracker
MODULE, not an instance, since trackers are stateless behaviours.

  



  
    
      
    
    
      state(tracker)



        
          
        

    

  


  

      

          @spec state(t()) :: state()


      


Derives the admin panel's State column — exactly one of :active,
:idle_no_integration, :off, :stalled (spec §5).
:stalled (should_run? true, zero jobs across
available|scheduled|executing) is the one state that needs a false-
positive guard: a healthy chain inserts its own successor
synchronously inside perform, before returning, so at every point
in a normal cycle at least one row is executing (the current job,
which hasn't finished yet) or scheduled/available (its
already-inserted successor) — never both empty at once. Counting
executing (via pending_jobs_count/1) is what closes that window;
without it, reading queued-only states would flicker :stalled on
every single cycle. A transient miss beyond that (e.g. reconcile
hasn't run yet since a SendProfile was just added — no PubSub for
that today, spec §4.3) self-clears within one reconcile Cron tick;
this function makes no attempt to mask that window client-side, since
doing so would also hide a genuinely stalled chain.

  



  
    
      
    
    
      toggle_account_polling(tracker, uuid)



        
          
        

    

  


  

      

          @spec toggle_account_polling(t(), String.t()) :: {:ok, term()} | {:error, term()}


      


toggle_account_polling/1 if the tracker defines it, otherwise a
no-op success — guards against a stale or forged panel action
targeting a tracker with no opt-out concept (e.g. SES) ever reaching
an undefined function and crashing the LiveView.

  


        

      


  

    
PhoenixKit.Modules.Emails.EventTrackerReconcileWorker 
    



      
The correctness backbone of the tracker lifecycle (spec §4.3): a
low-frequency Oban Cron entry that calls
EventTrackerReconciler.reconcile/0 for every registered tracker.
The boot and settings-toggle reconcile calls are latency polish — they
make an eligibility/toggle change feel instant. This Cron tick is
what makes it correct no matter what: it is the only trigger that can
resurrect a chain that died or was never started (e.g. spec §1.1 —
a SendProfile change emits no PubSub today, so it's the dominant way
a newly-eligible Brevo tracker actually gets picked up without an
operator manually re-toggling).
Runs in its own :event_tracker_reconcile queue (not :sqs_polling/
:brevo_polling) — it must never be blocked behind either provider's
own chain.
Multi-node
Oban.Plugins.Cron is not node-scoped by default — on a multi-node
cluster, every node's Oban instance fires this Cron entry on its own
schedule, so a single tick can produce N concurrent perform/1 calls
(one per node), each running a full reconcile/0. This is safe and
cheap, not a bug to work around: reconcile/0 is idempotent and its
"ensure exactly one chain" step is enforced at the database by Oban's
own unique (spec §8a) — N simultaneous reconciles collapse to the
same single chain regardless. If a host genuinely needs only one node
running this Cron entry (e.g. to avoid N redundant reconcile queries
on a very large tracker registry), that requires a host-side node
filter (e.g. Oban.Plugins.Cron's own node-targeting options, or an
application-level leader check) — this worker itself does nothing to
enforce single-node execution.
Oban queue + cron configuration
Add to your config/config.exs:
config :your_app, Oban,
  queues: [
    event_tracker_reconcile: 1,
    # ... your other queues
  ],
  plugins: [
    Oban.Plugins.Pruner,
    Oban.Plugins.Lifeline,
    {Oban.Plugins.Cron,
     crontab: [
       {"*/2 * * * *", PhoenixKit.Modules.Emails.EventTrackerReconcileWorker}
     ]}
  ]
Why Oban.Plugins.Lifeline belongs in that list
Reconcile can only resurrect a chain it can see is dead.
EventTrackerReconciler.ensure_chain/1's unique covers :executing
(deliberately — see its own comment), so a job orphaned in :executing
by a node that died mid-cycle is a permanent conflict: reconcile never
inserts a successor, and EventTracker.state/1 — which counts
:executing too — keeps reporting :active / "Running normally" for a
tracker that has in fact stopped polling. Nothing in this package can
detect that from the outside; Oban.Plugins.Lifeline is what moves
orphaned rows back to :available, at which point the next tick here
behaves normally again. Oban.Plugins.Pruner is listed for the same
"don't paste a plugins: list that silently drops your existing ones"
reason, plus EventTracker.last_polled_at/1's own Pruner caveat.

      




  

    
PhoenixKit.Modules.Emails.EventTrackerReconciler 
    



      
Stateless reconcile — the single code path that starts/stops a
tracker's self-scheduling Oban chain, enforcing
EventTracker.should_run?/1. See spec §4.2/§4.3.
Not a GenServer (decision §9.1): the correctness backbone is the
periodic reconcile Cron (EventTrackerReconcileWorker), not a
long-lived orchestrator process. reconcile/0/reconcile_tracker/1
are plain functions, safe to call from anywhere (boot, a settings
toggle, the Cron tick, a future admin panel) — idempotent and
cluster-safe:
	"ensure exactly one chain" = an Oban unique insert — a genuinely
dead chain gets a fresh immediate job (schedule_in: 0); a chain
that's already alive (:available/:scheduled/:executing) hits
the unique conflict and is left completely untouched, its own
scheduled_at unchanged (no replace: — see ensure_chain/1's own
comment for why touching it would silently override the operator's
own polling interval). Enforced at the DATABASE by Oban's own
uniqueness, so two nodes reconciling simultaneously cannot create
two chains (spec §8a).
	"ensure none" = Oban.cancel_all_jobs/1 scoped to available/
scheduled only (never executing — a running cycle is never
interrupted; it dies on its own next time it checks should_run?/0
and doesn't self-reschedule, same mechanism SQSPollingJob/
BrevoPollingJob already rely on for the disable path — see #21).

A duplicate/racing insert at worst costs one extra no-op cycle
(should_run?/0's per-cycle gate inside the job itself is the real
safety net) — never two live chains.

      


      
        Summary


  
    Functions
  


    
      
        reconcile()

      


        Reconcile every registered tracker. Returns a list of
{tracker, result} pairs, result being whatever
reconcile_tracker/1 returns for that tracker — never raises on a
single tracker's failure (one broken tracker must not stop the rest
from reconciling).



    


    
      
        reconcile_tracker(tracker)

      


        Reconcile a single tracker against EventTracker.should_run?/1.



    





      


      
        Functions


        


  
    
      
    
    
      reconcile()



        
          
        

    

  


  

      

          @spec reconcile() :: [{module(), term()}]


      


Reconcile every registered tracker. Returns a list of
{tracker, result} pairs, result being whatever
reconcile_tracker/1 returns for that tracker — never raises on a
single tracker's failure (one broken tracker must not stop the rest
from reconciling).

  



  
    
      
    
    
      reconcile_tracker(tracker)



        
          
        

    

  


  

      

          @spec reconcile_tracker(module()) ::
  {:ok, Oban.Job.t() | :not_running} | {:error, term()}


      


Reconcile a single tracker against EventTracker.should_run?/1.
	should_run? == true → {:ok, %Oban.Job{}} (the chain's current job
— the existing one, untouched, if the chain is already alive; a
freshly inserted one, running immediately, if it wasn't).
	should_run? == false → {:ok, :not_running} (any queued job for
this tracker's worker was cancelled; a still-executing one is left
to finish and die on its own).
	{:error, reason} on an insert/cancel failure — logged, never
raised, so a single tracker's transient DB hiccup during a Cron tick
doesn't take down the rest.


  


        

      


  

    
PhoenixKit.Modules.Emails.EventTrackerRegistry 
    



      
Emails-local registry of EventTracker implementations — decision §9.2
(option B) of the universalization spec: trackers all live in
phoenix_kit_emails today (Mailgun would too), so a compile-time list
here is simpler than a core module-registry callback for a cross-module
need that doesn't exist yet. Revisit only if a tracker must ship from a
different package.
Adding a provider (e.g. Mailgun) is: implement EventTracker, add the
module here. EventTrackerReconciler and the admin panel (the
"Delivery event tracking" settings section) pick it up automatically —
no other wiring.
The admin panel also expects a duck-typed "Manager API"
A registered tracker module today is also its own Manager
(SQSPollingManager, BrevoPollingManager) — the admin panel calls a
few more functions on it that are not part of the formal
EventTracker behaviour (spec §3's "Manager API shared shape" was
always informal, this just extends that same convention):
	enable_polling/0, disable_polling/0 — the Tracking toggle.
	poll_now/0 — the Poll now action (forced one-off cycle, still
respects Emails.enabled?/0).
	set_polling_interval/1 — the per-tracker interval editor.

integration_count/0, accounts/0, toggle_account_polling/1 and
last_polled_at/0 ARE part of the formal EventTracker behaviour,
but declared @optional_callbacks — the panel never calls a tracker
module directly for these; it always goes through EventTracker. integration_count/1 / accounts/1 / toggle_account_polling/2 /
last_polled_at/1, which fall back to a safe default (or a no-op)
when a tracker skips them, so a Mailgun implementation that forgets
the Accounts-column extras can never crash the panel. See
EventTracker's own moduledoc for the exact defaults.

      


      
        Summary


  
    Functions
  


    
      
        trackers()

      


        Every registered EventTracker module.



    





      


      
        Functions


        


  
    
      
    
    
      trackers()



        
          
        

    

  


  

      

          @spec trackers() :: [module()]


      


Every registered EventTracker module.

  


        

      


  

    
PhoenixKit.Modules.Emails.Gettext 
    



      
Gettext backend for phoenix_kit_emails.
Owns the translation catalogues under priv/gettext/. Locale is set
per-request by the parent application; this module is only responsible
for looking msgids up against the active locale.
See guides/per-module-i18n.md in the phoenix_kit core guides for
the full setup and conventions.

      


      
        Summary


  
    Functions
  


    
      
        handle_missing_bindings(exception, incomplete)

      


        Callback implementation for Gettext.Backend.handle_missing_bindings/2.



    


    
      
        handle_missing_plural_translation(locale, domain, msgctxt, msgid, msgid_plural, n, bindings)

      


        Callback implementation for Gettext.Backend.handle_missing_plural_translation/7.



    


    
      
        handle_missing_translation(locale, domain, msgctxt, msgid, bindings)

      


        Callback implementation for Gettext.Backend.handle_missing_translation/5.



    





      


      
        Functions


        


  
    
      
    
    
      handle_missing_bindings(exception, incomplete)



        
          
        

    

  


  

Callback implementation for Gettext.Backend.handle_missing_bindings/2.

  



  
    
      
    
    
      handle_missing_plural_translation(locale, domain, msgctxt, msgid, msgid_plural, n, bindings)



        
          
        

    

  


  

Callback implementation for Gettext.Backend.handle_missing_plural_translation/7.

  



  
    
      
    
    
      handle_missing_translation(locale, domain, msgctxt, msgid, bindings)



        
          
        

    

  


  

Callback implementation for Gettext.Backend.handle_missing_translation/5.

  


        

      


  

    
PhoenixKit.Modules.Emails.Interceptor 
    



      
Email interceptor for logging outgoing emails in PhoenixKit.
This module provides functionality to intercept outgoing emails and create
comprehensive logs for tracking purposes. It integrates seamlessly with
the existing mailer system without disrupting email delivery.
Features
	Transparent Interception: Logs emails without affecting delivery
	Selective Logging: Respects sampling rate and system settings
	AWS SES Integration: Automatically adds configuration sets
	Rich Metadata Extraction: Captures headers, size, attachments
	User Context: Links emails to users when possible
	Template Recognition: Identifies email templates and campaigns

Integration
The interceptor is designed to be called by the mailer before sending:
# In PhoenixKit.Mailer.deliver_email/1
email = EmailInterceptor.intercept_before_send(email, opts)
# ... then send email normally
Configuration
The interceptor respects all email tracking system settings:
	Only logs if email_enabled is true
	Saves body based on email_save_body setting
	Applies sampling rate from email_sampling_rate
	Adds AWS SES configuration set if configured

Examples
# Basic interception
logged_email = PhoenixKit.Modules.Emails.Interceptor.intercept_before_send(email)

# With additional context
logged_email = PhoenixKit.Modules.Emails.Interceptor.intercept_before_send(email,
  user_uuid: "018f1234-5678-7890-abcd-ef1234567890",
  template_name: "welcome_email",
  campaign_id: "welcome_series"
)

# Check if email should be logged
if PhoenixKit.Modules.Emails.Interceptor.should_log_email?(email) do
  # Log the email
end

      


      
        Summary


  
    Functions
  


    
      
        add_tracking_headers(email, log, opts \\ [])

      


        Adds tracking headers to an email for identification.



    


    
      
        build_ses_headers(log, opts \\ [])

      


        Builds AWS SES specific tracking headers and configuration.



    


    
      
        create_email_log(email, opts \\ [])

      


        Creates an email log entry from a Swoosh.Email struct.



    


    
      
        detect_provider(email, opts \\ [])

      


        Extracts provider information from email or mailer configuration.



    


    
      
        intercept_before_send(email, opts \\ [])

      


        Intercepts an email before sending and creates a tracking log.



    


    
      
        should_log_email?(email, opts \\ [])

      


        Determines if an email should be logged based on system settings.



    


    
      
        update_after_failure(log, error)

      


        Updates an email log after send failure.



    


    
      
        update_after_send(log, provider_response \\ %{})

      


        Updates an email log after successful sending.



    





      


      
        Functions


        


    

  
    
      
    
    
      add_tracking_headers(email, log, opts \\ [])



        
          
        

    

  


  

Adds tracking headers to an email for identification.
Examples
iex> email_with_headers = PhoenixKit.Modules.Emails.Interceptor.add_tracking_headers(email, log, [])
%Swoosh.Email{headers: %{"X-PhoenixKit-Log-Id" => "123"}}

  



    

  
    
      
    
    
      build_ses_headers(log, opts \\ [])



        
          
        

    

  


  

Builds AWS SES specific tracking headers and configuration.
Examples
iex> PhoenixKit.Modules.Emails.Interceptor.build_ses_headers(log, [])
%{"X-SES-CONFIGURATION-SET" => "my-tracking-set"}

  



    

  
    
      
    
    
      create_email_log(email, opts \\ [])



        
          
        

    

  


  

Creates an email log entry from a Swoosh.Email struct.
Examples
iex> PhoenixKit.Modules.Emails.Interceptor.create_email_log(email, user_uuid: "018f1234-5678-7890-abcd-ef1234567890")
{:ok, %Log{}}

  



    

  
    
      
    
    
      detect_provider(email, opts \\ [])



        
          
        

    

  


  

Extracts provider information from email or mailer configuration.
Examples
iex> PhoenixKit.Modules.Emails.Interceptor.detect_provider(email, [])
"aws_ses"

  



    

  
    
      
    
    
      intercept_before_send(email, opts \\ [])



        
          
        

    

  


  

Intercepts an email before sending and creates a tracking log.
Returns the email (potentially modified with tracking headers) and
creates a log entry if tracking is enabled.
Options
	:user_uuid - Associate with a specific user
	:template_name - Name of the email template
	:campaign_id - Campaign identifier for grouping
	:provider - Override provider detection
	:configuration_set - Override AWS SES configuration set
	:message_tags - Additional tags for the email

Examples
iex> email = new() |> to("user@example.com") |> from("app@example.com")
iex> PhoenixKit.Modules.Emails.Interceptor.intercept_before_send(email, user_uuid: "018f1234-5678-7890-abcd-ef1234567890")
%Swoosh.Email{headers: %{"X-PhoenixKit-Log-Id" => "456"}}

  



    

  
    
      
    
    
      should_log_email?(email, opts \\ [])



        
          
        

    

  


  

Determines if an email should be logged based on system settings.
Considers sampling rate, system enablement, and email characteristics.
Examples
iex> PhoenixKit.Modules.Emails.Interceptor.should_log_email?(email)
true

  



  
    
      
    
    
      update_after_failure(log, error)



        
          
        

    

  


  

Updates an email log after send failure.
Writes failed_at and records a failed event alongside the status, because
the admin list does not read status at all: <.email_activity_badges> builds
its badges from event rows and timestamp columns. A log with status: "failed"
and no failed_at therefore renders with only its send badge — the list says
the message was sent while the detail page says it failed. Log.mark_as_failed/3
always wrote both; this path did not, and it is the path every retry-exhausted
queue job takes.
Unlike mark_as_failed/3 this also bumps retry_count, which is why it stays a
separate function rather than delegating.
Examples
iex> PhoenixKit.Modules.Emails.Interceptor.update_after_failure(log, error)
{:ok, %Log{}}

  



    

  
    
      
    
    
      update_after_send(log, provider_response \\ %{})



        
          
        

    

  


  

Updates an email log after successful sending.
This is called after the email provider confirms the send.
Examples
iex> PhoenixKit.Modules.Emails.Interceptor.update_after_send(log, provider_response)
{:ok, %Log{}}

  


        

      


  

    
PhoenixKit.Modules.Emails.Log 
    



      
Email logging for PhoenixKit - comprehensive logging in a single module.
This module provides both the Ecto schema definition and business logic for
managing emails. It includes email creation tracking, status updates,
event relationships, and analytics functions.
Schema Fields
	message_id: Internal unique identifier (pk_XXXXX format) generated before sending (required, unique)
	aws_message_id: AWS SES message ID from provider response (optional, unique when present)
	to: Recipient email address (required)
	from: Sender email address (required)
	subject: Email subject line
	headers: JSONB map of email headers (without duplication)
	body_preview: Preview of email content (first 500+ characters)
	body_full: Complete email body content (optional, settings-controlled)
	template_name: Name/identifier of email template used
	campaign_id: Campaign or group identifier for analytics
	attachments_count: Number of email attachments
	size_bytes: Total email size in bytes
	retry_count: Number of send retry attempts
	error_message: Error message if sending failed
	status: Current status (queued, sent, delivered, bounced, opened, clicked, failed, etc.)
	queued_at: Timestamp when email was queued for sending
	sent_at: Timestamp when email was sent
	delivered_at: Timestamp when email was delivered (from provider)
	rejected_at: Timestamp when email was rejected by provider
	failed_at: Timestamp when email send failed
	delayed_at: Timestamp when email delivery was delayed
	bounced_at: Timestamp when email bounced
	complained_at: Timestamp when spam complaint was received
	opened_at: Timestamp when email was first opened
	clicked_at: Timestamp when first link was clicked
	configuration_set: AWS SES configuration set used
	message_tags: JSONB tags for grouping and analytics
	provider: Email provider used (aws_ses, smtp, local, etc.)

Message ID Strategy
PhoenixKit uses a dual message ID strategy to handle the lifecycle of email tracking:
1. Internal Message ID (message_id)
	Format: pk_XXXXX (PhoenixKit prefix + random hex)
	Generated: BEFORE email is sent (in EmailInterceptor)
	Purpose: Primary identifier for database operations
	Uniqueness: Always unique, never null
	Usage: Used in logs, events, and internal correlation

2. AWS SES Message ID (aws_message_id)
	Format: Provider-specific (e.g., AWS SES format)
	Generated: AFTER email is sent (from provider response)
	Purpose: Correlation with AWS SES events (SNS/SQS)
	Uniqueness: Unique when present, nullable
	Usage: Used to match SQS events to email logs

Workflow
1. Email Created
   └─> EmailInterceptor generates message_id (pk_12345)
   └─> EmailLog created with message_id = "pk_12345"
   └─> aws_message_id = nil (not yet sent)

2. Email Sent via AWS SES
   └─> AWS returns MessageId = "0102abc-def-ghi"
   └─> EmailInterceptor updates:
       - message_id stays "pk_12345" (unchanged)
       - aws_message_id = "0102abc-def-ghi"
       - message_tags stores both for debugging

3. SQS Event Received
   └─> Event contains AWS MessageId = "0102abc-def-ghi"
   └─> SQSProcessor searches:
       a) First by message_id (if starts with pk_)
       b) Then by aws_message_id field
       c) Then in headers/metadata
   └─> Updates EmailLog and creates EmailEvent
Benefits of Dual Strategy
	Early Tracking: Can create logs before provider response
	Event Correlation: AWS message_id links to SQS events
	Robustness: Multiple search strategies prevent missed events
	Debugging: Both IDs stored in message_tags for troubleshooting
	No Duplication: Partial unique index prevents duplicate aws_message_id

Search Priority in SQSProcessor
# 1. Direct message_id search (for internal IDs)
get_log_by_message_id(message_id)

# 2. AWS message_id field search (for provider IDs)
find_by_aws_message_id(aws_message_id)
Database Constraints
	message_id: UNIQUE NOT NULL
	aws_message_id: PARTIAL UNIQUE (WHERE aws_message_id IS NOT NULL)
	Composite index: (message_id, aws_message_id) for fast correlation

Core Functions
Email Log Management
	list_logs/1 - Get emails with optional filters
	get_log!/1 - Get an email log by ID (raises if not found)
	get_log_by_message_id/1 - Get log by message ID from provider
	create_log/1 - Create a new email log
	update_log/2 - Update an existing email log
	update_status/2 - Update log status with timestamp
	delete_log/1 - Delete an email log

Status Management
	mark_as_queued/1 - Mark email as queued with timestamp
	mark_as_sent/1 - Mark email as sent with timestamp
	mark_as_delivered/2 - Mark email as delivered with timestamp
	mark_as_bounced/3 - Mark as bounced with bounce type and reason
	mark_as_rejected/2 - Mark as rejected by provider
	mark_as_failed/2 - Mark as failed with error reason
	mark_as_delayed/2 - Mark as delayed with delay information
	mark_as_opened/2 - Mark as opened with timestamp
	mark_as_clicked/3 - Mark as clicked with link and timestamp

Analytics Functions
	get_stats_for_period/2 - Get statistics for date range
	get_campaign_stats/1 - Get statistics for specific campaign
	get_engagement_metrics/1 - Calculate open/click rates
	get_provider_performance/1 - Provider-specific metrics
	get_bounce_analysis/1 - Detailed bounce analysis

System Functions
	cleanup_old_logs/1 - Remove logs older than specified days
	compress_old_bodies/1 - Compress body_full for old emails
	get_logs_for_archival/1 - Get logs ready for archival

Usage Examples
# Create a new email log
{:ok, log} = PhoenixKit.Modules.Emails.Log.create_log(%{
  message_id: "msg-abc123",
  to: "user@example.com",
  from: "noreply@myapp.com",
  subject: "Welcome to MyApp",
  template_name: "welcome_email",
  campaign_id: "welcome_series",
  provider: "aws_ses"
})

# Update status when delivered
{:ok, updated_log} = PhoenixKit.Modules.Emails.Log.mark_as_delivered(
  log, UtilsDate.utc_now()
)

# Get campaign statistics
stats = PhoenixKit.Modules.Emails.Log.get_campaign_stats("newsletter_2024")

      


      
        Summary


  
    Types
  


    
      
        t()

      


    





  
    Functions
  


    
      
        changeset(email_log, attrs)

      


        Creates a changeset for email log creation and updates.



    


    
      
        cleanup_old_logs(days_old \\ 90, opts \\ [])

      


        Removes emails older than specified number of days.



    


    
      
        compress_old_bodies(days_old \\ 30)

      


        Compresses body_full field for logs older than specified days.
Sets body_full to nil to save storage space while keeping body_preview.



    


    
      
        count_logs(filters \\ %{})

      


        Counts emails with optional filtering (without loading all records).



    


    
      
        count_unarchived_past_retention(days_old)

      


        Counts logs past the retention cutoff that archival has not shipped yet.



    


    
      
        create_log(attrs \\ %{})

      


        Creates an email log.



    


    
      
        delete_log(email_log)

      


        Deletes an email log.



    


    
      
        email_format_regex()

      


        The address format this schema accepts.



    


    
      
        exists_by_any_message_id?(message_id)

      


        Whether any log matches message_id on either the internal message_id
or the provider aws_message_id column.



    


    
      
        find_by_aws_message_id(aws_message_id)

      


        Finds an email log by AWS message ID.



    


    
      
        get_campaign_stats(campaign_id)

      


        Gets statistics for a specific campaign.



    


    
      
        get_daily_delivery_trends(period \\ :last_7_days)

      


        Gets daily delivery trend data for charts.



    


    
      
        get_engagement_metrics(period \\ :last_30_days)

      


        Gets engagement metrics for analysis.



    


    
      
        get_log(id)

      


        Gets a single email log by ID or UUID.



    


    
      
        get_log!(id)

      


        Same as get_log/1, but raises Ecto.NoResultsError if not found.



    


    
      
        get_log_by_message_id(message_id)

      


        Gets a single email log by message ID from the email provider.



    


    
      
        get_logs_for_archival(days_old \\ 90)

      


        Gets logs ready for archival to external storage.



    


    
      
        get_provider_performance(period \\ :last_7_days)

      


        Gets provider-specific performance metrics.



    


    
      
        get_stats_for_period(start_date, end_date)

      


        Gets statistics for a specific time period.



    


    
      
        list_logs(filters \\ %{})

      


        Returns a list of emails with optional filters.



    


    
      
        mark_archived(log_uuids, s3_key, archived_at \\ nil)

      


        Stamps a batch of logs as archived to s3_key.



    


    
      
        mark_as_bounced(email_log, bounce_type, reason \\ nil)

      


        Marks an email as bounced with type and reason.



    


    
      
        mark_as_clicked(email_log, link_url, clicked_at \\ nil)

      


        Marks an email as clicked with link URL and timestamp.



    


    
      
        mark_as_delayed(email_log, delay_info \\ nil, delayed_at \\ nil)

      


        Marks an email as delayed with delay information.



    


    
      
        mark_as_delivered(email_log, delivered_at \\ nil)

      


        Marks an email as delivered with timestamp.



    


    
      
        mark_as_failed(email_log, reason, failed_at \\ nil)

      


        Marks an email as failed with error reason.



    


    
      
        mark_as_opened(email_log, opened_at \\ nil)

      


        Marks an email as opened with timestamp.



    


    
      
        mark_as_queued(email_log, queued_at \\ nil)

      


        Marks an email as queued with timestamp.



    


    
      
        mark_as_rejected(email_log, reason, rejected_at \\ nil)

      


        Marks an email as rejected by provider with reason.



    


    
      
        mark_as_sent(email_log, sent_at \\ nil)

      


        Marks an email as sent with timestamp.



    


    
      
        update_log(email_log, attrs)

      


        Updates an email log.



    


    
      
        update_status(email_log, status)

      


        Updates the status of an email log.



    





      


      
        Types


        


  
    
      
    
    
      t()



        
          
        

    

  


  

      

          @type t() :: %PhoenixKit.Modules.Emails.Log{
  __meta__: term(),
  archived_at: term(),
  attachments_count: term(),
  aws_message_id: term(),
  body_full: term(),
  body_preview: term(),
  bounced_at: term(),
  campaign_id: term(),
  clicked_at: term(),
  complained_at: term(),
  configuration_set: term(),
  delayed_at: term(),
  delivered_at: term(),
  error_message: term(),
  events: term(),
  failed_at: term(),
  from: term(),
  headers: term(),
  inserted_at: term(),
  integration_uuid: term(),
  locale: term(),
  message_id: term(),
  message_tags: term(),
  opened_at: term(),
  provider: term(),
  queued_at: term(),
  rejected_at: term(),
  retry_count: term(),
  s3_key: term(),
  sent_at: term(),
  size_bytes: term(),
  status: term(),
  subject: term(),
  template_name: term(),
  to: term(),
  updated_at: term(),
  user: term(),
  user_uuid: term(),
  uuid: term()
}


      



  


        

      

      
        Functions


        


  
    
      
    
    
      changeset(email_log, attrs)



        
          
        

    

  


  

Creates a changeset for email log creation and updates.
Validates required fields and ensures data consistency.
Automatically sets sent_at on new records if not provided.

  



    

    

  
    
      
    
    
      cleanup_old_logs(days_old \\ 90, opts \\ [])



        
          
        

    

  


  

Removes emails older than specified number of days.
Examples
iex> PhoenixKit.Modules.Emails.Log.cleanup_old_logs(90)
{5, nil}  # Deleted 5 records

  



    

  
    
      
    
    
      compress_old_bodies(days_old \\ 30)



        
          
        

    

  


  

Compresses body_full field for logs older than specified days.
Sets body_full to nil to save storage space while keeping body_preview.
Examples
iex> PhoenixKit.Modules.Emails.Log.compress_old_bodies(30)
{12, nil}  # Compressed 12 records

  



    

  
    
      
    
    
      count_logs(filters \\ %{})



        
          
        

    

  


  

Counts emails with optional filtering (without loading all records).
Parameters
	filters - Map of filters to apply (optional)

Examples
iex> PhoenixKit.Modules.Emails.Log.count_logs(%{status: "bounced"})
42

  



  
    
      
    
    
      count_unarchived_past_retention(days_old)



        
          
        

    

  


  

      

          @spec count_unarchived_past_retention(pos_integer()) :: non_neg_integer()


      


Counts logs past the retention cutoff that archival has not shipped yet.
Only ever called to explain why retention cleanup deleted nothing — a silent
hold-back looks exactly like a retention setting that stopped working.

  



    

  
    
      
    
    
      create_log(attrs \\ %{})



        
          
        

    

  


  

Creates an email log.
Examples
iex> PhoenixKit.Modules.Emails.Log.create_log(%{message_id: "abc", to: "user@test.com"})
{:ok, %PhoenixKit.Modules.Emails.Log{}}

iex> PhoenixKit.Modules.Emails.Log.create_log(%{message_id: ""})
{:error, %Ecto.Changeset{}}

  



  
    
      
    
    
      delete_log(email_log)



        
          
        

    

  


  

Deletes an email log.
Examples
iex> PhoenixKit.Modules.Emails.Log.delete_log(log)
{:ok, %PhoenixKit.Modules.Emails.Log{}}

iex> PhoenixKit.Modules.Emails.Log.delete_log(log)
{:error, %Ecto.Changeset{}}

  



  
    
      
    
    
      email_format_regex()



        
          
        

    

  


  

      

          @spec email_format_regex() :: Regex.t()


      


The address format this schema accepts.
Exposed because a from that fails it makes every insert fail — which the
interceptor logs and swallows — so the settings UI needs to warn about the
address before mail starts going out unrecorded. One definition, so the
warning cannot drift from the rule it warns about.

  



  
    
      
    
    
      exists_by_any_message_id?(message_id)



        
          
        

    

  


  

Whether any log matches message_id on either the internal message_id
or the provider aws_message_id column.
A cheap existence check — no preloads, no struct load — used to tell an
email this app actually sent from foreign mail before running the fuller
(preloading) lookup cascade. See BrevoPollingJob.process_event/1: on a
shared Brevo account most polled events are for mail this app never sent,
and this single indexed SELECT ... LIMIT 1 replaces the three
preloading queries the not-found path would otherwise run per event.

  



  
    
      
    
    
      find_by_aws_message_id(aws_message_id)



        
          
        

    

  


  

Finds an email log by AWS message ID.
This function looks for logs where the AWS SES message ID might be stored
in the message_id field after sending.
Examples
iex> PhoenixKit.Modules.Emails.Log.find_by_aws_message_id("abc123-aws")
{:ok, %PhoenixKit.Modules.Emails.Log{}}

iex> PhoenixKit.Modules.Emails.Log.find_by_aws_message_id("nonexistent")
{:error, :not_found}

  



  
    
      
    
    
      get_campaign_stats(campaign_id)



        
          
        

    

  


  

Gets statistics for a specific campaign.
Examples
iex> PhoenixKit.Modules.Emails.Log.get_campaign_stats("newsletter_2024")
%{total_sent: 500, delivery_rate: 96.0, open_rate: 25.0, click_rate: 5.0}

  



    

  
    
      
    
    
      get_daily_delivery_trends(period \\ :last_7_days)



        
          
        

    

  


  

Gets daily delivery trend data for charts.
Returns daily statistics optimized for chart visualization including
delivery trends and bounce patterns over the specified period.
Examples
iex> PhoenixKit.Modules.Emails.Log.get_daily_delivery_trends(:last_7_days)
%{
  labels: ["2024-09-01", "2024-09-02", ...],
  delivered: [120, 190, 300, ...],
  bounced: [5, 10, 15, ...]
}

  



    

  
    
      
    
    
      get_engagement_metrics(period \\ :last_30_days)



        
          
        

    

  


  

Gets engagement metrics for analysis.
Examples
iex> PhoenixKit.Modules.Emails.Log.get_engagement_metrics(:last_30_days)
%{avg_open_rate: 24.5, avg_click_rate: 4.2, engagement_trend: :increasing}

  



  
    
      
    
    
      get_log(id)



        
          
        

    

  


  

Gets a single email log by ID or UUID.
Accepts integer ID, UUID string, or string-formatted integer.
Examples
iex> PhoenixKit.Modules.Emails.Log.get_log(123)
%PhoenixKit.Modules.Emails.Log{}

iex> PhoenixKit.Modules.Emails.Log.get_log("550e8400-e29b-41d4-a716-446655440000")
%PhoenixKit.Modules.Emails.Log{}

iex> PhoenixKit.Modules.Emails.Log.get_log(999)
nil

  



  
    
      
    
    
      get_log!(id)



        
          
        

    

  


  

Same as get_log/1, but raises Ecto.NoResultsError if not found.
Examples
iex> PhoenixKit.Modules.Emails.Log.get_log!("018f1234-5678-7890-abcd-ef1234567890")
%PhoenixKit.Modules.Emails.Log{}

iex> PhoenixKit.Modules.Emails.Log.get_log!("00000000-0000-0000-0000-000000000000")
** (Ecto.NoResultsError)

  



  
    
      
    
    
      get_log_by_message_id(message_id)



        
          
        

    

  


  

Gets a single email log by message ID from the email provider.
Returns nil if not found.
Examples
iex> PhoenixKit.Modules.Emails.Log.get_log_by_message_id("msg-abc123")
%PhoenixKit.Modules.Emails.Log{}

iex> PhoenixKit.Modules.Emails.Log.get_log_by_message_id("nonexistent")
nil

  



    

  
    
      
    
    
      get_logs_for_archival(days_old \\ 90)



        
          
        

    

  


  

Gets logs ready for archival to external storage.
Examples
iex> PhoenixKit.Modules.Emails.Log.get_logs_for_archival(90)
[%PhoenixKit.Modules.Emails.Log{}, ...]

  



    

  
    
      
    
    
      get_provider_performance(period \\ :last_7_days)



        
          
        

    

  


  

Gets provider-specific performance metrics.
Examples
iex> PhoenixKit.Modules.Emails.Log.get_provider_performance(:last_7_days)
%{"aws_ses" => %{delivered: 98.5, bounced: 1.5}, "smtp" => %{delivered: 95.0, bounced: 5.0}}

  



  
    
      
    
    
      get_stats_for_period(start_date, end_date)



        
          
        

    

  


  

Gets statistics for a specific time period.
Examples
iex> PhoenixKit.Modules.Emails.Log.get_stats_for_period(~U[2024-01-01 00:00:00Z], ~U[2024-01-31 23:59:59Z])
%{total_sent: 1500, delivered: 1450, bounced: 30, opened: 800, clicked: 200}

  



    

  
    
      
    
    
      list_logs(filters \\ %{})



        
          
        

    

  


  

Returns a list of emails with optional filters.
Filters
	:status - Filter by status (sent, delivered, bounced, etc.)
	:campaign_id - Filter by campaign
	:template_name - Filter by template
	:provider - Filter by email provider
	:from_date - Emails sent after this date
	:to_date - Emails sent before this date
	:recipient - Filter by recipient email (supports partial match)
	:user_uuid - Filter by associated user UUID
	:limit - Limit number of results (default: 50)
	:offset - Offset for pagination
	:preload - Associations to preload (default: []). The admin list does not
use :user/:events, so they are not preloaded by default to avoid loading
every event row for every listed log on the hot path.

Examples
iex> PhoenixKit.Modules.Emails.Log.list_logs(%{status: "bounced", limit: 10})
[%PhoenixKit.Modules.Emails.Log{}, ...]

  



    

  
    
      
    
    
      mark_archived(log_uuids, s3_key, archived_at \\ nil)



        
          
        

    

  


  

      

          @spec mark_archived([String.t()], String.t(), DateTime.t() | nil) ::
  {non_neg_integer(), nil}


      


Stamps a batch of logs as archived to s3_key.
Returns {updated_count, nil}. Only ever stamps rows that are still
unstamped, so a retry that overlaps a partially-recorded run cannot
overwrite the key of an object already written.

  



    

  
    
      
    
    
      mark_as_bounced(email_log, bounce_type, reason \\ nil)



        
          
        

    

  


  

Marks an email as bounced with type and reason.
Examples
iex> PhoenixKit.Modules.Emails.Log.mark_as_bounced(log, "hard", "No such user")
{:ok, %PhoenixKit.Modules.Emails.Log{}}

  



    

  
    
      
    
    
      mark_as_clicked(email_log, link_url, clicked_at \\ nil)



        
          
        

    

  


  

Marks an email as clicked with link URL and timestamp.
Examples
iex> PhoenixKit.Modules.Emails.Log.mark_as_clicked(log, "https://example.com", UtilsDate.utc_now())
{:ok, %PhoenixKit.Modules.Emails.Log{}}

  



    

    

  
    
      
    
    
      mark_as_delayed(email_log, delay_info \\ nil, delayed_at \\ nil)



        
          
        

    

  


  

Marks an email as delayed with delay information.
Examples
iex> PhoenixKit.Modules.Emails.Log.mark_as_delayed(log, "Temporary mailbox unavailable")
{:ok, %PhoenixKit.Modules.Emails.Log{}}

  



    

  
    
      
    
    
      mark_as_delivered(email_log, delivered_at \\ nil)



        
          
        

    

  


  

Marks an email as delivered with timestamp.
Examples
iex> PhoenixKit.Modules.Emails.Log.mark_as_delivered(log, UtilsDate.utc_now())
{:ok, %PhoenixKit.Modules.Emails.Log{}}

  



    

  
    
      
    
    
      mark_as_failed(email_log, reason, failed_at \\ nil)



        
          
        

    

  


  

Marks an email as failed with error reason.
Examples
iex> PhoenixKit.Modules.Emails.Log.mark_as_failed(log, "Connection timeout")
{:ok, %PhoenixKit.Modules.Emails.Log{}}

  



    

  
    
      
    
    
      mark_as_opened(email_log, opened_at \\ nil)



        
          
        

    

  


  

Marks an email as opened with timestamp.
Examples
iex> PhoenixKit.Modules.Emails.Log.mark_as_opened(log, UtilsDate.utc_now())
{:ok, %PhoenixKit.Modules.Emails.Log{}}

  



    

  
    
      
    
    
      mark_as_queued(email_log, queued_at \\ nil)



        
          
        

    

  


  

Marks an email as queued with timestamp.
Examples
iex> PhoenixKit.Modules.Emails.Log.mark_as_queued(log)
{:ok, %PhoenixKit.Modules.Emails.Log{}}

  



    

  
    
      
    
    
      mark_as_rejected(email_log, reason, rejected_at \\ nil)



        
          
        

    

  


  

Marks an email as rejected by provider with reason.
Examples
iex> PhoenixKit.Modules.Emails.Log.mark_as_rejected(log, "Invalid recipient")
{:ok, %PhoenixKit.Modules.Emails.Log{}}

  



    

  
    
      
    
    
      mark_as_sent(email_log, sent_at \\ nil)



        
          
        

    

  


  

Marks an email as sent with timestamp.
Examples
iex> PhoenixKit.Modules.Emails.Log.mark_as_sent(log)
{:ok, %PhoenixKit.Modules.Emails.Log{}}

  



  
    
      
    
    
      update_log(email_log, attrs)



        
          
        

    

  


  

Updates an email log.
Examples
iex> PhoenixKit.Modules.Emails.Log.update_log(log, %{status: "delivered"})
{:ok, %PhoenixKit.Modules.Emails.Log{}}

iex> PhoenixKit.Modules.Emails.Log.update_log(log, %{to: ""})
{:error, %Ecto.Changeset{}}

  



  
    
      
    
    
      update_status(email_log, status)



        
          
        

    

  


  

Updates the status of an email log.
Examples
iex> PhoenixKit.Modules.Emails.Log.update_status(log, "delivered")
{:ok, %PhoenixKit.Modules.Emails.Log{}}

  


        

      


  

    
PhoenixKit.Modules.Emails.Metrics 
    



      
Local metrics and analytics for PhoenixKit email tracking.
This module provides comprehensive metrics collection and analysis capabilities
for email performance, deliverability, and engagement tracking using the local database.
Features
	Engagement Analysis: Open rates, click rates, and engagement trends
	Geographic Analytics: Performance by region and country
	Provider Analysis: Deliverability by email provider (Gmail, Outlook, etc.)
	Campaign Performance: Top performing campaigns and templates
	Real-time Dashboards: Data for live monitoring dashboards
	Time Series Data: Historical trends and patterns

Usage Examples
# Get engagement metrics
engagement = PhoenixKit.Modules.Emails.Metrics.get_engagement_metrics(:last_7_days)

# Get geographic distribution
geo = PhoenixKit.Modules.Emails.Metrics.get_geographic_metrics(:last_30_days)

# Get dashboard data
dashboard = PhoenixKit.Modules.Emails.Metrics.get_dashboard_data(:last_30_days)

      


      
        Summary


  
    Functions
  


    
      
        get_dashboard_data(period \\ :last_7_days)

      


        Gets comprehensive dashboard data combining multiple metric sources.



    


    
      
        get_engagement_metrics(period \\ :last_7_days)

      


        Gets engagement metrics with trend analysis.



    


    
      
        get_geographic_metrics(event_type, period \\ :last_30_days)

      


        Gets geographic distribution of email engagement.



    


    
      
        get_metric_alerts(period \\ :last_24_hours)

      


        Checks metrics against thresholds and returns alerts.



    





      


      
        Functions


        


    

  
    
      
    
    
      get_dashboard_data(period \\ :last_7_days)



        
          
        

    

  


  

Gets comprehensive dashboard data combining multiple metric sources.
Returns data optimized for dashboard visualization with time series,
percentages, trends, and alerts.
Examples
iex> PhoenixKit.Modules.Emails.Metrics.get_dashboard_data(:last_7_days)
%{
  overview: %{
    total_sent: 5000,
    delivery_rate: 98.2,
    bounce_rate: 1.8,
    open_rate: 24.5,
    click_rate: 4.2
  },
  time_series: [...],
  alerts: [...],
  top_performers: [...]
}

  



    

  
    
      
    
    
      get_engagement_metrics(period \\ :last_7_days)



        
          
        

    

  


  

Gets engagement metrics with trend analysis.
Examples
iex> PhoenixKit.Modules.Emails.Metrics.get_engagement_metrics(:last_7_days)
%{
  open_rate: 24.5,
  click_rate: 4.2,
  engagement_score: 28.7,
  trend: :improving,
  daily_breakdown: [...]
}

  



    

  
    
      
    
    
      get_geographic_metrics(event_type, period \\ :last_30_days)



        
          
        

    

  


  

Gets geographic distribution of email engagement.
Examples
iex> PhoenixKit.Modules.Emails.Metrics.get_geographic_metrics("open", :last_30_days)
%{
  "US" => %{count: 500, percentage: 45.5},
  "CA" => %{count: 200, percentage: 18.2},
  "UK" => %{count: 150, percentage: 13.6}
}

  



    

  
    
      
    
    
      get_metric_alerts(period \\ :last_24_hours)



        
          
        

    

  


  

Checks metrics against thresholds and returns alerts.
Examples
iex> PhoenixKit.Modules.Emails.Metrics.get_metric_alerts(:last_24_hours)
[
  %{type: :high_bounce_rate, severity: :warning, value: 5.2, threshold: 5.0},
  %{type: :low_open_rate, severity: :info, value: 15.1, threshold: 20.0}
]

  


        

      


  

    
PhoenixKit.Modules.Emails.Migrations 
    



      
Module-owned versioned migrations for phoenix_kit_emails — the
decentralized-migrations protocol core's mix phoenix_kit.update
discovers via PhoenixKit.Module.migration_module/0:
current_version/0 + migrated_version_runtime/1 + idempotent up/1 +
version-aware down/1. PhoenixKit.Modules.Legal.Migrations is the
reference implementation this chain is shaped after — same situation, and
V1 here is the same kind of step: an ADOPTION, not a create.
Ownership history — read before touching
Every table this chain names was created by core, back when email
tracking still lived inside core, and today ships in core's squashed
V135 baseline (plus later deltas — see "Where the DDL comes from"). When
the module was extracted into this package the tables stayed in core's
chain, exactly as phoenix_kit_consent_logs did for
phoenix_kit_legal. So on every existing install the tables predate this
chain and CREATE TABLE IF NOT EXISTS finds them already there.
This chain moves ownership of their FUTURE shape here. It is deliberately
a TRANSITIONAL duplication: right now BOTH core's baseline and this
chain can create these tables, and the statements are written to be
shape-identical so that it does not matter which one wins. The next step
is a core release that stops creating them, after which this chain is
their only creator. See
dev_docs/reports/2026-08-12-emails-table-adoption.md for the full plan,
including the excluded-object protocol core's ExpectedSchema manifest
needs before that release.
What V1 is
V1 is an ADOPTION step plus exactly one shape change:
	Adoption. CREATE TABLE IF NOT EXISTS + ADD COLUMN IF NOT EXISTS + CREATE INDEX IF NOT EXISTS + guarded ADD CONSTRAINT for
the six tables this package owns. On an existing install every one of
them is a no-op and the only new object is the pke_schema:1 marker.
On a hypothetical future install whose core baseline no longer
creates them, the same statements create them — with core's exact
object names, column types, widths and defaults.
	One genuine change: a nullable integration_uuid (uuid) column
plus its index on phoenix_kit_email_logs. Before it, a log recorded
only the provider kind ("aws_ses", "brevo_api"), so with
several accounts of the same kind configured there was no way to tell
WHICH account sent a message — which is what per-account event
tracking needs (see PhoenixKit.Modules.Emails.AwsIntegrations).
Nullable because every pre-existing row genuinely has no known
account, and because the stamp is best-effort on the send path (see
PhoenixKit.Modules.Emails.Interceptor): an unstamped row must
remain a valid row, not a constraint violation.

Because the adoption half changes no shape, core's ExpectedSchema
manifest stays accurate for it and NO core release is required. The
integration_uuid column is the one declared deviation: core's audit
reports an unknown column as an :info-level "extra column, not in the
manifest" finding, never a failure — checked, and accepted.
What V2 is
Two nullable columns on phoenix_kit_email_logs, archived_at
(timestamptz) and s3_key (text), plus a partial index on the pair.
They are what turns S3 archival from a fire-and-forget upload into a
resumable one: before them the only record that a row had been shipped to
cold storage was the row's own deletion, so an archival run could not be
re-run without duplicating objects, and a run configured NOT to delete
left no trace at all.
Nullable and without a default on purpose — "never archived" is the
absence of a timestamp, and every pre-existing row genuinely was never
archived. The index is WHERE archived_at IS NOT NULL, because the
question the job asks is "which of these did I already ship", and on a
healthy install the answer set is the small one.
Same deviation status as integration_uuid: unknown to core's manifest,
reported at :info, never a failure.
Which tables, and which one is NOT here
Adopted: phoenix_kit_email_logs, phoenix_kit_email_events,
phoenix_kit_email_blocklist, phoenix_kit_email_templates,
phoenix_kit_email_metrics, phoenix_kit_email_orphaned_events.
"Nothing outside this package READS them" is true; "nothing outside this
package DEPENDS on them" is not, and the difference matters for the release
that follows. Core's V135 creates
fk_newsletters_broadcasts_template — phoenix_kit_newsletters_broadcasts.template_uuid
referencing phoenix_kit_email_templates(uuid) — so a core release that
stops creating phoenix_kit_email_templates breaks a FRESH install outright
(core's chain runs before every module chain, so the FK would point at a
table that does not exist yet), and breaks it permanently on an install that
does not have this package at all. That FK has to move or go in the same
release; see the "Transitional state" section of
dev_docs/reports/2026-08-12-emails-table-adoption.md.
phoenix_kit_email_send_profiles is deliberately NOT adopted. The
send-profile system lives in CORE (PhoenixKit.Email.SendProfile /
PhoenixKit.Email.SendProfiles) and drives PhoenixKit.Mailer's send
path with or without this package installed. This package only READS it
(through AwsIntegrations / BrevoIntegrations). Adopting a table core
itself depends on would be the mirror of the mistake the legal package's
own report documents — claiming ownership of something that outlives you.
Two of the adopted tables — phoenix_kit_email_metrics and
phoenix_kit_email_orphaned_events — currently have no reader in this
package (no Ecto schema, no query); they are pre-extraction leftovers.
They are adopted anyway: nothing else in the ecosystem touches them, and
leaving them out would strand them with no owner at all the moment core
stops creating them.
Where the DDL comes from
Mechanically extracted from core's own PhoenixKit.Migrations.ExpectedSchema
manifest — the same object list mix phoenix_kit.doctor and
mix phoenix_kit.repair verify a live database against — so every
statement is byte-identical to what core would emit for the same object,
at the manifest's CURRENT shape (not just the V135 snapshot). It was not
retyped from the baseline by hand, because that is precisely how the
legal package accumulated three disagreeing DDL copies of one table.
test/phoenix_kit/modules/emails/migrations_test.exs pins the
correspondence: it compares every statement here against the live
manifest and fails on drift, while skipping objects the manifest no
longer declares — which is what makes it survive, rather than block, the
core release that removes them.
Where this chain deliberately differs from the manifest
Four departures, each narrow and each pinned by name in
migrations_test.exs, so the list cannot grow quietly:
	CREATE TABLE carries core's full column list rather than the
manifest's bare CREATE TABLE ... (). The manifest's form is repair DDL
and cannot express NOT NULL on a column without a default — see
table_statements/0.
	Primary keys are probed by contype, not by name, and
	the foreign key is added NOT VALID — see constraint_statements/0.
Both exist because this chain replays constraints on long-lived
databases that core's baseline never re-runs on.
	gin_trgm_ops is unqualified. The manifest hard-codes
public.gin_trgm_ops, which is a pg_dump-shaped rendering of what
core's V137 actually writes unqualified. An operator class lives in the
schema its EXTENSION was installed into, and pg_trgm is not required
to be in public: hard-coding the schema turns "trigram search works"
into "the migration fails" on any install that put the extension
elsewhere. Unqualified resolves through search_path, which is what
core's own DDL relies on.

Two dependencies stay core's: the uuid_generate_v7() function used in the
uuid defaults, and the pg_trgm extension behind the gin_trgm_ops
indexes. The operator class is referenced UNQUALIFIED (see the departures
above): it lives in whatever schema pg_trgm was installed into, which is
not required to be public and is not the install's own prefix either, so
search_path — the way core's V137 writes it — is the only spelling that
works on every install.
Both are core infrastructure shared by every module, and core's chain
runs before any module chain (mix phoenix_kit.update), so they are
always in place first.
Locking
The CREATE INDEX statements are plain, not CONCURRENTLY: this chain runs
inside core's generated migration, and CONCURRENTLY cannot run in a
transaction (@disable_ddl_transaction belongs to the migration module core
generates, not to this one — it is not ours to set).
On the installs this matters for, the DDL itself costs nothing: every
statement is IF NOT EXISTS and every object already exists, so each one is
a catalog lookup. The LOCKS are not free, though — Postgres acquires the
lock before it evaluates IF NOT EXISTS, so 96 ADD COLUMN IF NOT EXISTS
against phoenix_kit_email_logs each want ACCESS EXCLUSIVE on the busiest
table in the module. up_statements/1 therefore opens with
SET LOCAL lock_timeout (see lock_timeout_statement/0): behind a
long-running reader the migration fails in five seconds with a clear error
instead of hanging the deploy and queueing every query on that table behind
it. Retry during a quiet window.
Be precise about what that costs, because the earlier version of this
paragraph was not: ADD COLUMN IF NOT EXISTS takes ACCESS EXCLUSIVE, not
SHARE, and it takes it even when the column already exists and the
statement does nothing. ACCESS EXCLUSIVE blocks READS as well as writes,
and every lock in a transaction is held until COMMIT — so for the duration
of V01, phoenix_kit_email_logs is unavailable to the application, not
merely unwritable. On a healthy install that is milliseconds of catalog
lookups; the number that matters is how long the whole chain takes, not any
one statement.
The one statement that does real WORK on an existing install is the new
integration_uuid index. Expect seconds on a table of a few million rows —
and, because it runs inside the same transaction, that is seconds with the
table fully locked. A host that cannot afford it should create the index
CONCURRENTLY by hand first (outside any transaction), after which this
statement finds it and does nothing:
CREATE INDEX CONCURRENTLY IF NOT EXISTS phoenix_kit_email_logs_integration_uuid_idx
  ON public.phoenix_kit_email_logs USING btree (integration_uuid);
Run mix phoenix_kit.doctor before upgrading. It reports exactly the two
conditions that make this chain's constraint statements interesting — a
drifted phoenix_kit_email_events shape and orphaned email_log_uuid
rows — and it is cheaper to know beforehand than to find out from a failed
deploy.
One known, harmless cosmetic difference
Two partial indexes on phoenix_kit_email_events were originally written
by core's V137 as WHERE event_type NOT IN ('open', 'click'), while the
manifest carries the pg_get_indexdef round-trip of that predicate. Both
spellings mean the same thing and produce the same index under the same
name, but Postgres renders the two parse trees differently, so
pg_get_indexdef output differs by parenthesisation between a
core-CREATED and a manifest-created database. This is core's own
behaviour — its repair path emits the manifest form too — and nothing
checks index definitions textually (the manifest's own check is a
catalog existence probe by name). Verified end to end against a real
database: dropping all six tables and replaying up_statements/1 yields
IDENTICAL columns and constraints, and identical indexes apart from
these two renderings.
What down/1 is NOT
down/1 unstamps the version marker; it NEVER drops a table and never
drops a column. These tables carry the delivery history and, on every
install that exists today, were created by core — rolling the MODULE
back must not destroy either. Re-running up/1 after a rollback would
return the tables, but not the rows. The ownership test pins this by
asserting that no statement this module can emit matches DROP.
The migrated version is tracked as a pke_schema:<N> COMMENT on
phoenix_kit_email_logs (the marker convention from the legal/projects
chains, namespaced for this package). A marker-less table reads as
version 0 — the core-baseline shape from before this chain existed.

      


      
        Summary


  
    Functions
  


    
      
        adopted_tables()

      


        Every table whose future shape this chain owns.



    


    
      
        current_version()

      


        The chain version this code needs.



    


    
      
        down(opts \\ [])

      


        Rolls back to target (:version in opts). Never drops a table or a
column — see the moduledoc.



    


    
      
        down_statements(prefix \\ "public", target \\ 0)

      


        The SQL down/1 executes, as data (marker bookkeeping only).



    


    
      
        migrated_version_runtime(opts \\ [])

      


        The chain version currently applied in the database, read OUTSIDE a
migration (the protocol shape core's update task calls — opts with
:prefix): the pke_schema:<N> marker when present; a marker-less or
foreign-comment table reads as 0.



    


    
      
        up(opts \\ [])

      


        Applies every chain version up to :version in opts (default:
current_version/0). Idempotent.



    


    
      
        up_statements(prefix \\ "public", version \\ 2)

      


        The SQL up/1 executes, as data — the testable single source. Every
statement is idempotent (IF NOT EXISTS, or a catalog-guarded DO block
for constraints, which have no IF NOT EXISTS form), so the chain can be
re-run against a database at any version without a pre-flight check.



    


    
      
        version_table()

      


        The table carrying the pke_schema:<N> marker (auditor contract).



    





      


      
        Functions


        


  
    
      
    
    
      adopted_tables()



        
          
        

    

  


  

      

          @spec adopted_tables() :: [String.t()]


      


Every table whose future shape this chain owns.
phoenix_kit_email_send_profiles is deliberately absent — see the
moduledoc.

  



  
    
      
    
    
      current_version()



        
          
        

    

  


  

      

          @spec current_version() :: pos_integer()


      


The chain version this code needs.

  



    

  
    
      
    
    
      down(opts \\ [])



        
          
        

    

  


  

Rolls back to target (:version in opts). Never drops a table or a
column — see the moduledoc.

  



    

    

  
    
      
    
    
      down_statements(prefix \\ "public", target \\ 0)



        
          
        

    

  


  

      

          @spec down_statements(String.t(), non_neg_integer()) :: [String.t()]


      


The SQL down/1 executes, as data (marker bookkeeping only).

  



    

  
    
      
    
    
      migrated_version_runtime(opts \\ [])



        
          
        

    

  


  

      

          @spec migrated_version_runtime(keyword() | map()) :: non_neg_integer()


      


The chain version currently applied in the database, read OUTSIDE a
migration (the protocol shape core's update task calls — opts with
:prefix): the pke_schema:<N> marker when present; a marker-less or
foreign-comment table reads as 0.

  



    

  
    
      
    
    
      up(opts \\ [])



        
          
        

    

  


  

Applies every chain version up to :version in opts (default:
current_version/0). Idempotent.
The :version opt is what core's generated migration passes through.
@owned_columns and @owned_indexes are tagged with the version that
introduced them, so a host pinning version: 1 gets V1's objects and a
pke_schema:1 marker — not V2's columns under a V1 stamp.

  



    

    

  
    
      
    
    
      up_statements(prefix \\ "public", version \\ 2)



        
          
        

    

  


  

      

          @spec up_statements(String.t(), pos_integer()) :: [String.t()]


      


The SQL up/1 executes, as data — the testable single source. Every
statement is idempotent (IF NOT EXISTS, or a catalog-guarded DO block
for constraints, which have no IF NOT EXISTS form), so the chain can be
re-run against a database at any version without a pre-flight check.
Ordering is load-bearing: tables before their columns, the primary keys
before the foreign key that references one of them, indexes last.

  



  
    
      
    
    
      version_table()



        
          
        

    

  


  

      

          @spec version_table() :: String.t()


      


The table carrying the pke_schema:<N> marker (auditor contract).

  


        

      


  

    
PhoenixKit.Modules.Emails.Paths 
    



      
Centralized path helpers for Emails module.
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    Functions
  


    
      
        blocklist()

      


    


    
      
        dashboard()

      


    


    
      
        email_details(id)

      


    


    
      
        emails_index()

      


    


    
      
        queue()

      


    


    
      
        settings()

      


    


    
      
        template_edit(id)

      


    


    
      
        template_new()

      


    


    
      
        templates_index()

      


    





      


      
        Functions


        


  
    
      
    
    
      blocklist()



        
          
        

    

  


  


  



  
    
      
    
    
      dashboard()



        
          
        

    

  


  


  



  
    
      
    
    
      email_details(id)



        
          
        

    

  


  


  



  
    
      
    
    
      emails_index()



        
          
        

    

  


  


  



  
    
      
    
    
      queue()



        
          
        

    

  


  


  



  
    
      
    
    
      settings()



        
          
        

    

  


  


  



  
    
      
    
    
      template_edit(id)



        
          
        

    

  


  


  



  
    
      
    
    
      template_new()



        
          
        

    

  


  


  



  
    
      
    
    
      templates_index()



        
          
        

    

  


  


  


        

      


  

    
PhoenixKit.Modules.Emails.Provider 
    



      
Unified email provider for PhoenixKit.
Implements the PhoenixKit.Email.Provider behaviour, which core's
PhoenixKit.Mailer calls through Provider.current(). The @behaviour
declaration is load-bearing: without it the compiler cannot verify that this
module actually satisfies the contract, so a callback added (or changed) in
core would compile clean here and only blow up at runtime, in the send path.

      




  

    
PhoenixKit.Modules.Emails.Queue 
    



      
Decides whether an outgoing message is sent inline or handed to Oban.
Core calls PhoenixKit.Modules.Emails.Provider.maybe_enqueue/2 (the optional
PhoenixKit.Email.Provider callback) right after interception, on both
delivery paths. That placement is the whole point: the host application's own
mail — password resets, confirmations, anything sent through its statically
configured mailer — goes through the same gate as mail sent through this
package, so "everything that leaves the app" is one queue and one log.
What is queued
Nothing, unless the email system itself is enabled (email_enabled) — a
disabled system must not change how mail is sent, only stop recording it. On
top of that:
	email_queue_enabled (default true) is the master switch;
	authentication mail (core tags it campaign_id: "authentication") is sent
inline unless email_queue_auth_mail is turned on. Queueing a password
reset means the user waits for a worker to pick it up, and a stuck queue
turns into "I never got the email" — the one case where the latency is
worse than the throughput is worth;
	a caller may always opt out per message with queue: false;
	messages with attachments are sent inline. The job carries the message as
JSON args, and attachment payloads have no business in the jobs table;
	nothing is queued unless the host application actually declared the
:emails Oban queue (runnable?/0) — see the warning in that function.

Each of these is a :continue, i.e. "not mine, send it now" — never an error.
A queue that swallows mail on a bad day is worse than one that never engages.
Callers that pick their own transport must opt out
The queue offer sits inside both of core's delivery paths, including
PhoenixKit.Mailer.deliver_via_integration/3 — but the opts core hands us do
not carry the integration uuid that call was made with, only its :provider
string. SendJob therefore re-sends through deliver_email/2, which resolves
the default integration. For a send routed at an explicitly chosen
connection (a newsletter send profile, a per-tenant relay) that is a silent
change of transport, so such callers must pass queue: false until core
carries the uuid into the job. Sends that were already going out through the
default integration are unaffected — it is the same resolution either way.

      


      
        Summary


  
    Functions
  


    
      
        auth_mail_enabled?()

      


        Whether authentication mail is queued too — email_queue_auth_mail, defaults to false.



    


    
      
        deserialize(data)

      


        Rebuilds the Swoosh.Email a serialize/1 produced.



    


    
      
        deserialize_opts(opts)

      


        Turns serialize_opts/1 output back into the keyword list the mailer takes.



    


    
      
        enabled?()

      


        Master switch — email_queue_enabled, defaults to true.



    


    
      
        maybe_enqueue(email, opts)

      


        Returns {:queued, log_uuid} when the message was handed to Oban, :continue
when the caller should send it on this process.



    


    
      
        runnable?()

      


        Whether the host application actually declared the :emails Oban queue.



    


    
      
        serialize(email)

      


        Serializes a Swoosh.Email into JSON-safe job args.



    


    
      
        set_auth_mail_enabled(value)

      


        Sets email_queue_auth_mail.



    


    
      
        set_enabled(value)

      


        Sets email_queue_enabled.



    


    
      
        status()

      


        Explains, in one atom, why the queue would not take the next message — for the
settings page, which otherwise has to guess.



    





      


      
        Functions


        


  
    
      
    
    
      auth_mail_enabled?()



        
          
        

    

  


  

      

          @spec auth_mail_enabled?() :: boolean()


      


Whether authentication mail is queued too — email_queue_auth_mail, defaults to false.

  



  
    
      
    
    
      deserialize(data)



        
          
        

    

  


  

      

          @spec deserialize(map()) :: Swoosh.Email.t()


      


Rebuilds the Swoosh.Email a serialize/1 produced.

  



  
    
      
    
    
      deserialize_opts(opts)



        
          
        

    

  


  

      

          @spec deserialize_opts(map()) :: keyword()


      


Turns serialize_opts/1 output back into the keyword list the mailer takes.

  



  
    
      
    
    
      enabled?()



        
          
        

    

  


  

      

          @spec enabled?() :: boolean()


      


Master switch — email_queue_enabled, defaults to true.

  



  
    
      
    
    
      maybe_enqueue(email, opts)



        
          
        

    

  


  

      

          @spec maybe_enqueue(
  Swoosh.Email.t(),
  keyword()
) :: :continue | {:queued, String.t()}


      


Returns {:queued, log_uuid} when the message was handed to Oban, :continue
when the caller should send it on this process.

  



  
    
      
    
    
      runnable?()



        
          
        

    

  


  

      

          @spec runnable?() :: boolean()


      


Whether the host application actually declared the :emails Oban queue.
Load-bearing, not diagnostic: Oban.insert/1 happily accepts a job for a queue
nobody runs, so on a host that never added emails: N the message would be
stored and never sent — the queue would look enabled and quietly swallow the
mail. We therefore refuse to queue at all unless the host can drain it.
Reads the parent app's compile-time Oban config, which is how PhoenixKit
installs Oban. A host that declares queues as a map, or starts Oban at runtime
with Oban.start_link/1, reads as "not runnable" here — that is the safe
direction (inline send, never a stuck queue), not a mail outage.

  



  
    
      
    
    
      serialize(email)



        
          
        

    

  


  

      

          @spec serialize(Swoosh.Email.t()) :: map()


      


Serializes a Swoosh.Email into JSON-safe job args.
Only the fields a send needs: recipients, subject, bodies and headers. The
tracking header rides along, which is what makes the worker's send reuse the
log row this message already has instead of writing a second one.
Deliberately dropped: attachments (queued mail with attachments is sent
inline instead — see the moduledoc), and provider_options / assigns /
private, which are not JSON-safe in the general case. Nothing sets
provider_options per-email today; if that changes, round-trip it here or
queued mail will silently lose options that an inline send keeps. (The SES
configuration set and message tags travel as headers, so those are kept.)
Recipients and bodies land in oban_jobs
Queued mail carries its full body in the job's args until the row is
pruned — independent of email_save_body and of email_retention_days,
which only govern this module's own tables. A deployment that keeps
completed jobs forever keeps the message content forever; configure
Oban.Plugins.Pruner accordingly.

  



  
    
      
    
    
      set_auth_mail_enabled(value)



        
          
        

    

  


  

      

          @spec set_auth_mail_enabled(boolean()) :: {:ok, term()} | {:error, term()}


      


Sets email_queue_auth_mail.

  



  
    
      
    
    
      set_enabled(value)



        
          
        

    

  


  

      

          @spec set_enabled(boolean()) :: {:ok, term()} | {:error, term()}


      


Sets email_queue_enabled.

  



  
    
      
    
    
      status()



        
          
        

    

  


  

      

          @spec status() :: :ok | :system_disabled | :queue_disabled | :no_oban_queue


      


Explains, in one atom, why the queue would not take the next message — for the
settings page, which otherwise has to guess.
:ok means it would.

  


        

      


  

    
PhoenixKit.Modules.Emails.RateLimiter 
    



      
Rate limiting and spam protection for the email system.
Provides multiple layers of protection against abuse, spam, and suspicious email patterns:
	Per-recipient limits - Prevent spam to individual email addresses
	Per-sender limits - Control email volume from specific senders
	Global system limits - Overall system protection
	User-specific limits - Temporary reduced limits for flagged users
	Automatic blocklists - Dynamic blocking of suspicious patterns
	Pattern detection - ML-style spam pattern recognition
	User monitoring - Event tracking for suspicious behavior

Settings Integration
All rate limiting settings are stored in phoenix_kit_settings:
	email_rate_limit_per_recipient - Max emails per recipient per hour (default: 100)
	email_rate_limit_global - Global max emails per hour (default: 10_000)
	email_blocklist_enabled - Enable automatic blocklisting (default: true)

User-specific settings (stored as JSON):
	user_rate_limits_<user_uuid> - Temporary reduced limits for specific users
	user_monitoring_<user_uuid> - Event tracking log for user behavior

Usage Examples
# Check if sending is allowed
case PhoenixKit.Modules.Emails.RateLimiter.check_limits(email) do
  :ok ->
    # Send email

  {:blocked, :recipient_limit} ->
    # Handle recipient rate limit

  {:blocked, :global_limit} ->
    # Handle global rate limit

  {:blocked, :blocklist} ->
    # Handle blocklisted recipient
end

# Flag suspicious user activity
PhoenixKit.Modules.Emails.RateLimiter.flag_suspicious_activity(user_uuid, "high_bounce_rate")
# => :flagged (user gets reduced limits for 24 hours)

# Check user's current limit status
status = PhoenixKit.Modules.Emails.RateLimiter.get_user_limit_status(user_uuid)
# => %{has_custom_limits: true, active_recipient_limit: 10, ...}

# Clear user's custom limits
PhoenixKit.Modules.Emails.RateLimiter.clear_user_rate_limits(user_uuid)
# => :ok

# Add suspicious email to blocklist
PhoenixKit.Modules.Emails.RateLimiter.add_to_blocklist(
  "spam@example.com",
  "suspicious_pattern",
  expires_at: DateTime.add(UtilsDate.utc_now(), 86_400)
)

# Check current rate limit status
status = PhoenixKit.Modules.Emails.RateLimiter.get_rate_limit_status()
# => %{recipient_count: 45, global_count: 2341, blocked_count: 12}
Rate Limiting Strategy
Uses a sliding window approach with Redis-like atomic operations in PostgreSQL:
	Sliding Window: Tracks counts over rolling time periods
	Efficient Storage: Uses single table with automatic cleanup
	Atomic Operations: Prevents race conditions with database locks
	Memory Efficient: Automatically expires old tracking data
	User-Specific Limits: JSON settings for temporary user restrictions

User Behavior Management
	Reduced Limits: Automatically reduce limits for users with high bounce rates
	Email Blocking: Block user emails for serious violations (spam complaints)
	Activity Monitoring: Track suspicious patterns for future analysis
	Automatic Expiration: Limits and blocks expire after configured periods
	Manual Override: Admin can clear user restrictions via API

Automatic Blocklist Features
	Pattern Detection: Identifies bulk spam patterns
	Bounce Rate Monitoring: Blocks high-bounce senders
	Complaint Rate Monitoring: Blocks high-complaint addresses
	Frequency Analysis: Detects unusual sending patterns
	Temporary Blocks: Automatic expiration of blocks
	User Integration: Links blocked emails to user accounts

Integration Points
Integrates with:
	PhoenixKit.Modules.Emails - Main tracking system
	PhoenixKit.Modules.Emails.EmailInterceptor - Pre-send filtering
	PhoenixKit.Settings - Configuration management
	PhoenixKit.Users.Auth - User-based limits and email blocking


      


      
        Summary


  
    Functions
  


    
      
        add_to_blocklist(email, reason, opts \\ [])

      


        Add email address to blocklist.



    


    
      
        check_blocklist(email)

      


        Check if email address is blocklisted.



    


    
      
        check_global_limit(period \\ :hour)

      


        Check global system-wide rate limits.



    


    
      
        check_limits(email_attrs)

      


        Check all rate limits for an outgoing email.



    


    
      
        check_recipient_limit(recipient_email, period \\ :hour)

      


        Check if recipient email address is within rate limits.



    


    
      
        check_sender_limit(sender_email, period \\ :hour)

      


        Check if sender email address is within rate limits.



    


    
      
        check_user_limits(user_uuid)

      


        Checks if a user has custom rate limits applied.



    


    
      
        clear_user_rate_limits(user_uuid)

      


        Clears custom rate limits for a specific user.



    


    
      
        count_blocklist(opts \\ %{})

      


        Count blocked emails with optional filtering.



    


    
      
        detect_spam_patterns(email_log)

      


        Analyze email for suspicious spam patterns.



    


    
      
        flag_suspicious_activity(user_uuid, reason)

      


        Flag suspicious activity for a user.



    


    
      
        get_blocklist_stats()

      


        Get blocklist statistics.



    


    
      
        get_rate_limit_status()

      


        Get current rate limit status across all dimensions.



    


    
      
        get_user_limit_status(user_uuid)

      


        Gets comprehensive rate limit status for a specific user.



    


    
      
        get_user_monitoring_events(user_uuid)

      


        Gets monitoring events for a specific user.



    


    
      
        is_blocked?(email)

      


        Check if email address is currently blocked.



    


    
      
        list_blocklist(opts \\ %{})

      


        List all blocked emails with optional filtering.



    


    
      
        remove_from_blocklist(email)

      


        Remove email address from blocklist.



    





      


      
        Functions


        


    

  
    
      
    
    
      add_to_blocklist(email, reason, opts \\ [])



        
          
        

    

  


  

Add email address to blocklist.
Options
	:reason - Reason for blocking (string)
	:expires_at - When block expires (DateTime, nil for permanent)
	:user_uuid - User UUID that triggered the block

Examples
# Temporary block for 24 hours
RateLimiter.add_to_blocklist(
  "spam@example.com",
  "bulk_spam_pattern",
  expires_at: DateTime.add(UtilsDate.utc_now(), 86_400)
)

# Permanent block
RateLimiter.add_to_blocklist("malicious@example.com", "manual_block")

  



  
    
      
    
    
      check_blocklist(email)



        
          
        

    

  


  

Check if email address is blocklisted.
Examples
iex> RateLimiter.check_blocklist("user@example.com")
:ok

iex> RateLimiter.check_blocklist("spam@blocked.com")
{:blocked, :blocklist}

  



    

  
    
      
    
    
      check_global_limit(period \\ :hour)



        
          
        

    

  


  

Check global system-wide rate limits.
Examples
iex> RateLimiter.check_global_limit()
:ok

  



  
    
      
    
    
      check_limits(email_attrs)



        
          
        

    

  


  

Check all rate limits for an outgoing email.
Returns :ok if email can be sent, or {:blocked, reason} if blocked.
Examples
iex> RateLimiter.check_limits(%{to: "user@example.com", from: "app@mysite.com"})
:ok

iex> RateLimiter.check_limits(%{to: "blocked@spam.com"})
{:blocked, :blocklist}

  



    

  
    
      
    
    
      check_recipient_limit(recipient_email, period \\ :hour)



        
          
        

    

  


  

Check if recipient email address is within rate limits.
Examples
iex> RateLimiter.check_recipient_limit("user@example.com")
:ok

iex> RateLimiter.check_recipient_limit("high-volume@example.com")  
{:blocked, :recipient_limit}

  



    

  
    
      
    
    
      check_sender_limit(sender_email, period \\ :hour)



        
          
        

    

  


  

Check if sender email address is within rate limits.
Examples
iex> RateLimiter.check_sender_limit("app@mysite.com")
:ok

  



  
    
      
    
    
      check_user_limits(user_uuid)



        
          
        

    

  


  

Checks if a user has custom rate limits applied.
Returns user's custom limits if they exist and haven't expired,
otherwise returns nil.
Examples
iex> RateLimiter.check_user_limits("018e3c4a-1234-5678-abcd-ef1234567890")
%{
  "recipient_limit" => 10,
  "sender_limit" => 50,
  "reason" => "high_bounce_rate",
  "applied_at" => "2025-01-15T12:00:00Z",
  "expires_at" => "2025-01-16T12:00:00Z"
}

iex> RateLimiter.check_user_limits("018e3c4a-5678-1234-abcd-ef1234567890")
nil

  



  
    
      
    
    
      clear_user_rate_limits(user_uuid)



        
          
        

    

  


  

Clears custom rate limits for a specific user.
Removes any reduced limits or custom restrictions applied to the user,
returning them to default system limits.
Examples
iex> RateLimiter.clear_user_rate_limits(123)
:ok
Returns
	:ok - Limits cleared successfully


  



    

  
    
      
    
    
      count_blocklist(opts \\ %{})



        
          
        

    

  


  

Count blocked emails with optional filtering.
Examples
iex> RateLimiter.count_blocklist()
42

iex> RateLimiter.count_blocklist(%{reason: "bounce_limit"})
15

  



  
    
      
    
    
      detect_spam_patterns(email_log)



        
          
        

    

  


  

Analyze email for suspicious spam patterns.
Returns a list of detected patterns or empty list if clean.
Examples
iex> RateLimiter.detect_spam_patterns(email_log)
[]

iex> RateLimiter.detect_spam_patterns(suspicious_email_log)
["high_frequency", "bulk_template"]

  



  
    
      
    
    
      flag_suspicious_activity(user_uuid, reason)



        
          
        

    

  


  

Flag suspicious activity for a user.
Automatically triggers blocklist or rate limit adjustments based on activity patterns.
Examples
iex> RateLimiter.flag_suspicious_activity("018e3c4a-1234-5678-abcd-ef1234567890", "high_bounce_rate")
:flagged

iex> RateLimiter.flag_suspicious_activity("018e3c4a-5678-1234-abcd-ef1234567890", "complaint_spam")
:blocked

  



  
    
      
    
    
      get_blocklist_stats()



        
          
        

    

  


  

Get blocklist statistics.
Returns a map with statistics about blocked emails.
Examples
iex> RateLimiter.get_blocklist_stats()
%{
  total_blocks: 42,
  active_blocks: 38,
  expired_today: 4,
  by_reason: %{"manual_block" => 10, "bounce_limit" => 28, ...}
}

  



  
    
      
    
    
      get_rate_limit_status()



        
          
        

    

  


  

Get current rate limit status across all dimensions.
Examples
iex> RateLimiter.get_rate_limit_status()
%{
  global: %{count: 1250, limit: 10_000, percentage: 12.5},
  recipients: %{active_limits: 5, total_emails: 892},
  senders: %{active_limits: 2, total_emails: 1250},
  blocklist: %{active_blocks: 15, expired_today: 3}
}

  



  
    
      
    
    
      get_user_limit_status(user_uuid)



        
          
        

    

  


  

Gets comprehensive rate limit status for a specific user.
Returns a map with user's current limits, monitoring status,
and any active restrictions.
Examples
iex> RateLimiter.get_user_limit_status("018e3c4a-1234-5678-abcd-ef1234567890")
%{
  user_uuid: "018e3c4a-1234-5678-abcd-ef1234567890",
  has_custom_limits: true,
  custom_limits: %{"recipient_limit" => 10, "sender_limit" => 50},
  monitoring: %{"event_count" => 5, "last_event_at" => "..."},
  is_blocked: false,
  default_recipient_limit: 100,
  default_sender_limit: 1000
}

iex> RateLimiter.get_user_limit_status("018e3c4a-5678-1234-abcd-ef1234567890")
%{
  user_uuid: "018e3c4a-5678-1234-abcd-ef1234567890",
  has_custom_limits: false,
  custom_limits: nil,
  monitoring: nil,
  is_blocked: false,
  default_recipient_limit: 100,
  default_sender_limit: 1000
}

  



  
    
      
    
    
      get_user_monitoring_events(user_uuid)



        
          
        

    

  


  

Gets monitoring events for a specific user.
Returns the monitoring log with all tracked events for the user,
or nil if no monitoring exists.
Examples
iex> RateLimiter.get_user_monitoring_events(123)
%{
  "events" => [
    %{"event_type" => "bulk_sending", "timestamp" => "...", "metadata" => %{...}},
    %{"event_type" => "high_bounce_rate", "timestamp" => "...", "metadata" => %{...}}
  ],
  "event_count" => 2,
  "first_event_at" => "2025-01-15T12:00:00Z",
  "last_event_at" => "2025-01-15T18:00:00Z"
}

iex> RateLimiter.get_user_monitoring_events(999)
nil

  



  
    
      
    
    
      is_blocked?(email)



        
          
        

    

  


  

Check if email address is currently blocked.
Examples
iex> RateLimiter.is_blocked?("user@example.com")
false

iex> RateLimiter.is_blocked?("blocked@spam.com")
true

  



    

  
    
      
    
    
      list_blocklist(opts \\ %{})



        
          
        

    

  


  

List all blocked emails with optional filtering.
Options
	:search - Search term for email address
	:reason - Filter by block reason
	:include_expired - Include expired blocks (default: false)
	:limit - Limit number of results
	:offset - Offset for pagination
	:order_by - Order field (:email, :inserted_at, :expires_at)
	:order_dir - Order direction (:asc, :desc)

Examples
iex> RateLimiter.list_blocklist()
[%EmailBlocklist{}, ...]

iex> RateLimiter.list_blocklist(%{reason: "manual_block", limit: 10})
[%EmailBlocklist{}, ...]

  



  
    
      
    
    
      remove_from_blocklist(email)



        
          
        

    

  


  

Remove email address from blocklist.
Examples
iex> RateLimiter.remove_from_blocklist("user@example.com")
:ok

  


        

      


  

    
PhoenixKit.Modules.Emails.SQSPollingJob 
    



      
Oban worker for polling AWS SQS queue for email events.
This is the sole SQS poller: an Oban-based approach that allows dynamic
enabling/disabling without an application restart (see SQSPollingManager).
Architecture
AWS SES → SNS Topic → SQS Queue → SQSPollingJob (Oban) → SQSProcessor → Database
Multi-account cycle
One Oban chain, N accounts polled inside each cycle — the shape
BrevoPollingJob already uses, deliberately copied rather than
generalised. An "account" here is an aws_ses Integrations connection
referenced by an enabled SendProfile (see
PhoenixKit.Modules.Emails.AwsIntegrations), carrying its OWN queue URL
and its OWN credentials — an SES account can only publish events to a
queue it owns, so polling account A's queue with account B's keys is not
a degraded mode, it is silence.
Per-account pipeline settings live in aws_tracking:<integration_uuid>
(see Emails.get_aws_tracking/1). Two paths stay alive underneath:
	No active aws_ses SendProfile at all — the legacy single-queue
deployment (env-var or plain-Settings credentials, no profile system).
The global aws_sqs_queue_url + get_aws_* credentials are polled
exactly as before.
	An active account with no aws_tracking: entry of its own —
inherits the global aws_sqs_queue_url, but only when the globals can
be attributed to it unambiguously: it is the account
emails_aws_integration_uuid selects, or it is the only active account.
With two-plus unattributed accounts the globals describe one queue and
nothing says whose, so those accounts are skipped (and logged) until
the operator configures them per-account, rather than having several
accounts race on one queue with mismatched keys.

A misconfigured account (credentials that no longer resolve) backs the
WHOLE cycle off to @misconfig_backoff_ms, matching BrevoPollingJob —
a deliberate simplification: one shared cadence, no per-account state.
An account merely missing a queue URL is not "misconfigured" in that
sense — it is skipped at full cadence, since a half-configured second
account must not slow event delivery for a working first one.
Cycle duration with N accounts
Accounts are polled sequentially and each long-poll waits up to
@default_long_poll_timeout seconds, so a quiet cycle over N accounts
takes about N x 20s. That does NOT put the self-scheduling chain at risk:
this worker does not override Oban.Worker.timeout/1, and Oban's
default is :infinity — there is no deadline that could kill the job
mid-cycle and hand the chain to Oban's retry machinery. (Adding one would
be actively harmful: a killed cycle is retried by Oban WHILE
schedule_next_poll/1 has already queued a successor, which is how you
get two chains.)
What it does cost is latency and a queue slot: sqs_polling is
concurrency 1, so the next tick starts one interval after this cycle
ENDS, not after it began. With a handful of accounts that is the
difference between a 5s and a ~25s effective cadence — acceptable, and
self-correcting in the sense that a busy queue returns immediately rather
than waiting out the long-poll. If it ever stops being acceptable, the
fix is parallelism or one chain per account (phase 2), not a timeout.
Features
	Dynamic Configuration: Automatically responds to settings changes without restart
	Oban Integration: Uses Oban's job system for reliable background processing
	Self-Scheduling: Each job schedules the next polling cycle
	Batch Processing: Process up to 10 messages at a time
	Error Handling: Retry logic with Dead Letter Queue
	Settings-Based Control: Polling can be enabled/disabled via Settings

Configuration
All settings are retrieved from PhoenixKit Settings:
	sqs_polling_enabled - enable/disable polling (checked before each cycle)
	sqs_polling_interval_ms - interval between polling cycles
	sqs_max_messages_per_poll - maximum messages per batch
	sqs_visibility_timeout - time for message processing
	aws_sqs_queue_url - SQS queue URL
	aws_region - AWS region

Usage
# Enable polling (starts first job)
PhoenixKit.Modules.Emails.SQSPollingManager.enable_polling()

# Disable polling (stops scheduling new jobs)
PhoenixKit.Modules.Emails.SQSPollingManager.disable_polling()

# Trigger immediate polling
PhoenixKit.Modules.Emails.SQSPollingManager.poll_now()

# Check status
PhoenixKit.Modules.Emails.SQSPollingManager.status()
Oban Queue Configuration
Add to your config/config.exs:
config :your_app, Oban,
  repo: YourApp.Repo,
  queues: [
    sqs_polling: 1  # Only one concurrent polling job
  ]
Implementation Notes
	Uses Oban's own unique: (not a manual delete-then-insert) to keep
exactly one future job queued — see the unique: option below for
the full reasoning; it's the subtle part of this module.
	Schedules next job only if polling is enabled
	Uses SQSProcessor for event processing

Why unique: [period: :infinity, states: [:scheduled]], not more
This looks under-specified at first glance — Oban's own unique-states
groups (:incomplete, or the full default) include :executing,
:available, :retryable too. Each of those is excluded here for a
concrete reason, not an oversight:
	:executing must never be in this worker-level list. The chain
works by a currently-:executing job inserting its own successor
from inside perform/1. Oban marks a job :executing in the DB
before calling perform/1, and its unique-conflict check has no
self-exclusion — an insert of the same worker/args while :executing
is in states finds that job's own row as the "existing" match and
no-ops against it instead of creating a new :scheduled row. The
chain would silently stop advancing every single cycle, not just on
a crash. (A job orphaned in :executing by a hard kill would make
this permanent, on top of merely stalling per-cycle.)
	A wider list (e.g. adding :available) fails the build. Oban's
use Oban.Worker, unique: [...] option is checked at compile time
(Oban.Worker.__after_compile__/2 → Job.warn_unique/1): any
:states list other than the exact literal [:scheduled] that
doesn't cover every "incomplete" state (:scheduled, :available,
:executing, :retryable, :suspended) emits a compiler warning
("may break uniqueness"), which --warnings-as-errors turns into a
build failure. [:scheduled] alone is Oban's own special-cased
exception to that check (see Job.warn_unique/1) — it is the only
partial list that both compiles clean and excludes :executing.
	[:scheduled] is exactly enough for THIS insert: self-scheduled jobs
always land in :scheduled (interval >= 1000ms ⇒ schedule_in >= 1s,
never :available), so it dedups the self-reschedule chain against
itself with no manual delete step. period: :infinity (not a short
window) makes that hold regardless of how long the configured
interval is — a short window only caught near-simultaneous double
inserts; the old delete-then-insert dance existed specifically to
catch the case a short window couldn't (two chains a full interval
apart). An unconditional :infinity unique check removes the need
for that dance entirely.
	The immediate job from SQSPollingManager.enable_polling/0 /
poll_now/0 is a different insert with its own per-call
unique:/replace: override (states: [:available, :scheduled]) —
see SQSPollingManager's insert_poll_job/0 and
insert_forced_poll_job/0. A per-call override on new/2 does NOT
go through the compile-time check above (only the worker-level use
default does), so it's free to cover :available too. It still
excludes :executing for the same self-conflict reason. poll_now/0
additionally carries args: %{"forced" => true}, which puts it in a
separate uniqueness namespace (Oban matches on args) so a manual poll
never moves the regular chain's next tick.
	Concurrency is capped at 1 by the queue, so parallel execution is
already impossible; unique: is what prevents parallel chains.
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        queue_url_configured?()

      


    


    
      
        worker_name()

      


        Returns the Oban worker column value for this job.
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          @spec queue_url_configured?() :: boolean()
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          @spec worker_name() :: String.t()


      


Returns the Oban worker column value for this job.
Single source of truth for callers that query Oban.Job by worker name
(e.g. SQSPollingManager), so they never drift from inspect(__MODULE__).

  


        

      


  

    
PhoenixKit.Modules.Emails.SQSPollingManager 
    



      
Manager module for SQS polling via Oban jobs.
This module provides a unified API for managing SQS polling that can be
enabled/disabled dynamically without application restart.
Features
	Enable/Disable Polling: Start or stop polling without restart
	Manual Triggering: Force immediate polling when needed
	Status Monitoring: Get current polling status and job information
	Settings Integration: Automatically uses PhoenixKit Settings
	Interval Control: Dynamically adjust polling frequency

Architecture
Instead of using a GenServer, this manager uses Oban jobs for polling:
	Each job polls SQS once and schedules the next job
	Jobs check settings before executing (dynamic control)
	No need to restart GenServer when settings change

Usage
# Enable polling
iex> PhoenixKit.Modules.Emails.SQSPollingManager.enable_polling()
{:ok, %Oban.Job{}}

# Disable polling
iex> PhoenixKit.Modules.Emails.SQSPollingManager.disable_polling()
:ok

# Check status
iex> PhoenixKit.Modules.Emails.SQSPollingManager.status()
%{
  enabled: true,
  interval_ms: 5000,
  pending_jobs: 1,
  last_run: ~U[2025-09-20 15:30:45Z],
  queue_url: "https://sqs.eu-north-1.amazonaws.com/..."
}

# Trigger immediate poll
iex> PhoenixKit.Modules.Emails.SQSPollingManager.poll_now()
{:ok, %Oban.Job{}}

# Change polling interval
iex> PhoenixKit.Modules.Emails.SQSPollingManager.set_polling_interval(3000)
{:ok, %Setting{}}
Integration
This manager is the single control surface for SQS polling: it drives the
Oban SQSPollingJob. enable_polling/0 and disable_polling/0 back the
admin UI toggle. poll_now/0 and set_polling_interval/1 are part of the
public consumer API (no admin-UI caller today); they are safe to call
directly from host applications.
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        disable_polling()

      


        Disables SQS polling by updating the configuration.



    


    
      
        enable_polling()

      


        Enables SQS polling by setting the configuration and starting the first job.



    


    
      
        poll_now()

      


        Triggers an immediate polling job.



    


    
      
        set_polling_interval(interval_ms)

      


        Sets the polling interval in milliseconds.



    


    
      
        status()

      


        Returns the current status of SQS polling.
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Disables SQS polling by updating the configuration.
Only sqs_polling_enabled is cleared. email_ses_events — which
enable_polling/0 turns on — is deliberately left alone, and the
asymmetry is the point: enabling asserts "SES event tracking is a
thing on this install", which stays true while polling is paused, and
the same flag also gates the SNS webhook path
(Emails.Web.WebhookController), which has nothing to do with SQS
polling. Clearing it here would silently switch off webhook ingestion
from a button labelled "stop polling". It keeps its own control in the
Email Tracking page (Web.EmailTracking, not the settings section of
the same name) for an operator who really does mean
"no SES events at all". See EventTracker's moduledoc, which spells
out why an eligibility flag otherwise must not move with an operator
toggle.
No explicit job cancellation: SQSPollingJob.perform/1 checks
should_poll?/0 before doing any work AND before self-scheduling its
next cycle (see that module). At most one already-queued job fires
once more, sees polling disabled, does nothing, and does not
re-schedule — the chain dies on its own within one cycle. That one
harmless no-op run is the accepted cost of not doing a manual DELETE
here.
Returns
	:ok - Successfully disabled

Examples
iex> PhoenixKit.Modules.Emails.SQSPollingManager.disable_polling()
:ok
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Enables SQS polling by setting the configuration and starting the first job.
Three writes — email_ses_events, sqs_polling_enabled and the first
Oban job — land in ONE transaction. They used to run as three bare
steps chained by with, so a failure at step two or three left
email_ses_events flipped on by a click that reported an error: the
operator saw "failed to enable", the install silently gained an
eligibility flag it never had, and nothing on the page said so.
Settings.update_settings_batch/1 is the obvious tool and the wrong
one here — it writes key/value only, so on an install where these
rows do not exist yet it would create them without the email_system
module tag the settings page groups by.
Cache invalidation cuts both ways here. On a rollback it stays valid:
the writers only CLEAR entries, so the next read comes from the
rolled-back row rather than a stale cached one. On success it is not
enough on its own — the writers clear inside the transaction, before
the commit is visible, so a reader that misses the cache in that window
would cache the pre-commit value and keep it for the cache's whole TTL.
Both keys are therefore invalidated again after the commit.
Returns
	{:ok, job} - Successfully enabled and started first job
	{:error, reason} - Nothing was written; both settings keep their prior values

Examples
iex> PhoenixKit.Modules.Emails.SQSPollingManager.enable_polling()
{:ok, %Oban.Job{id: 1, queue: "sqs_polling"}}
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Triggers an immediate polling job.
This creates a new job that will execute as soon as possible,
regardless of the normal polling schedule.
The job carries args: %{"forced" => true}, which
SQSPollingJob.perform/1 honours by bypassing the
sqs_polling_enabled toggle for that single cycle (it still respects
the system switch, the SES-events switch, and the sender-aware gate).
Without it a manual poll while the toggle is off would insert a job
that runs, sees polling disabled, and silently does nothing. The
distinct args also keep this insert in its own uniqueness namespace,
so it never moves or cancels the regular chain's next scheduled tick
— see insert_forced_poll_job/0.
Returns
	{:ok, job} - Successfully created immediate job
	{:error, reason} - Failed to create job

Examples
iex> PhoenixKit.Modules.Emails.SQSPollingManager.poll_now()
{:ok, %Oban.Job{}}
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Sets the polling interval in milliseconds.
The new interval will be used for subsequent job scheduling.
Parameters
	interval_ms - Interval in milliseconds (minimum 1000ms)

Returns
	{:ok, setting} - Successfully updated
	{:error, reason} - Failed to update

Examples
iex> PhoenixKit.Modules.Emails.SQSPollingManager.set_polling_interval(3000)
{:ok, %Setting{}}
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Returns the current status of SQS polling.
Returns
A map with:
	enabled - Whether polling is enabled
	interval_ms - Current polling interval
	pending_jobs - Number of scheduled jobs
	last_run - Timestamp of last completed job (if any)
	queue_url - Configured SQS queue URL

Examples
iex> PhoenixKit.Modules.Emails.SQSPollingManager.status()
%{
  enabled: true,
  interval_ms: 5000,
  pending_jobs: 1,
  last_run: ~U[2025-09-20 15:30:45Z],
  queue_url: "https://sqs.eu-north-1.amazonaws.com/..."
}

  


        

      


  

    
PhoenixKit.Modules.Emails.SQSProcessor 
    



      
Processor for handling email events from AWS SQS messages.
This module is responsible for:
	Parsing SNS messages from SQS
	Processing different types of SES events
	Updating email statuses in the database
	Creating event records for tracking

Supported Event Types
	Send - Email send confirmation through SES
	Delivery - Successful email delivery to recipient
	Bounce - Email bounce (hard/soft bounce)
	Complaint - Spam complaint
	Open - Email open (AWS SES tracking)
	Click - Link click in email

Processing Architecture
SQS Message → SNS Parsing → Event Processing → Database Update
Security
	Message structure validation
	Event type checking
	Protection against event duplication
	Graceful handling of invalid data

Examples
# Parse SNS message
{:ok, event_data} = SQSProcessor.parse_sns_message(sqs_message)

# Process event
{:ok, result} = SQSProcessor.process_email_event(event_data)
process_email_event/1's normalized event-data contract
process_email_event/1 itself is provider-agnostic: it only cares that
event_data matches AWS SES's own notification shape,
%{"eventType" => type, "mail" => %{"messageId" => id}, "<type>" => %{...}}.
This is a stable, public contract — any provider's events can be routed
through it once translated into this shape, without touching this
module. BrevoPollingJob/BrevoEventNormalizer do exactly that for
Brevo's GET /v3/smtp/statistics/events events; parse_sns_message/1
and extract_ses_event/1 above remain AWS SES/SNS-specific and are not
part of this contract.

      


      
        Summary


  
    Functions
  


    
      
        parse_sns_message(arg1)

      


        Parses SNS message from SQS into event data structure.



    


    
      
        process_email_event(event_data)

      


        Processes a normalized email event and updates corresponding database
records. Provider-agnostic — see this module's @moduledoc for the
exact event_data contract every caller (SES via SNS, Brevo via
BrevoEventNormalizer, ...) must produce.
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Parses SNS message from SQS into event data structure.
Parameters
	sqs_message - message from SQS queue

Returns
	{:ok, event_data} - successfully parsed event data
	{:error, reason} - parsing error

Examples
iex> SQSProcessor.parse_sns_message(sqs_message)
{:ok, %{
  "eventType" => "delivery",
  "mail" => %{"messageId" => "abc123"},
  "delivery" => %{"timestamp" => "2025-09-20T15:30:45.000Z"}
}}
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Processes a normalized email event and updates corresponding database
records. Provider-agnostic — see this module's @moduledoc for the
exact event_data contract every caller (SES via SNS, Brevo via
BrevoEventNormalizer, ...) must produce.
Parameters
	event_data - normalized event data, %{"eventType" => type, "mail" => %{"messageId" => id}, "<type>" => %{...}}

Returns
	{:ok, result} - successful processing
	{:error, reason} - processing error

Examples
iex> SQSProcessor.process_email_event(event_data)
{:ok, %{type: "delivery", log_uuid: "019...", updated: true}}

  


        

      


  

    
PhoenixKit.Modules.Emails.SecretScrubber 
    



      
Removes single-use authentication tokens from email bodies before they are
persisted to the email log.
Why this exists
PhoenixKit stores only a SHA-256 hash of every emailed token, so the database
cannot be read to obtain one — the raw token exists in exactly one place, the
message sent to the user. Logging the message body put it back in the
database, in plaintext, behind a permission (emails) that an operator can
grant to any role and that the Admin role holds by default.
That turns the email log into a credential store: request a password reset for
any address on the public forgot-password page, then read the resulting link
out of /admin/emails and use it. The reader never needs the target's
mailbox, and the target gets no signal beyond an unexpected email.
Scrubbing happens on the way IN, not on the way out, so the token never
reaches the row — a later reader, an export, a backup and a support dump are
all covered by the one control.
What is scrubbed
The path segment immediately following a token-bearing segment
(reset-password, confirm-email, confirm, magic-link, verify,
finish, invitation), and the value of a token / t / code /
invitation / invite query parameter. Every auth route core emails puts the
token right after the segment — reset, confirmation, email change, magic link,
magic-link registration.
Matching on segment NAMES rather than whole paths is deliberate:
the host application chooses the route prefix
(PhoenixKit.Utils.Routes.url/1), and locale-prefixed twins exist for every
auth route, so a full-path allowlist would silently go stale.
Both forms are needed because core uses both: password reset, confirmation,
email change, magic link and magic-link registration put the token in a path
segment, while an organisation invitation puts it in ?invitation= on
/users/register — a path carrying no auth segment whatsoever.
What is deliberately NOT scrubbed
The send queue. PhoenixKit.Modules.Emails.Queue.serialize/1 writes the body
into oban_jobs.args, and SendJob deserialises those args to perform the
ACTUAL delivery — scrubbing there would mail the recipient a [REDACTED]
link instead of a working one. The queue is the message in transit, not a
copy of it. Auth mail stays out of the queue by default
(auth_mail_excluded?/1, setting email_queue_auth_mail, default off); an
operator who turns that on accepts live tokens sitting in oban_jobs for the
lifetime of the job row, which is a retention decision, not something a
scrubber can fix.
The link is left in place with its token replaced, so the log still shows
which mail was sent and where it pointed.
iex> PhoenixKit.Modules.Emails.SecretScrubber.scrub(
...>   "Reset here: https://example.com/users/reset-password/abc123DEF456ghi789JKL"
...> )
"Reset here: https://example.com/users/reset-password/[REDACTED]"
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        placeholder()

      


        The string a removed token is replaced with.



    


    
      
        scrub(body)

      


        Returns body with every authentication token replaced by [REDACTED].
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          @spec placeholder() :: String.t()


      


The string a removed token is replaced with.

  



  
    
      
    
    
      scrub(body)



        
          
        

    

  


  

      

          @spec scrub(term()) :: term()


      


Returns body with every authentication token replaced by [REDACTED].
Non-binary input is returned unchanged so the function can sit directly in a
pipeline that may carry nil.

  


        

      


  

    
PhoenixKit.Modules.Emails.SendJob 
    



      
Delivers one queued message.
PhoenixKit.Modules.Emails.Queue enqueues the serialized Swoosh.Email; this
worker rebuilds it and hands it back to PhoenixKit.Mailer.deliver_email/2
with skip_queue: true and already_intercepted: true, so the real send takes
the ordinary path — recipient blocklist, integration-or-static-mailer choice,
post-send tracking — without being offered back to the queue it just came from
and without being run through interception a second time.
The message also carries its X-PhoenixKit-Log-Id header across the hop, so
handle_after_send/2 updates the row this message already has. The
interceptor's own idempotency check on that header stays as a second line of
defence for a core old enough not to know already_intercepted.
Delivery is at-least-once
If the relay accepts the message but the connection drops before its reply,
the send looks like a failure, Oban retries, and the recipient gets the mail
twice (up to max_attempts). That is inherent to handing delivery to a queue
— it is why authentication mail is excluded by default, and why a caller that
cannot tolerate a duplicate should pass queue: false.
Host setup
The :emails queue must exist in the host application's Oban config — a
package cannot add a queue to someone else's supervision tree:
config :my_app, Oban, queues: [emails: 10, ...]
Without it the jobs simply sit in available forever, which is why
Queue.status/0 is surfaced on the settings page.

      




  

    
PhoenixKit.Modules.Emails.Status 
    



      
One snapshot of what the email system is actually doing right now.
Exists because every failure mode in this package is silent by design: the
interceptor swallows its own errors so a logging problem can never break a
send. That is the right trade — but it means an operator looking at "Email
system: enabled" has no way to tell it apart from "enabled and recording
nothing". summary/0 answers the questions the settings page should not have
to guess at:
	is the system on;
	is anything being logged, and if not, why;
	which mailer the messages actually leave through;
	is the queue on, and can it even run (the :emails Oban queue lives in
the host application's config — a package cannot add it);
	what has happened today.
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        summary()

      


        Everything the settings page needs, in one read.
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          @type t() :: %{
  system_enabled: boolean(),
  logging: :active | :system_disabled | :sender_invalid,
  sender: %{email: String.t(), loggable?: boolean()},
  transport: %{
    kind: :integration | :static,
    name: String.t() | nil,
    adapter: String.t()
  },
  queue: map(),
  save_body: boolean(),
  sampling_rate: integer(),
  today: %{
    logged: integer(),
    sent: integer(),
    failed: integer(),
    queued: integer()
  }
}
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          @spec summary() :: t()


      


Everything the settings page needs, in one read.

  


        

      


  

    
PhoenixKit.Modules.Emails.Supervisor 
    



      
Supervisor for PhoenixKit email tracking system.
This module manages all processes necessary for email tracking:
	Bootstraps every registered EventTracker (SES, Brevo, …) at boot via
EventTrackerReconciler.reconcile/0 — a tracker's chain starts iff
its own eligible?/0 and enabled?/0 gate is satisfied. Boot reconcile
is latency polish (spec §4.3): it makes an eligible tracker start
immediately instead of waiting for the periodic reconcile Cron
(EventTrackerReconcileWorker), which is the actual correctness
backbone.
	Registers the unified email provider
	Additional processes (metrics, archiving, etc.)

Integration into Parent Application
Add supervisor to your application's supervision tree:
# In lib/your_app/application.ex
def start(_type, _args) do
  children = [
    # ... your other processes

    # PhoenixKit Email Tracking
    PhoenixKit.Modules.Emails.Supervisor
  ]

  opts = [strategy: :one_for_one, name: YourApp.Supervisor]
  Supervisor.start_link(children, opts)
end
Configuration
Supervisor automatically reads settings from PhoenixKit Settings:
	sqs_polling_enabled / SES events / queue URL — SQS chain boot gate
	brevo_events_enabled — Brevo chain boot gate
	email_enabled — system switch (both chains)
	polling intervals and other provider settings

Process Management
Both pollers are driven entirely by Oban and can be toggled at runtime
without an application restart:
PhoenixKit.Modules.Emails.SQSPollingManager.enable_polling()
PhoenixKit.Modules.Emails.SQSPollingManager.disable_polling()
PhoenixKit.Modules.Emails.BrevoPollingManager.enable_polling()
PhoenixKit.Modules.Emails.BrevoPollingManager.disable_polling()
Boot re-inserts each enabled chain via enable_polling/0 so a dead
chain (no queued job after a crash or bad deploy) self-heals when the
setting is still on. If a next tick is already scheduled, the managers'
unique/replace insert moves it to run now rather than appending a
second row.
Monitoring
Supervisor provides information about process state:
# Get list of child processes
Supervisor.which_children(PhoenixKit.Modules.Emails.Supervisor)

# Get process count
Supervisor.count_children(PhoenixKit.Modules.Emails.Supervisor)
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    Functions
  


    
      
        child_spec(init_arg)

      


        Returns child spec for integration into parent supervisor.



    


    
      
        start_link(opts \\ [])

      


        Starts supervisor for email tracking system.



    


    
      
        system_status(supervisor \\ __MODULE__)

      


        Returns information about email tracking system status.
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Returns child spec for integration into parent supervisor.
This function is used when you want more precise control
over email tracking integration in your application.
Examples
# In lib/your_app/application.ex
def start(_type, _args) do
  children = [
    # ... other processes
    PhoenixKit.Modules.Emails.Supervisor.child_spec([])
  ]

  Supervisor.start_link(children, strategy: :one_for_one)
end

  



    

  
    
      
    
    
      start_link(opts \\ [])



        
          
        

    

  


  

Starts supervisor for email tracking system.
Options
	:name - supervisor process name (defaults to __MODULE__)

Examples
{:ok, pid} = PhoenixKit.Modules.Emails.Supervisor.start_link()

  



    

  
    
      
    
    
      system_status(supervisor \\ __MODULE__)



        
          
        

    

  


  

Returns information about email tracking system status.
Examples
iex> PhoenixKit.Modules.Emails.Supervisor.system_status()
%{
  supervisor_running: true,
  polling_status: %{enabled: true, pending_jobs: 1, ...},
  brevo_polling_status: %{enabled: true, pending_jobs: 1, ...},
  children_count: 0
}

  


        

      


  

    
PhoenixKit.Modules.Emails.TableColumns 
    



      
Manages table column customization for email logs display.
Provides functionality to:
	Define available columns for email logs table
	Load user's column preferences from Settings
	Save column preferences to Settings
	Reorder columns via drag-and-drop

Column preferences are stored in Settings under the key "emails_table_columns".

      


      
        Summary


  
    Functions
  


    
      
        get_available_columns()

      


        Returns all available columns for email logs table with metadata.



    


    
      
        get_user_table_columns()

      


        Loads user's selected columns from Settings or returns defaults.



    


    
      
        reorder_columns(current_columns, arg2)

      


        Reorders columns based on drag-and-drop interaction.



    


    
      
        reset_columns()

      


        Resets columns to default configuration.



    


    
      
        update_user_table_columns(selected_columns)

      


        Saves user's column preferences to Settings.
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Returns all available columns for email logs table with metadata.
Column structure:
	field: Database field name
	label: Display label in UI
	type: Data type (:string, :datetime, :badge, :actions, :activity_events, :details_composite)
	required: Cannot be hidden if true

Examples
iex> PhoenixKit.Modules.Emails.TableColumns.get_available_columns()
[
  %{field: "to", label: "Email", type: :string, required: true},
  %{field: "subject", label: "Subject", type: :string, required: true},
  ...
]

  



  
    
      
    
    
      get_user_table_columns()



        
          
        

    

  


  

Loads user's selected columns from Settings or returns defaults.
Returns list of column field names in user's preferred order.
Examples
iex> PhoenixKit.Modules.Emails.TableColumns.get_user_table_columns()
["to", "subject", "status", "sent_at", "actions"]

  



  
    
      
    
    
      reorder_columns(current_columns, arg2)



        
          
        

    

  


  

Reorders columns based on drag-and-drop interaction.
Parameters
	current_columns: Current list of selected columns
	params: Map with "from" (source index) and "to" (target index)

Examples
iex> PhoenixKit.Modules.Emails.TableColumns.reorder_columns(["to", "subject", "status"], %{"from" => 0, "to" => 2})
["subject", "status", "to"]

  



  
    
      
    
    
      reset_columns()



        
          
        

    

  


  

Resets columns to default configuration.
Examples
iex> PhoenixKit.Modules.Emails.TableColumns.reset_columns()
["to", "subject", "status", "sent_at", "actions"]

  



  
    
      
    
    
      update_user_table_columns(selected_columns)



        
          
        

    

  


  

Saves user's column preferences to Settings.
Parameters
	selected_columns: List of column field names in desired order

Examples
iex> PhoenixKit.Modules.Emails.TableColumns.update_user_table_columns(["to", "subject", "status", "actions"])
{:ok, _setting}

  


        

      


  

    
PhoenixKit.Modules.Emails.Template 
    



      
Email template schema for managing reusable email templates.
This module defines the structure and validations for email templates that can be
used throughout the application. Templates support variable substitution and
categorization for better organization.
Template Variables
Templates support variable substitution using the {{variable_name}} syntax.
Common variables include:
	{{email}} - User's email address
	{{url}} - Action URL (magic link, confirmation, etc.)
	{{timestamp}} - Current timestamp
	{{user_name}} - User's display name

Categories
	system - Core authentication and system emails (protected)
	marketing - Promotional and marketing communications
	transactional - Order confirmations, notifications, etc.
	notification - Event-driven notifications (new posts, comments, etc.)

Source Modules
Templates can be tagged with a source module in the metadata field to track
which part of the application sends the email:
	users - User management (magic_link, password_reset, email_confirmation)
	billing - Billing module (invoices, receipts, payment notifications)
	publishing - Publishing module (new posts, comments)
	entities - Entities module (entity notifications)
	admin - Admin functions (test emails, manual sends)
	custom - Custom/user-defined emails

Metadata Structure
The metadata field can contain:
%{
  "source_module" => "users",    # Source module identifier
  "priority" => "high",           # Email priority (optional)
  "requires_user" => true         # Whether user_uuid is required (optional)
}
Status
	active - Template is live and can be used
	draft - Template is being edited
	archived - Template is no longer active but preserved

Examples
# Create a new template
%EmailTemplate{}
|> EmailTemplate.changeset(%{
  name: "welcome_email",
  slug: "welcome-email",
  display_name: "Welcome Email",
  subject: "Welcome to {{app_name}}!",
  html_body: "<h1>Welcome {{user_name}}!</h1>",
  text_body: "Welcome {{user_name}}!",
  category: "transactional",
  status: "active"
})

      


      
        Summary


  
    Types
  


    
      
        t()

      


    





  
    Functions
  


    
      
        changeset(template, attrs)

      


        Creates a changeset for email template creation and updates.



    


    
      
        common_variables()

      


        Returns the list of common template variables.



    


    
      
        extract_variables(template)

      


        Extracts variables from template content (subject, html_body, text_body).



    


    
      
        get_source_module(arg1)

      


        Gets the source module from a template's metadata.



    


    
      
        get_translation(field_map, locale, default_locale \\ "en")

      


        Extracts a translated string from a JSON language map field.



    


    
      
        set_source_module(metadata, source_module)

      


        Sets the source module in a template's metadata.



    


    
      
        substitute_variables(template, variables, locale \\ "en")

      


        Substitutes variables in template content with provided values.



    


    
      
        usage_changeset(template, attrs \\ %{})

      


        Creates a changeset for updating template usage statistics.



    


    
      
        valid_categories()

      


        Returns the list of valid categories for email templates.



    


    
      
        valid_source_modules()

      


        Returns the list of valid source modules for email templates.



    


    
      
        valid_statuses()

      


        Returns the list of valid statuses for email templates.



    


    
      
        version_changeset(template, attrs \\ %{})

      


        Creates a changeset for updating template version.



    





      


      
        Types


        


  
    
      
    
    
      t()



        
          
        

    

  


  

      

          @type t() :: %PhoenixKit.Modules.Emails.Template{
  __meta__: term(),
  category: String.t(),
  created_by_user_uuid: term(),
  description: String.t() | nil,
  display_name: String.t(),
  html_body: String.t(),
  inserted_at: DateTime.t() | nil,
  is_system: boolean(),
  last_used_at: DateTime.t() | nil,
  metadata: map(),
  name: String.t(),
  slug: String.t(),
  status: String.t(),
  subject: String.t(),
  text_body: String.t(),
  updated_at: DateTime.t() | nil,
  updated_by_user_uuid: term(),
  usage_count: integer(),
  uuid: term(),
  variables: map(),
  version: integer()
}


      



  


        

      

      
        Functions


        


  
    
      
    
    
      changeset(template, attrs)



        
          
        

    

  


  

Creates a changeset for email template creation and updates.
Parameters
	template - The email template struct (new or existing)
	attrs - Map of attributes to change

Required Fields
	:name - Unique template identifier
	:slug - URL-friendly identifier
	:display_name - Human-readable name
	:subject - Email subject line
	:html_body - HTML version of email
	:text_body - Plain text version of email

Validations
	Name must be unique and follow snake_case format
	Slug must be unique and URL-friendly
	Category must be one of the valid categories
	Status must be one of the valid statuses
	Subject and body fields cannot be empty
	Variables must be a valid map


  



  
    
      
    
    
      common_variables()



        
          
        

    

  


  

Returns the list of common template variables.

  



  
    
      
    
    
      extract_variables(template)



        
          
        

    

  


  

Extracts variables from template content (subject, html_body, text_body).
Returns a list of unique variable names found in the template.
Examples
iex> template = %EmailTemplate{
...>   subject: "Welcome {{user_name}}!",
...>   html_body: "<p>Hi {{user_name}}, click {{url}}</p>",
...>   text_body: "Hi {{user_name}}, visit {{url}}"
...> }
iex> EmailTemplate.extract_variables(template)
["user_name", "url"]

  



  
    
      
    
    
      get_source_module(arg1)



        
          
        

    

  


  

Gets the source module from a template's metadata.
Returns the source_module value if present, otherwise "custom".
Examples
iex> template = %EmailTemplate{metadata: %{"source_module" => "auth"}}
iex> EmailTemplate.get_source_module(template)
"auth"

iex> template = %EmailTemplate{metadata: %{}}
iex> EmailTemplate.get_source_module(template)
"custom"

  



    

  
    
      
    
    
      get_translation(field_map, locale, default_locale \\ "en")



        
          
        

    

  


  

Extracts a translated string from a JSON language map field.
Parameters
	field_map — a map like %{"en" => "...", "uk" => "..."}
	locale — the desired locale code, e.g. "uk" or "en-US"
	default_locale — fallback locale, defaults to "en"

Behaviour
	Try exact match: field_map[locale]
	Try base language: e.g. "en" from "en-US"
	Try default_locale
	Try any available value (last resort)
	Return "" if map is empty or nil

Examples
iex> get_translation(%{"en" => "Hello", "uk" => "Привіт"}, "uk")
"Привіт"

iex> get_translation(%{"en" => "Hello"}, "uk")
"Hello"

iex> get_translation(nil, "uk")
""

  



  
    
      
    
    
      set_source_module(metadata, source_module)



        
          
        

    

  


  

Sets the source module in a template's metadata.
Returns updated metadata map with source_module set.
Examples
iex> EmailTemplate.set_source_module(%{}, "auth")
%{"source_module" => "auth"}

  



    

  
    
      
    
    
      substitute_variables(template, variables, locale \\ "en")



        
          
        

    

  


  

Substitutes variables in template content with provided values.
Parameters
	template - The email template
	variables - Map of variable names to values
	locale - The target locale code (default: "en")

Returns a map %{subject: string, html_body: string, text_body: string} with
the locale-specific content and all variables substituted.
Examples
iex> template = %EmailTemplate{
...>   subject: %{"en" => "Welcome {{user_name}}!"},
...>   html_body: %{"en" => "<p>Hi {{user_name}}</p>"},
...>   text_body: %{"en" => "Hi {{user_name}}"}
...> }
iex> result = EmailTemplate.substitute_variables(template, %{"user_name" => "John"}, "en")
iex> result.subject
"Welcome John!"

  



    

  
    
      
    
    
      usage_changeset(template, attrs \\ %{})



        
          
        

    

  


  

Creates a changeset for updating template usage statistics.

  



  
    
      
    
    
      valid_categories()



        
          
        

    

  


  

Returns the list of valid categories for email templates.

  



  
    
      
    
    
      valid_source_modules()



        
          
        

    

  


  

Returns the list of valid source modules for email templates.

  



  
    
      
    
    
      valid_statuses()



        
          
        

    

  


  

Returns the list of valid statuses for email templates.

  



    

  
    
      
    
    
      version_changeset(template, attrs \\ %{})



        
          
        

    

  


  

Creates a changeset for updating template version.

  


        

      


  

    
PhoenixKit.Modules.Emails.Templates 
    



      
Context module for managing email templates.
This module provides the business logic and database operations for email templates,
including CRUD operations, template rendering, variable substitution, and usage tracking.
Main Functions
	list_templates/1 - List templates with filtering and pagination
	get_template/1 - Get template by ID
	get_template_by_name/1 - Get template by name
	create_template/1 - Create a new template
	update_template/2 - Update existing template
	delete_template/1 - Delete template
	render_template/2 - Render template with variables

Examples
# List all active templates
Templates.list_templates(%{status: "active"})

# Get template by name
template = Templates.get_template_by_name("magic_link")

# Render template with variables
Templates.render_template(template, %{"user_name" => "John", "url" => "https://example.com"})

      


      
        Summary


  
    Functions
  


    
      
        activate_template(template, user_uuid \\ nil)

      


        Activates an email template by setting its status to "active".



    


    
      
        archive_template(template, user_uuid \\ nil)

      


        Archives an email template by setting its status to "archived".



    


    
      
        billing_credit_note_html_template()

      


        Returns the HTML template for billing credit note emails.



    


    
      
        billing_credit_note_text_template()

      


        Returns the text template for billing credit note emails.



    


    
      
        billing_invoice_html_template()

      


        Returns the HTML template for billing invoice emails.



    


    
      
        billing_invoice_text_template()

      


        Returns the text template for billing invoice emails.



    


    
      
        billing_payment_confirmation_html_template()

      


        Returns the HTML template for billing payment confirmation emails.



    


    
      
        billing_payment_confirmation_text_template()

      


        Returns the text template for billing payment confirmation emails.



    


    
      
        billing_receipt_html_template()

      


        Returns the HTML template for billing receipt emails.



    


    
      
        billing_receipt_text_template()

      


        Returns the text template for billing receipt emails.



    


    
      
        clone_template(template, new_name, attrs \\ %{})

      


        Clones an existing template with a new name.



    


    
      
        count_templates(opts \\ %{})

      


        Returns the count of templates matching the given filters.



    


    
      
        create_template(attrs \\ %{})

      


        Creates a new email template.



    


    
      
        delete_template(template)

      


        Deletes an email template.



    


    
      
        get_active_template_by_name(name)

      


        Gets an active template by name.



    


    
      
        get_template(id)

      


        Gets a template by ID.



    


    
      
        get_template!(id)

      


        Gets a template by ID, raising an exception if not found.



    


    
      
        get_template_by_name(name)

      


        Gets a template by name.



    


    
      
        get_template_stats()

      


        Gets template statistics for dashboard display.



    


    
      
        list_templates(opts \\ %{})

      


        Lists templates with optional filtering and pagination.



    


    
      
        magic_link_html_template()

      


        Returns the HTML template for magic link emails.



    


    
      
        magic_link_text_template()

      


        Returns the text template for magic link emails.



    


    
      
        register_html_template()

      


        Returns the HTML template for registration confirmation emails.



    


    
      
        register_text_template()

      


        Returns the text template for registration confirmation emails.



    


    
      
        render_template(template, variables \\ %{}, locale \\ "en")

      


        Renders a template with the provided variables for a specific locale.



    


    
      
        reset_password_html_template()

      


        Returns the HTML template for password reset emails.



    


    
      
        reset_password_text_template()

      


        Returns the text template for password reset emails.



    


    
      
        seed_system_templates()

      


        Seeds the database with system email templates.



    


    
      
        send_email(template_name, recipient, variables \\ %{}, opts \\ [])

      


        Sends an email using a template.



    


    
      
        test_email_html_template()

      


        Returns the HTML template for test emails.



    


    
      
        test_email_text_template()

      


        Returns the text template for test emails.



    


    
      
        track_usage(template)

      


        Increments the usage count for a template and updates last_used_at.



    


    
      
        update_email_html_template()

      


        Returns the HTML template for email update confirmation emails.



    


    
      
        update_email_text_template()

      


        Returns the text template for email update confirmation emails.



    


    
      
        update_template(template, attrs)

      


        Updates an existing email template.



    





      


      
        Functions


        


    

  
    
      
    
    
      activate_template(template, user_uuid \\ nil)



        
          
        

    

  


  

Activates an email template by setting its status to "active".
Examples
iex> Templates.activate_template(template)
{:ok, %Template{status: "active"}}

  



    

  
    
      
    
    
      archive_template(template, user_uuid \\ nil)



        
          
        

    

  


  

Archives an email template by setting its status to "archived".
Examples
iex> Templates.archive_template(template)
{:ok, %Template{status: "archived"}}

  



  
    
      
    
    
      billing_credit_note_html_template()



        
          
        

    

  


  

Returns the HTML template for billing credit note emails.
IMPORTANT: In a credit note, the roles are reversed compared to invoice:
	The company (seller) is now the PAYER (issuing the refund)
	The customer is now the PAYEE (receiving the refund)


  



  
    
      
    
    
      billing_credit_note_text_template()



        
          
        

    

  


  

Returns the text template for billing credit note emails.

  



  
    
      
    
    
      billing_invoice_html_template()



        
          
        

    

  


  

Returns the HTML template for billing invoice emails.

  



  
    
      
    
    
      billing_invoice_text_template()



        
          
        

    

  


  

Returns the text template for billing invoice emails.

  



  
    
      
    
    
      billing_payment_confirmation_html_template()



        
          
        

    

  


  

Returns the HTML template for billing payment confirmation emails.

  



  
    
      
    
    
      billing_payment_confirmation_text_template()



        
          
        

    

  


  

Returns the text template for billing payment confirmation emails.

  



  
    
      
    
    
      billing_receipt_html_template()



        
          
        

    

  


  

Returns the HTML template for billing receipt emails.

  



  
    
      
    
    
      billing_receipt_text_template()



        
          
        

    

  


  

Returns the text template for billing receipt emails.

  



    

  
    
      
    
    
      clone_template(template, new_name, attrs \\ %{})



        
          
        

    

  


  

Clones an existing template with a new name.
Examples
iex> Templates.clone_template(template, "new_welcome_email")
{:ok, %Template{name: "new_welcome_email"}}

  



    

  
    
      
    
    
      count_templates(opts \\ %{})



        
          
        

    

  


  

Returns the count of templates matching the given filters.

  



    

  
    
      
    
    
      create_template(attrs \\ %{})



        
          
        

    

  


  

Creates a new email template.
Examples
iex> Templates.create_template(%{name: "welcome", subject: "Welcome!", ...})
{:ok, %Template{}}

iex> Templates.create_template(%{invalid: "data"})
{:error, %Ecto.Changeset{}}

  



  
    
      
    
    
      delete_template(template)



        
          
        

    

  


  

Deletes an email template.
System templates (is_system: true) cannot be deleted.
Examples
iex> Templates.delete_template(template)
{:ok, %Template{}}

iex> Templates.delete_template(system_template)
{:error, :system_template_protected}

  



  
    
      
    
    
      get_active_template_by_name(name)



        
          
        

    

  


  

Gets an active template by name.
Only returns templates with status "active".
Examples
iex> Templates.get_active_template_by_name("magic_link")
%Template{}

  



  
    
      
    
    
      get_template(id)



        
          
        

    

  


  

Gets a template by ID.
Returns nil if the template does not exist.
Examples
iex> Templates.get_template(1)
%Template{}

iex> Templates.get_template(999)
nil

  



  
    
      
    
    
      get_template!(id)



        
          
        

    

  


  

Gets a template by ID, raising an exception if not found.
Examples
iex> Templates.get_template!(1)
%Template{}

iex> Templates.get_template!(999)
** (Ecto.NoResultsError)

  



  
    
      
    
    
      get_template_by_name(name)



        
          
        

    

  


  

Gets a template by name.
Returns nil if the template does not exist.
Examples
iex> Templates.get_template_by_name("magic_link")
%Template{}

iex> Templates.get_template_by_name("nonexistent")
nil

  



  
    
      
    
    
      get_template_stats()



        
          
        

    

  


  

Gets template statistics for dashboard display.
Returns a map with various statistics about templates.
Examples
iex> Templates.get_template_stats()
%{
  total_templates: 10,
  active_templates: 8,
  draft_templates: 1,
  archived_templates: 1,
  system_templates: 4,
  most_used: %Template{},
  categories: %{"system" => 4, "transactional" => 6}
}

  



    

  
    
      
    
    
      list_templates(opts \\ %{})



        
          
        

    

  


  

Lists templates with optional filtering and pagination.
Parameters
	opts - Keyword list with filtering options:	:category - Filter by category ("system", "marketing", "transactional")
	:status - Filter by status ("active", "draft", "archived")
	:search - Search in name, display_name, or description
	:is_system - Filter by system templates (true/false)
	:limit - Limit number of results
	:offset - Offset for pagination
	:order_by - Order by field (:name, :usage_count, :last_used_at, :inserted_at)
	:order_direction - Order direction (:asc, :desc)



Examples
# List all templates
Templates.list_templates()

# List active marketing templates
Templates.list_templates(%{category: "marketing", status: "active"})

# Search templates
Templates.list_templates(%{search: "welcome"})

# Paginated results
Templates.list_templates(%{limit: 10, offset: 20})

  



  
    
      
    
    
      magic_link_html_template()



        
          
        

    

  


  

Returns the HTML template for magic link emails.

  



  
    
      
    
    
      magic_link_text_template()



        
          
        

    

  


  

Returns the text template for magic link emails.

  



  
    
      
    
    
      register_html_template()



        
          
        

    

  


  

Returns the HTML template for registration confirmation emails.

  



  
    
      
    
    
      register_text_template()



        
          
        

    

  


  

Returns the text template for registration confirmation emails.

  



    

    

  
    
      
    
    
      render_template(template, variables \\ %{}, locale \\ "en")



        
          
        

    

  


  

Renders a template with the provided variables for a specific locale.
Returns a map with :subject, :html_body, and :text_body keys containing
the rendered content with variables substituted in the requested language.
This function performs validation to ensure all template variables are properly substituted:
	Checks for missing required variables
	Warns if any unreplaced {{variable}} placeholders remain
	Logs information about unused variables

Parameters
	template — the EmailTemplate struct
	variables — map of variable names to values
	locale — the target locale code (default: "en")

Examples
iex> Templates.render_template(template, %{"user_name" => "John"}, "uk")
%{
  subject: "Ласкаво просимо, John!",
  html_body: "<h1>Ласкаво просимо, John!</h1>",
  text_body: "Ласкаво просимо, John!"
}
Validation
If required variables are missing or templates contain unreplaced variables,
warnings will be logged but the function will still return the rendered content.
This allows for graceful degradation in production.

  



  
    
      
    
    
      reset_password_html_template()



        
          
        

    

  


  

Returns the HTML template for password reset emails.

  



  
    
      
    
    
      reset_password_text_template()



        
          
        

    

  


  

Returns the text template for password reset emails.

  



  
    
      
    
    
      seed_system_templates()



        
          
        

    

  


  

Seeds the database with system email templates.
This function creates the default system templates for authentication
and core functionality.
Examples
iex> Templates.seed_system_templates()
{:ok, [%Template{}, ...]}

  



    

    

  
    
      
    
    
      send_email(template_name, recipient, variables \\ %{}, opts \\ [])



        
          
        

    

  


  

Sends an email using a template.
This is a convenience wrapper around PhoenixKit.Mailer.send_from_template/4
that provides a cleaner API for sending templated emails.
Parameters
	template_name - Name of the template (e.g., "welcome_email")
	recipient - Email address or {name, email} tuple
	variables - Map of template variables
	opts - Additional options (see PhoenixKit.Mailer.send_from_template/4)

Examples
# Send welcome email
Templates.send_email("welcome_email", user.email, %{
  "user_name" => user.name,
  "activation_url" => activation_url
})

# Send with tracking
Templates.send_email(
  "order_confirmation",
  customer.email,
  %{"order_number" => order.number},
  user_uuid: customer.uuid,
  metadata: %{order_uuid: order.uuid}
)

  



  
    
      
    
    
      test_email_html_template()



        
          
        

    

  


  

Returns the HTML template for test emails.

  



  
    
      
    
    
      test_email_text_template()



        
          
        

    

  


  

Returns the text template for test emails.

  



  
    
      
    
    
      track_usage(template)



        
          
        

    

  


  

Increments the usage count for a template and updates last_used_at.
This should be called whenever a template is used to send an email.
Examples
iex> Templates.track_usage(template)
{:ok, %Template{usage_count: 1}}

  



  
    
      
    
    
      update_email_html_template()



        
          
        

    

  


  

Returns the HTML template for email update confirmation emails.

  



  
    
      
    
    
      update_email_text_template()



        
          
        

    

  


  

Returns the text template for email update confirmation emails.

  



  
    
      
    
    
      update_template(template, attrs)



        
          
        

    

  


  

Updates an existing email template.
Examples
iex> Templates.update_template(template, %{subject: "New Subject"})
{:ok, %Template{}}

iex> Templates.update_template(template, %{invalid: "data"})
{:error, %Ecto.Changeset{}}

  


        

      


  

    
PhoenixKit.Modules.Emails.Utils 
    



      
Utility functions for email handling in PhoenixKit.
This module contains helper functions for email provider detection,
configuration analysis, and other email-related utilities.

      


      
        Summary


  
    Functions
  


    
      
        adapter_to_provider_name(adapter, default_name \\ "unknown")

      


        Converts Swoosh adapter module to provider name.



    


    
      
        detect_provider_from_config()

      


        Detects email provider from application configuration.



    


    
      
        mailer_adapter_status()

      


        Reports exactly what mailer adapter is configured and where, for display
in the admin UI.



    





      


      
        Functions


        


    

  
    
      
    
    
      adapter_to_provider_name(adapter, default_name \\ "unknown")



        
          
        

    

  


  

      

          @spec adapter_to_provider_name(module() | nil, String.t()) :: String.t()


      


Converts Swoosh adapter module to provider name.
Maps common Swoosh mailer adapters to standardized provider names
used throughout PhoenixKit's email tracking system.
Parameters
	adapter - The Swoosh adapter module (e.g., Swoosh.Adapters.AmazonSES)
	default_name - Default provider name to return if adapter is unknown

Examples
iex> PhoenixKit.Modules.Emails.Utils.adapter_to_provider_name(Swoosh.Adapters.AmazonSES, "unknown")
"aws_ses"

iex> PhoenixKit.Modules.Emails.Utils.adapter_to_provider_name(Swoosh.Adapters.SMTP, "unknown")
"smtp"

iex> PhoenixKit.Modules.Emails.Utils.adapter_to_provider_name(Some.Custom.Adapter, "custom")
"custom"

  



  
    
      
    
    
      detect_provider_from_config()



        
          
        

    

  


  

      

          @spec detect_provider_from_config() :: String.t()


      


Detects email provider from application configuration.
Analyzes the configured mailer adapter to determine which email
provider is being used (AWS SES, SMTP, SendGrid, etc.).
Examples
iex> PhoenixKit.Modules.Emails.Utils.detect_provider_from_config()
"aws_ses"

iex> PhoenixKit.Modules.Emails.Utils.detect_provider_from_config()
"smtp"

  



  
    
      
    
    
      mailer_adapter_status()



        
          
        

    

  


  

      

          @spec mailer_adapter_status() :: %{
  mailer: module(),
  adapter: module() | nil,
  provider: String.t(),
  config_app: atom(),
  config_module: module()
}


      


Reports exactly what mailer adapter is configured and where, for display
in the admin UI.
Mirrors PhoenixKit.Mailer.deliver_email/2's own resolution logic (built-in
vs. delegated mailer, config read from the right otp_app) so what this
reports can never diverge from what actually sends mail — including the
delegation-mode case where the host app supplies its own mailer module
under its own otp_app.
Examples
iex> PhoenixKit.Modules.Emails.Utils.mailer_adapter_status()
%{mailer: PhoenixKit.Mailer, adapter: Swoosh.Adapters.AmazonSES,
  provider: "aws_ses", config_app: :phoenix_kit, config_module: PhoenixKit.Mailer}

  


        

      


  

    
PhoenixKit.Modules.Emails.Utils.Json 
    



      
Thin helper around Elixir's built-in JSON module (1.18+) for the one
thing it doesn't provide: pretty-printing.
This module's own code uses the built-in JSON module directly for plain
encode/decode — this exists only for the handful of call sites (JSON
offered to an admin as a downloadable export) that need indented output.
Mirrors PhoenixKit.Utils.Json from core (phoenix_kit) — duplicated here
because that helper isn't in the currently-published core version this
project depends on. Safe to delete and delegate to core's version once a
release with it is available.

      


      
        Summary


  
    Functions
  


    
      
        encode_pretty!(term)

      


        Encodes term as indented, human-readable JSON (2-space indent).



    





      


      
        Functions


        


  
    
      
    
    
      encode_pretty!(term)



        
          
        

    

  


  

      

          @spec encode_pretty!(term()) :: String.t()


      


Encodes term as indented, human-readable JSON (2-space indent).
term is encoded via JSON.encode!/1 and decoded back first, so structs
(e.g. Ecto schemas with @derive {JSON.Encoder, ...}) go through the
JSON.Encoder protocol correctly — the recursive pretty-printer below
only ever walks plain maps/lists/primitives, never a raw struct (which
doesn't implement Enumerable).
Examples
iex> PhoenixKit.Modules.Emails.Utils.Json.encode_pretty!(%{"a" => 1})
~s({\n  "a": 1\n})

  


        

      


  

    
PhoenixKit.Modules.Emails.Web.Blocklist 
    



      
LiveView for managing email blocklist and blocked addresses.
Provides comprehensive management of blocked email addresses, including:
	Blocklist Viewing: List all blocked email addresses with filtering
	Block Management: Add/remove email addresses from blocklist
	Bulk Operations: Import/export blocklists, bulk add/remove
	Temporary Blocks: Set expiration dates for temporary blocks
	Block Reasons: Categorize blocks by reason (spam, bounce, manual, etc.)
	Search & Filter: Find blocked addresses by email, reason, or date

Features
	Real-time Updates: Live updates when blocks are added/removed
	CSV Import/Export: Bulk management through CSV files
	Automatic Blocking: Integration with rate limiter for auto-blocks
	Audit Trail: Track who blocked addresses and when
	Expiration Management: Automatic cleanup of expired blocks
	Statistics: Analytics on blocked addresses and reasons

Route
This LiveView is mounted at {prefix}/admin/emails/blocklist and requires
appropriate admin permissions.
Note: {prefix} is your configured PhoenixKit URL prefix (default: /phoenix_kit).
The route is auto-generated by PhoenixKit from admin_tabs/0 at compile time and
injected into live_session :phoenix_kit_admin. Do not declare this route in your
parent app's router.ex. See phoenix_kit/guides/custom-admin-pages.md.
Permissions
Access is restricted to users with admin or owner roles in PhoenixKit.

      


      
        Summary


  
    Functions
  


    
      
        render(assigns)

      


        Callback implementation for Phoenix.LiveView.render/1.



    





      


      
        Functions


        


  
    
      
    
    
      render(assigns)



        
          
        

    

  


  

Callback implementation for Phoenix.LiveView.render/1.

  


        

      


  

    
PhoenixKit.Modules.Emails.Web.Details 
    



      
LiveView for displaying detailed information about a specific email log.
Provides comprehensive view of email metadata, delivery status, events timeline,
and performance analytics for individual emails.
Features
	Complete Email Metadata: Headers, size, attachments, template info
	Events Timeline: Chronological view of all email events
	Delivery Status: Real-time status tracking and updates
	Geographic Data: Location info for opens and clicks
	Performance Metrics: Individual email analytics
	Debugging Info: Technical details for troubleshooting
	Related Emails: Other emails in same campaign/template

Route
This LiveView is mounted at {prefix}/admin/emails/email/:id and requires
appropriate admin permissions.
Note: {prefix} is your configured PhoenixKit URL prefix (default: /phoenix_kit).
The route is auto-generated by PhoenixKit from admin_tabs/0 at compile time and
injected into live_session :phoenix_kit_admin. Do not declare this route in your
parent app's router.ex. See phoenix_kit/guides/custom-admin-pages.md.
Permissions
Access is restricted to users with admin or owner roles in PhoenixKit.

      


      
        Summary


  
    Functions
  


    
      
        render(assigns)

      


        Callback implementation for Phoenix.LiveView.render/1.



    





      


      
        Functions


        


  
    
      
    
    
      render(assigns)



        
          
        

    

  


  

Callback implementation for Phoenix.LiveView.render/1.

  


        

      


  

    
PhoenixKit.Modules.Emails.Web.EmailTracking 
    



      
LiveView for email tracking system settings and configuration.
This module provides a simplified interface for managing core email tracking
settings, offering quick toggles for essential email system features.
Features
	System Toggle: Enable/disable email tracking system
	Body Storage: Control whether full email bodies are saved
	SES Events: Toggle AWS SES event processing
	Retention Settings: Configure data retention periods

Route
This LiveView is mounted at {prefix}/admin/settings/email-tracking and requires
appropriate admin permissions.
Note: {prefix} is your configured PhoenixKit URL prefix (default: /phoenix_kit).
Usage
This is a focused settings page for common email tracking configurations.
For advanced settings (AWS infrastructure, compression, archival, etc.),
see the main Emails settings page.
Permissions
Access is restricted to users with admin or owner roles in PhoenixKit.

      


      
        Summary


  
    Functions
  


    
      
        handle_event(binary, params, socket)

      


        Callback implementation for Phoenix.LiveView.handle_event/3.



    


    
      
        mount(params, session, socket)

      


        Callback implementation for Phoenix.LiveView.mount/3.



    


    
      
        render(assigns)

      


        Callback implementation for Phoenix.LiveView.render/1.



    





      


      
        Functions


        


  
    
      
    
    
      handle_event(binary, params, socket)



        
          
        

    

  


  

Callback implementation for Phoenix.LiveView.handle_event/3.

  



  
    
      
    
    
      mount(params, session, socket)



        
          
        

    

  


  

Callback implementation for Phoenix.LiveView.mount/3.

  



  
    
      
    
    
      render(assigns)



        
          
        

    

  


  

Callback implementation for Phoenix.LiveView.render/1.

  


        

      


  

    
PhoenixKit.Modules.Emails.Web.Emails 
    



      
LiveView for displaying and managing emails in PhoenixKit admin panel.
Provides comprehensive email interface with filtering, searching,
and detailed analytics for sent emails.
Features
	Real-time Log List: Live updates of emails
	Advanced Filtering: By status, date range, recipient, campaign, template
	Search Functionality: Search across recipients, subjects, campaigns
	Pagination: Handle large volumes of emails
	Export: CSV export functionality
	Quick Actions: Resend, view details, mark as reviewed
	Statistics Summary: Key metrics at the top of the page

Route
This LiveView is mounted at {prefix}/admin/emails and requires
appropriate admin permissions.
Note: {prefix} is your configured PhoenixKit URL prefix (default: /phoenix_kit).
The route is auto-generated by PhoenixKit from admin_tabs/0 at compile time and
injected into live_session :phoenix_kit_admin. Do not declare this route in your
parent app's router.ex. See phoenix_kit/guides/custom-admin-pages.md.
Permissions
Access is restricted to users with admin or owner roles in PhoenixKit.

      


      
        Summary


  
    Functions
  


    
      
        render(assigns)

      


        Callback implementation for Phoenix.LiveView.render/1.



    





      


      
        Functions


        


  
    
      
    
    
      render(assigns)



        
          
        

    

  


  

Callback implementation for Phoenix.LiveView.render/1.

  


        

      


  

    
PhoenixKit.Modules.Emails.Web.ExportController 
    



      
Controller for exporting email tracking data to CSV format.
Provides server-side CSV export functionality for email logs, metrics,
and blocklist data. Supports filtered exports based on query parameters.
Features
	Email Logs Export: Export filtered email logs to CSV
	Metrics Export: Export email analytics and performance data
	Blocklist Export: Export blocked email addresses
	Single Email Export: Export individual email details
	Filter Support: Respects all filtering parameters from LiveViews
	Large Dataset Streaming: Efficient handling of large exports

Security
Access is restricted to users with admin or owner roles in PhoenixKit.
All exports require proper authentication and authorization.

      


      
        Summary


  
    Functions
  


    
      
        export_blocklist(conn, params)

      


        Export email blocklist to CSV.



    


    
      
        export_email_details(conn, map)

      


        Export single email details to CSV.



    


    
      
        export_logs(conn, params)

      


        Export email logs to CSV based on filter parameters.



    


    
      
        export_metrics(conn, params)

      


        Export email metrics data to CSV.



    





      


      
        Functions


        


  
    
      
    
    
      export_blocklist(conn, params)



        
          
        

    

  


  

Export email blocklist to CSV.
Parameters
	reason - Filter by block reason (rate_limit, manual, bounce, etc.)

Response
Returns CSV file with blocked email addresses and metadata.

  



  
    
      
    
    
      export_email_details(conn, map)



        
          
        

    

  


  

Export single email details to CSV.
Parameters
	id - Email log ID

Response
Returns CSV file with detailed email information and events.

  



  
    
      
    
    
      export_logs(conn, params)



        
          
        

    

  


  

Export email logs to CSV based on filter parameters.
Parameters
	search - Search query for recipient, subject, or campaign
	status - Filter by email status (sent, delivered, bounced, etc.)
	message_tag - Filter by message type (authentication, marketing, etc.)
	campaign_id - Filter by campaign ID
	from_date - Start date filter (YYYY-MM-DD)
	to_date - End date filter (YYYY-MM-DD)

Response
Returns CSV file with appropriate headers for browser download.

  



  
    
      
    
    
      export_metrics(conn, params)



        
          
        

    

  


  

Export email metrics data to CSV.
Parameters
	period - Time period (last_7_days, last_30_days, last_90_days, etc.)
	group_by - Grouping option (day, week, month, campaign, provider)

Response
Returns CSV file with email metrics and analytics data.

  


        

      


  

    
PhoenixKit.Modules.Emails.Web.Metrics 
    



      
LiveView for email metrics and analytics dashboard.
Provides comprehensive analytics visualization for email campaigns including:
	Key Performance Indicators: Send, delivery, bounce, complaint rates
	Trend Analysis: Time-series charts for performance tracking
	Geographic Distribution: Map showing engagement by location
	Provider Performance: Comparison of different email providers
	Campaign Analytics: Performance breakdown by campaign and template

Features
	Interactive Charts: Built with Chart.js for responsive visualizations
	Date Range Filtering: Custom date ranges for detailed analysis
	Export Functionality: Download charts and data as PNG/CSV
	Responsive Design: Mobile-friendly dashboard layout
	Performance Metrics: Delivery rates, open rates, click-through rates
	Bounce Analysis: Hard vs soft bounce categorization
	Complaint Tracking: Spam complaint monitoring and alerts

Route
This LiveView is mounted at {prefix}/admin/emails/dashboard and requires
appropriate admin permissions.
Note: {prefix} is your configured PhoenixKit URL prefix (default: /phoenix_kit).
The route is auto-generated by PhoenixKit from admin_tabs/0 at compile time and
injected into live_session :phoenix_kit_admin. Do not declare this route in your
parent app's router.ex. See phoenix_kit/guides/custom-admin-pages.md.
Permissions
Access is restricted to users with admin or owner roles in PhoenixKit.

      


      
        Summary


  
    Functions
  


    
      
        render(assigns)

      


        Callback implementation for Phoenix.LiveView.render/1.



    





      


      
        Functions


        


  
    
      
    
    
      render(assigns)



        
          
        

    

  


  

Callback implementation for Phoenix.LiveView.render/1.

  


        

      


  

    
PhoenixKit.Modules.Emails.Web.Queue 
    



      
LiveView for email queue monitoring and rate limit management.
Provides real-time monitoring of email sending activity, rate limiting status,
and queue management functionality for the email system.
Features
	Real-time Activity: Live updates of recent email sending activity
	Rate Limit Monitoring: Current rate limit status and usage
	Failed Email Management: Retry and management of failed emails
	Bulk Operations: Pause/resume email sending, bulk retry
	Provider Status: Monitor email provider health and performance
	Alert Management: Configure alerts for rate limits and failures

Route
This LiveView is mounted at {prefix}/admin/emails/queue and requires
appropriate admin permissions.
Note: {prefix} is your configured PhoenixKit URL prefix (default: /phoenix_kit).
The route is auto-generated by PhoenixKit from admin_tabs/0 at compile time and
injected into live_session :phoenix_kit_admin. Do not declare this route in your
parent app's router.ex. See phoenix_kit/guides/custom-admin-pages.md.
Permissions
Access is restricted to users with admin or owner roles in PhoenixKit.

      


      
        Summary


  
    Functions
  


    
      
        render(assigns)

      


        Callback implementation for Phoenix.LiveView.render/1.



    





      


      
        Functions


        


  
    
      
    
    
      render(assigns)



        
          
        

    

  


  

Callback implementation for Phoenix.LiveView.render/1.

  


        

      


  

    
PhoenixKit.Modules.Emails.Web.Routes 
    



      
Public route definitions for Emails module.
Admin LiveView routes are auto-generated from live_view: fields in admin_tabs/0.

      


      
        Summary


  
    Functions
  


    
      
        generate(url_prefix)

      


    





      


      
        Functions


        


  
    
      
    
    
      generate(url_prefix)



        
          
        

    

  


  


  


        

      


  

    
PhoenixKit.Modules.Emails.Web.SettingsSections.AmazonSesSqs 
    



      
The Amazon SES half of the "Delivery event tracking" panel: everything
SES-specific behind the expanded aws_ses row — which Integrations
connection supplies SES/SQS credentials, the per-account queues, one-click
infrastructure setup, and the SQS worker's tuning knobs.
Reached through SQSPollingManager.settings_component/0, not through
PhoenixKit.Modules.Emails.email_settings_sections/0. It used to be a
third section on the settings page, listed as a peer of the tracker table
while actually being the detail of one of its rows: it repeated that
table's "is collection on" answer, and nothing on the page said which
row it belonged to.
Loads everything it renders in update/2 and takes no assigns but id,
which is what lets the panel render it without knowing anything about SES.

      


      
        Summary


  
    Functions
  


    
      
        render(assigns)

      


        Callback implementation for Phoenix.LiveComponent.render/1.



    





      


      
        Functions


        


  
    
      
    
    
      render(assigns)



        
          
        

    

  


  

Callback implementation for Phoenix.LiveComponent.render/1.

  


        

      


  

    
PhoenixKit.Modules.Emails.Web.SettingsSections.DeliveryEventTracking 
    



      
"Delivery event tracking" section on the core Email Sending settings
page (/admin/settings/email-sending) — the unified, registry-driven
admin panel from the universalization spec (dev_docs/specs/ 2026-07-26-email-event-tracking-universalization-spec.md §5). One row
per EventTrackerRegistry.trackers/0 entry; a new provider (Mailgun,
…) appears automatically once it registers, no panel code to touch.
Replaces the polling controls that used to live in the two separate
provider settings sections (amazon_ses_sqs, brevo_events) — see
those modules' moduledocs for what stayed behind (transport/identity
config, not polling).
The expandable row
Every row expands to its own settings: the polling interval (generic —
every tracker has one) plus whatever the tracker names through
EventTracker.settings_component/1. SES points that at
SettingsSections.AmazonSesSqs, which used to be a third, sibling
section on this page — a peer of this table while actually being the
detail of one of its rows, duplicating its "is collection on" answer
and offering no clue which row it belonged to.
Expansion is an assign (@expanded, a MapSet of provider_kinds), not a
<details> or a daisyUI collapse checkbox: LiveView's morphdom patch
resets the DOM-only open state of both, so any row would snap shut on
the next poll-count refresh. Like the accounts dialog, the set is
re-resolved against fresh rows in assign_rows/1 — the ONE place rows
are built — so a provider that disappeared (a tracker dropped by a
deploy) cannot leave an expanded row rendering against nothing.
"Poll now" vs poll_cycle/1
EventTracker.poll_cycle/1's own moduledoc anticipated this button
calling it directly (a synchronous, in-process cycle). This panel
calls each tracker's poll_now/0 instead (see EventTrackerRegistry's
duck-typed "Manager API"): it already exists, already handles the
"force a poll even while the toggle is off" case explicitly, and
enqueues via Oban rather than blocking the LiveView process for a
network round trip. poll_cycle/1 stays defined (still satisfies the
behaviour) but unused here — a deliberate choice, not an oversight.

      


      
        Summary


  
    Functions
  


    
      
        render(assigns)

      


        Callback implementation for Phoenix.LiveComponent.render/1.



    





      


      
        Functions


        


  
    
      
    
    
      render(assigns)



        
          
        

    

  


  

Callback implementation for Phoenix.LiveComponent.render/1.

  


        

      


  

    
PhoenixKit.Modules.Emails.Web.SettingsSections.EmailTracking 
    



      
"Email Tracking" section on the core Email Sending settings page
(/admin/settings/email-sending).
Covers what to store for each outgoing email (body, headers, sampling
rate), how long to keep it (retention, compression, S3 archival), and the
send queue's two switches — plus the system-status card, which reports what
the module is actually doing rather than what it is configured to do.
Contributed via PhoenixKit.Modules.Emails.email_settings_sections/0.

      


      
        Summary


  
    Functions
  


    
      
        render(assigns)

      


        Callback implementation for Phoenix.LiveComponent.render/1.



    





      


      
        Functions


        


  
    
      
    
    
      render(assigns)



        
          
        

    

  


  

Callback implementation for Phoenix.LiveComponent.render/1.

  


        

      


  

    
PhoenixKit.Modules.Emails.Web.TemplateEditor 
    



      
LiveView for creating and editing email templates in PhoenixKit admin panel.
Provides a comprehensive template editor with live preview, variable management,
test sending functionality, and template validation.
Features
	Live Preview: Real-time HTML and text preview with variable substitution
	Variable Management: Define and validate template variables
	Template Validation: Real-time validation of template content
	Test Send: Send test emails using the template
	Version Control: Track template versions and changes
	Syntax Highlighting: Basic HTML syntax awareness

Routes
	/admin/emails/templates/new - Create new template
	/admin/emails/templates/:id/edit - Edit existing template

Permissions
Access is restricted to users with admin or owner roles in PhoenixKit.

      


      
        Summary


  
    Functions
  


    
      
        render(assigns)

      


        Callback implementation for Phoenix.LiveView.render/1.



    





      


      
        Functions


        


  
    
      
    
    
      render(assigns)



        
          
        

    

  


  

Callback implementation for Phoenix.LiveView.render/1.

  


        

      


  

    
PhoenixKit.Modules.Emails.Web.Templates 
    



      
LiveView for displaying and managing email templates in PhoenixKit admin panel.
Provides comprehensive template management interface with filtering, searching,
creation, editing, and analytics for email templates.
Features
	Real-time Template List: Live updates of templates
	Advanced Filtering: By category, status, system vs custom
	Search Functionality: Search across template names, descriptions
	Template Management: Create, edit, clone, archive templates
	Usage Analytics: View template usage statistics
	Test Send: Send test emails using templates
	System Templates: Manage core system templates

Route
This LiveView is mounted at {prefix}/admin/emails/templates and requires
appropriate admin permissions.
Note: {prefix} is your configured PhoenixKit URL prefix (default: /phoenix_kit).
The route is auto-generated by PhoenixKit from admin_tabs/0 at compile time and
injected into live_session :phoenix_kit_admin. Do not declare this route in your
parent app's router.ex. See phoenix_kit/guides/custom-admin-pages.md.
Permissions
Access is restricted to users with admin or owner roles in PhoenixKit.

      


      
        Summary


  
    Functions
  


    
      
        render(assigns)

      


        Callback implementation for Phoenix.LiveView.render/1.



    





      


      
        Functions


        


  
    
      
    
    
      render(assigns)



        
          
        

    

  


  

Callback implementation for Phoenix.LiveView.render/1.

  


        

      


  

    
PhoenixKit.Modules.Emails.Web.WebhookController 
    



      
Secure webhook controller for AWS SNS email events.
Handles incoming webhook notifications from AWS Simple Notification Service (SNS)
for email events like bounces, complaints, deliveries, opens, and clicks.
Security Features
	SNS Signature Verification: Validates authentic AWS requests
	IP Whitelist: Restricts access to AWS IP ranges
	Rate Limiting: Prevents abuse with configurable limits
	Replay Attack Protection: Timestamp verification (max 5 minutes)
	Request Size Limits: Prevents oversized payloads
	Automatic Subscription Confirmation: Handles SNS subscription setup

Supported Event Types
All 10 AWS SES email event types are supported:
	Send: Email accepted by AWS SES for sending
	Reject: Email rejected before sending (virus, content policy violation)
	Bounce: Hard and soft bounces with detailed reasons
	Complaint: Spam complaints and feedback loops
	Delivery: Successful delivery confirmations
	Open: Email open detection (AWS SES tracking pixel)
	Click: Link click tracking in emails
	Rendering Failure: Email template rendering errors
	Delivery Delay: Temporary delivery delays
	Subscription: Subscription preference updates or unsubscribes

Configuration
Security settings are stored in the database and managed via Settings:
# Settings keys (all default to true)
webhook_verify_sns_signature    # Validate AWS SNS signatures
webhook_check_aws_ip            # Restrict to AWS IP ranges
webhook_rate_limit_enabled      # Enable rate limiting
Configure via Admin UI at /admin/settings or programmatically:
PhoenixKit.Settings.update_boolean_setting("webhook_verify_sns_signature", false)
Usage
Add to your router:
# Public webhook endpoint (no authentication)
post "{prefix}/webhooks/email", PhoenixKitWeb.Controllers.EmailWebhookController, :handle

# Note: {prefix} is your configured PhoenixKit URL prefix (default: /phoenix_kit)
AWS SNS Setup
	Create SNS topic for SES events
	Subscribe this endpoint to the topic
	Configure SES to publish events to the topic
	The controller will automatically confirm subscriptions

Example Webhook Payload
%{
  "Type" => "Notification",
  "Message" => JSON.encode!(%{
    "eventType" => "bounce",
    "mail" => %{"messageId" => "abc123"},
    "bounce" => %{
      "bounceType" => "Permanent", 
      "bouncedRecipients" => [%{"emailAddress" => "user@example.com"}]
    }
  })
}

      


      
        Summary


  
    Functions
  


    
      
        handle(conn, params)

      


        Main webhook handler for AWS SNS notifications.
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      handle(conn, params)



        
          
        

    

  


  

Main webhook handler for AWS SNS notifications.
Processes all incoming webhook requests with full security validation.

  


        

      


  

    
mix phoenix_kit_emails.install 
    



      
Installs PhoenixKit Emails module into parent application.
Adds the required @source directive to your CSS file so Tailwind CSS
can discover classes used by the emails module's templates.
Usage
mix phoenix_kit_emails.install
What it does
	Finds your assets/css/app.css file
	Adds @source "../../deps/phoenix_kit_emails"; after existing @source lines
	Prints next steps for AWS SES configuration

This task is idempotent — safe to run multiple times.
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